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Abstract 

 

Despite the fact that security implementations are already placed in financial systems,            

there are numerous occasions around the world where financial systems were compromised by             

inside attackers all over the world. So there is a growing need to find ways and means to                  

discover the potential threats to information security within banks. The research approach will be              

based on the discovery of potential information security issues and vulnerabilities existing in the              

system by analyzing patterns in data present in the back end system, procedures and relationships               

between data entities that may lead to insider threats and vulnerabilities with respect to a               

database. The aim of the research is to identify information security issues prevailing in              

information systems of a Sri Lankan bank as a case study, then identify the root causes behind                 

their existence and to provide proper guidelines and solutions which will assist in making              

information systems in banks more secure in a similar context. 
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Chapter 1  - Introduction 

In an era where technology and finance have become the leading drivers of every              

economy around the world, these two always go hand-in-hand to offer cutting edge services              

which simplify interactions between customers and financial service providers. Amounting to the            

impacts of globalization, Sri Lankan financial service providers also have adopted these            

technologies in order to stay on par with these modern trends in finance and technology. These                

continuous developments and innovations in technology have significantly impacted the          

operations of banks and other financial institutions which are having to face the challenge of               

adapting, innovating and responding to the opportunities faced by computer systems,           

telecommunications, networks, and other technology-related solutions to drive their business in           

an increasingly competitive domestic and global markets. 

Introduction and adoption of the internet and the advancement of network infrastructure,            

opened doors to many businesses including banks and financial service providers to expand their              

product and service offerings while improving the efficiency in delivery. This very accessibility             

and dynamic nature of the internet could indicate both benefits and risks. So it's quite evident                

that banks and financial institutions rely highly on information technology and the internet to              

operate and to be competitive in their relevant markets, which would ultimately increase the              

potential risks, for both individual banks and the financial industry at large[1].  

So it is important to identify the extent and impact of these potential risks to financial                

service providers originating from different threat sources. In order to be resilient to these              

potential risks and threats, these financial institutions follow various measures, guidelines,           

frameworks and also adopt risk assessment mechanisms along with tight internal controls. These             

guidelines are defined at various levels of management and also by the relevant authorities and               

governing bodies of respective countries. This study hopes to assess the above-mentioned            

measures followed by financial institutions within a selected context with the objective of             

exploring the effectiveness of laid out control mechanisms through the analysis of a transactional              

dataset of a financial institution.  

1.1. Background of the Problem 

Over the past couple of decades, there have been significant transformations in the             

banking and financial sector due to internal and external factors, including business model             
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transformation, adoption of advanced technologies, changing regulatory environments, etc.         

During this transformations, information security has become a secondary objective prioritizing           

business and functional goals. In this context, Information security has become a major challenge              

faced by banks and financial institutions in the current cyber ecosystem. 

The country and society are moving and leaning towards completely interconnected           

systems across multiple services and platforms. With the evolving technology, people expect            

their lives to be smarter by having access to everything with a single touch. So with this                 

evolution of technology and inter-connectivity between all information systems, the threat to            

information security is a very delicate subject. Financial institutions are placed in a special              

situation since any financial data is considered sensitive in nature compared to other data types               

and the industry is tightly regulated both in Sri Lanka and elsewhere as well. 

Within the context of Sri Lanka, financial service providers are classified, regulated,            

controlled and monitored by the Central Bank of Sri Lanka (CBSL) as these institutions              

dominate the financial system within the country and also play a critical role within the Sri                

Lankan financial system, as they are engaged in the provision of liquidity to the entire economy,                

while transforming the risk characteristics of assets[2]. According to the CBSL, banks and             

financial institutions are also engaged in providing payment services, thereby facilitating all            

entities to carry out their financial transactions. On the other hand, banks can create              

vulnerabilities of systemic nature, partly due to a mismatch in the maturity of assets and               

liabilities and their interconnectedness. Therefore, the soundness of banks is important, as it             

contributes towards maintaining confidence in the financial system, and any failure may have the              

potential to impact on activities of all other financial and non-financial entities, and finally the               

economy[2]. 

According to Symantec’s Executive Report on Financial Services[3], Banks and financial           

institutes are likely to remain top cybercrime targets, amounting to lucrative rewards when             

attacks are successful. Also, attacks against the financial industry are becoming increasingly            

sophisticated and highly targeted. 2016 Bangladesh Bank Heist is one of the prominent InfoSec              

breaches the industry has come across. The cybercriminals had targeted the Bangladesh Bank’s             

(Central Bank of Bangladesh) account in the Federal Reserve Bank in New York[3]. They had               

processed 35 fraudulent fund transfer instructions via compromised access to the SWIFT(Society            

for Worldwide Interbank Financial Telecommunications) network which is a global payments           

network where most banks around the world are members of. The total of the 35 instructions                

amounted to close to US $1 billion. However, the attack was only successful in transferring a                
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sum of US $101 million through 5 instructions. Later investigation revealed that the perpetrators              

were suspected to have been aided by insiders within the targeted banks, who assisted in taking                

advantage of weaknesses in the banks' access to the SWIFT global payment network[5]. 

2019 data breach incident at the NorthAmerica, Canadian bank, Desjardins Group[4]           

resulted in the leak of sensitive data like names, addresses, birth dates, social insurance numbers               

(the Canadian equivalent of the social security number), email addresses and information on             

transaction habits of nearly 2.9 million members of the bank. Later it was discovered that the                

attack was carried out by an employee (an insider) in the IT department of the bank using the                  

higher level of privileged access he had on the system and the access privilege of few other                 

unsuspecting fellow employees. Noteworthy point is that security controls already implemented           

in the system could not detect this mass data gathering prior to the incident happening. 

A local example of an attack on financial information systems is the massive fraud at               

Sampath Bank[6]. In this incident a branch manager along with the support of a regional               

manager of Sampath Bank had siphoned money from unsuspecting customer accounts through            

money transfers, practically operating as a private bank within the bank. The suspects have              

manipulated the victims cheques and slip amounts and the balances have been added as              

overdrafts to the victims accounts. The fraud has been carried out for nearly a year and a half and                   

the fraud has only been discovered after the branch manager had received a transfer to another                

branch and a thorough audit has been carried out at the complaints of the victims at the receipt of                   

notices to pay installments resulting due to the fraudulent transactions . 

A very clearly distinguishable observation from the above-mentioned security incidents          

[4], [5], [6] is the involvement of insiders of the relevant financial institutions on these attacks. In                 

2016 out of all attacks carried out on financial institutions 58% of the attacks involved insiders.                

Out of which 53% were inadvertent actors while 5% included malicious insiders[28]. Due to the               

higher access privileges inside employees enjoy on the system and the intimate knowledge             

employees have on the system and its process, make an insider attack far more potentially               

damaging, whether the attack is done with malicious intent or not. The above security              

incidents[4], [5], [6] provide evidence on the financial loss and the damage to the value of the                 

institution that may be caused by an insider attack. Therefore it is important to identify these                

insider threats faced by financial institutions and the underlying reasons for their existence             

accurately and as early as possible. 

Preliminary literature review conducted on the insider threats research domain revealed           

that there is a lack of literature available on the domain. Majority of information security               
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research has been carried out on research areas such as outsider attacks on financial institutions,               

cyber threats on financial institutions, online financial applications, information security          

frameworks and security models on financial institutions [36], [37], [39], [40]. Only a few              

research have been carried out which explores the existence of insider attacks and which explains               

the underlying reasons behind the occurrence of insider attacks. Particularly in the Sri Lankan              

context, which represents financial institutions of the third world countries with relatively limited             

financial and technological resources yet with higher economical targets and pressure, the            

number of research that has been carried out is very minimal. 

Insider threats on financial institutions is a very broad domain, consisting of numerous             

case specific applications, too numerous to be comprehensively studied in a single research.             

Therefore as the case study for this research a transactional database from a reputed Sri Lankan                

bank was used. The aim was to investigate the threats and vulnerabilities present in the financial                

information system of the bank that could be utilized by an insider to carry out an attack using a                   

database dump. 

1.2. Problem Statement 

Financial institutions operate in an era where information technology has become a main             

pillar for economic growth and economic sustainability. Therefore in today's world financial            

institutions are totally dependent on the financial systems they use. But with very high rewards at                

stake if successful, for attackers financial information systems have become somewhat           

irresistible targets. When it is analyzed, it reveals that a considerable amount of these attacks               

involve insiders in carrying out these attacks[5], [6]. When the intimate knowledge of the system               

and the higher level of access to the system an insider has is taken into account, the damage and                   

financial losses of an attack involving an insider is also higher. The frequency on which these                

attacks have taken place show that the underlying reasons behind recurrence of these insider              

attacks are not yet completely identified and addressed. Yet in the domain of information              

security (infosec) of financial institutions most of the research are focussed on security issues              

caused by outside attacks and solutions to prevent those outside attacks[36], [37], [39], [40].              

Research carried on the implications of databases on infosec in financial institutions is even              

harder to find. Thus it is evident that there is a knowledge gap in the domain of insider threats on                    

financial institutions. This research caters to this knowledge gap and lays the foundation for              

other researchers to carry out deeper research in the domain of insider threats on financial               

institutions. 
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1.3. Research Questions 

1. Are there threats and vulnerabilities exposed to insider attacks, in systems and processes 

of Financial Institutions in Sri Lanka? 

 

2. What are the root causes behind the existence of potential threats and vulnerabilities 

exposed to insider attacks, in systems and processes of Financial Institutions in Sri 

Lanka?  

 

1.4. Goals and Objectives 

1.4.1. Goal 

Review, analyze and identify possible threats and vulnerabilities for financial institutes in Sri             

Lanka and provide best practices and  guidelines to mitigate those threats and vulnerabilities.  

 

1.4.2. Objectives 

● Identify information security related threats which cannot be identified through          

automated vulnerability assessment and penetration testing (VAPT) tools 

● Identify the root causes for the existence of InfoSec threats and vulnerabilities within the              

financial institutes. 

● Discuss the best practice guidelines that must be introduced to financial institutes in Sri 

Lanka to mitigate the risks caused by the above threats and vulnerabilities. 

 

1.5. Significance of the Research 

Despite the fact that security implementations are already placed in financial systems,            

there are numerous occasions around the world where financial systems were compromised by             

both inside and outside attackers. Similarly in the Sri Lankan context, there are reports about               

certain InfoSec breaches and fraudulent dealings within certain commercial banks in the country.             

But only a handful of these reports reach the general public as these banks have the financial                 

power to silence the media to uphold their reputation and trust among the general public. Recent                

ATM fraud in Sri Lanka, which involved skimming devices attached to ATM machines[8],             
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massive fraud at Sampath bank[6], hacking into the Commercial Bank of Ceylon internet             

banking facility in 2016[7] are some incidents that came into the light in recent years in Sri                 

Lanka. This research will be conducted within the Sri Lankan banking context hence the findings               

of this research will be of significance when dealing with similar incidents in the future. 

 

1.6. Research Approach 

This research follows a nonexperimental exploratory research design. Research is mainly           

focused on identifying the vulnerabilities existing in financial information systems of financial            

institutions which can be utilized for carrying out insider attacks. A database dump of a Sri                

Lankan Bank is used for the case study of the research. The intention is to identify the                 

vulnerabilities and threats that can be used to materialize an attack by an insider. Any               

manipulation in the data in the database will not present the real information security situation               

prevailing in the financial information system of the bank. Thus a non experimental research              

design is used in the research.  

The database dump used in the case study is a Microsoft SQL Server 2000 database               

(MSSQL 2000) dump containing transactional data of the bank. The database used for the              

research consists of 440 tables out of which 120 tables contained data. The database contained               

transactional data spanning a period of 18 years. Interviews with the employees of the selected               

bank were used to obtain necessary information to evaluate the findings made in the research. As                

a result research involves both quantitative and qualitative data, therefore both quantitative and             

qualitative research approaches are used in this research, therefore the research falls under the              

mix method research category. 

 

1.7. Limitations, Delimitations and Assumptions 

1.7.1. Limitations 

● Results of the research can not be generalized to all institutions in the financial              

information security domain since this research results are based only on a case study              

carried out on one single bank in Sri Lanka. Further research must be carried out using a                 

larger sample to generalize these findings. 

● The research approaches and methods used in this research were exclusively used to             

tackle the problems the researchers had to face in finding answers using a relational              
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database. Technical implementations and logics used may not be able to be used in its               

entirety, on other types of databases. 

1.7.2. Delimitations 

This research study is only focused on finding answers to research questions within the              

context of Sri Lanka. Even though the topic InfoSec is similarly applicable to every other               

industry and country around the world, data will only be available within the context of Sri                

Lanka to conduct this research. 

The financial industry at large consists of many financial service providers. But this study              

will only consider banks and similar financial institutes in conducting research. Furthermore, the             

names of the financial institutions providing data will not be disclosed to uphold confidentiality.              

Through the systematic literature review, it was evident that there's satisfactory literature            

available with regard to InfoSec threats originating externally (Outsider threats). Hence, this            

study only accommodates analysis and findings of threats originating from within financial            

institutions (Insider threats). 

With the dataset available, insider threats to the financial information are discussed with             

respect to the transactional data connected to customer accounts. We are not considering the              

whole database with its tables due to the limited time frame. Only the tables related to customer                 

transactions and customer details are taken into the analysis. 

  

1.7.3. Assumptions 

● All deposits to the bank are saved in the RECEIPT table and the payments done are saved 

in the PAYMENT table. 
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1.8. Contributions 

 
This research fills the existing knowledge gap by contributing as following, 

● In Sri Lankan context, there is no proper research work carried out focusing on              

information security and financial sector.  

● Majority of research work in the domain is focused on outsider attacks in the financial               

sector known as cyber attacks. 

● Although there are research works focused on insider attacks globally, analyzing a            

database for vulnerabilities in a financial information system has not been done before as              

per to the best of our knowledge.  

 

Further, we deliver the following to the research community for future research in this area, 

● A novel method to find relationships between tables in a SQL server database in which               

the foreign key constraints have not been established. 

● JSON based structure to store table relationships for a relational database. 

● A query parser written using Java to extract the possible table joins from SQL statements               

used for creating SQL server database views. 

● Database tool to find potential relationships within tables and extract data which can be              

reused with fewer configurations.  
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Chapter 2 - Background 

 

2.1. Information Security 

Information security (infosec) has become a challenging topic in the present context as a              

result of the advancement of technology in every industry around the world. Information is              

considered a key factor and has become the monetary model of most organizations. We have               

reported some incidents which showed us how valuable information is, such as Facebook data              

breach which led to stealing data in 50 million user accounts without any permission[10]. All               

organizations and individuals pay more attention to information security due to being a vital              

player for the existence of any entity in any industry. What is really meant by this term                 

information security? It’s a set of strategies for managing the processes, tools, and policies              

essential to detect counter threats and prevent any kind of information(digital or non-digital)             

ensuring its confidentiality, integrity, and availability[9]. Within this domain, information is           

considered as an asset. Organizations follow the required steps and measures to safeguard their              

information assets from unauthorized access and exposure to the outside world. 

 

In 2016, the European Parliament and council introduced a regulation called           

GDPR(General Data Protection Regulation) in EU law, which is directly connected with            

information security. All companies operating in Europe must comply with these standards.            

Every organization has one or more information systems. The information must be stored safely.              

The exposure of a single tiny piece of data can lead to destroying a whole organization.                

Depending on the information circulate within the organization premises, this broad topic can be              

divided into several categories like application security, cyber security, cryptography, incident           

response, vulnerability detection, etc. So, our research is based on this information security             

domain applying it into the process going on in financial institutions within the Sri Lankan               

context. 

 

2.1.1. Why has information security become a major concern for banks? 

Financial institutions including banks are dealing with one of the most sensitive datasets             

in any country. It’s financial records and transactions data. Information security plays a critical              
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role because banks and other financial institutions are committed to the security of their              

customer's financial and personal information. Risk of occuring financial losses and security            

breaches are very familiar topics discussed nowadays and not miracles anymore. In Sri Lanka              

also there were incidents where the attackers went through the holes in the existing security               

implementations. Massive Fraud At Sampath Bank[6], ATM skimming incidents[8] are some of            

the local incidents and Bangladesh bank heist[11] is a popular example for an international              

security breach. So these incidents show us that there's something wrong with the security              

controls established, even the technology has been improved so much by now. 

As a responsible entity towards the customers, financial institutions must be able to             

guarantee that they are not leaking and misusing their customer data. That is the key point to win                  

customer satisfaction. If any customer feels that his money is not going to be safe in any bank,                  

will he invest or deposit money with that bank? Criminal profiles are shifting from random               

disorganized hackers to well funded organized crime groups gradually[12]. When it comes to the              

threats to financial institutions, they have evolved from infrastructure level to application, data             

levels. With the development in information systems, the possibility to become a victim of a               

threat has gone higher than ever.  

Cyber security is a subset of information security which simply means protecting            

information from the internet. In banking environments this is the aspect of information security              

that the banks are focused on specially recently. The number of banking applications has been               

increased. Almost every bank in Sri Lanka also has a web presence and mobile applications. So,                

there’s a huge possibility to originate threats from global level via the internet since the               

institutions have gone public through their web applications. Thousands of online transactions            

are happening per day nowadays. People tend to use such a facility as it saves time in their busy                   

schedules. They have the trust on financial institutions. Even banks are also a set of business                

organizations which need profits and are extremely dependent on investments of ordinary            

people. Therefore security controls must be able to detect and prevent both insider and outsider               

attacks without breaking the financial operations and without losing customer loyalty. Otherwise            

financial organizations will fail  to serve as a reputed entity in society. 

Information security is based on 3 main principles or can be called them as objectives.               

They are recognized as CIA triad. Confidentiality, Integrity, and Availability are those factors.             

Protecting these properties of information is the objective of information security. This is a              

well-known model for developing security policies in organizations. Especially information          

systems must be able to ensure these properties.  
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2.1.2. Information security principles and its implications on the financial sector 

Information security is based on 3 main principles or can be called them as objectives.               

They are recognized as CIA triad shown in Fig 2.1. Confidentiality, Integrity, and Availability              

are those factors. Protecting these properties of information is the objective of information             

security. This is a well-known model for developing security policies in organizations.            

Especially information systems must be able to ensure these properties 

2.1.2.1. Confidentiality 

Confidentiality is ensuring the information is accessed by only the authorized people and             

can not be accessed by the people who are not authorized. The same information sent by the                 

sender must be received by the receiver without any change. Cryptography, File permissions,             

ACL(Access Control Lists) and Encryption are some methods to protect the confidentiality of             

information.  

In the context of banking and financial institutions, customers interact with these            

institutions implying that their personal as well as sensitive information will be kept confidential.              

This confidentiality is not limited to just account transactions of the customer but extends into all                

types of information that the bank possesses of the said customer[12]. The Financial             

Ombudsman of the country provides directives to banks and other financial institutes on             

protecting confidentiality of customers. 

 

 

 

 

 

 

 

 

 

 

Fig. 2.1. CIA Triad 
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2.1.2.2. Integrity 

Integrity is ensuring the accuracy of data and modification of information is restricted to              

unauthorized parties. Encryption, Hashing, Digital Signatures, Backup and Audit are some           

methods to ensure the property, integrity. 

Typical information security attacks targeting banks and financial institutions are          

focussed on breaching this principle. Threat agents whose prime objects are financial gains,             

breach integrity of the Information System of the bank by acquiring authorized credentials             

through different distributed attacks. After successfully compromising the system, the attacker           

will be able to process fund transfers to desired destination accounts which was the case of the                 

2016 Bangladesh Bank heist[5], where the SWIFT network node at the Bangladesh Central Bank              

was compromised. The attackers who forwarded fund transfer instructions following this           

compromise were clearly not the authorized party to do so, so this amounts to breach of Integrity.  

 

2.1.2.3. Availability  

Availability is ensuring that the information can be accessed by authorized parties when             

requested. Redundancy processes, RAIDs, failover and high availability clusters can be           

introduced as some mechanisms to achieve the availability of information.  

In the context of a bank or a financial institute, there are specific types of attacks that can                  

affect the availability and continuity of the banking system. The financial institution would fail              

to conduct transactions with its customers, business partners and vendors when availability is             

denied[10]. 

 

2.2. Financial Information systems 

Financial information systems are computer based systems used in financial institutions           

to collect data, interpret data, analyze data and reporting. These systems contain mainly 3              

components called Financial Accounting (FI), Funds Management (FM) and Controlling (CO)           

handling separate functions in different areas[14]. Integrating all these components, systems are            

built to effectively manage heavy workload in banks and other financial institutes.            

Functionalities of each component are listed briefly below. 

1. Financial Accounting (FI) 

● Record all details of transactions in ledger accounts as assets. 
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i.e. revenues, expenses and liabilities 

● Create financial statements  

● Maintain ledgers in sub sections 

i.e. General Ledger, Accounts Receivable Ledger, Accounts Payable Ledger,  

 

2. Funds Management (FM) 

● Identify the sources for funds 

● Control spendings in fundings 

i.e. Operating Funds, Ancillary Operations, Restricted Funds, Capital Funds 

 

3. Controlling (CO) - Track revenues and expenses based on reports 

 

Financial information systems must have a proper governance and security culture which            

relies on certain standards and regulations to resist against potential threats. A considerable             

amount of significant threats and risks which are apparent to the information system of banks are                

present as a result of weaknesses in aspects of governance and security culture[16]. The same               

idea was stressed by Kooper in 2011[19] that in practice imperfect implementations of             

Information Technology Governance (ITG) such as delayed or aborted information security           

projects, service level remained unmonitored etc. This eventually exposes the organization to the             

existing and emerging information security risk. Ula, Ismail & Sidek[17] also stress on this fact               

by mentioning that InfoSec practitioners have a lack of consensus in the definition of information               

security governance. Veiga & Eloff[18] also comprehensively present their findings on how            

information security culture is the reason as well as they key to overcome many challenges and                

threats in the context of InfoSec. 

 

2.3. Regulations in Financial Sector 

Information Security Management Directives by CBSL 
 

In terms of security posture, organizations in Sri Lanka represent a spectrum of             

capabilities. However, just as the strength of a chain lies with its weakest link, so does the                 

strength of information security in the financial services sector lies with its weakest member,              

which in turn poses a threat to all other members, which may potentially lead to financial fraud.                 
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Thus, the Central Bank of Sri Lanka has issued the ‘Baseline Security Standard (BSS) for               

Information Security Management’, Assurance Level 1, Version 1.0 under the Banking Act            

Directions No. 4 of 2014. The key directives and guidelines in the BSS have been outlined below                 

[13]. 

The Central Bank of Sri Lanka (CBSL), the Sri Lanka Computer Emergency Readiness             

Team | Coordination Center(Sri Lanka CERT | CC) and the Sri Lanka Banks’ Association              

(SLBA) worked towards the establishment of the Baseline Security Standard for Information            

Security Management (BSS), based on the globally recognized ISO 27000 series of international             

Standards for information security. The implementation of the standard will be supervised by             

CBSL and the subsequent revisions to the Standard will be proposed by Bank Computer Security               

Incident Response Team (Bank CSIRT) to CBSL for consideration. The standard outlines the             

following fundamentals with regard to Information Security so as to provide a better             

understanding for the users of the same; 

2.3.1. Information Security Management 

The preservation of Confidentiality, Integrity, and Availability of information by the           

appropriate and systematic application of security controls to manage the risk of exposure to a               

threat, which arises due to the existence of vulnerabilities in information assets.  

2.3.2 Information Security Risk Management 

Information security risk management is the systematic approach to ascertaining the           

impact and livelihood of an information asset being exposed to a threat.  

2.3.3. Security Considerations 

All organizations are required to derive their security requirements to conform to the laws              

in Sri Lanka including the regulatory requirements set by the respective regulators and the              

international best practices adopted globally. Additionally, security requirements are also          

governed by the business objectives set by the board of directors and the senior management of                

the organization.  

2.3.4. Legal Requirements 

All organizations are liable to comply with the laws applicable in this regard including              

the Computer Crimes Act No. 24 of 2007, the Electronic Transactions Act No. 19 of 2006,                
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Payments Devices Frauds Act No. 30 of 2006, and Intellectual Property Act No. 36 of 2003 of                 

which any violations amounts to an offence. 

2.3.5. Regulatory Requirements 

Local industry regulations/directives set forth by the CBSL and other regulatory bodies            

must be complied with. 

2.3.6. International Standards 

In order to be recognized as competent online/e-banking service providers, organizations           

need to comply with internationally recognized industry-specific security standards, such as           

PCI-DSS (Payment Card Industry Data Security Standard). 

2.3.7. Information Security Objectives 

Information security objectives must be identified supporting fulfillment of key business           

objectives within the framework of the information security policies, statutory requirements,           

other requirements and business processes. 

As per the Baseline Security Standard (BSS) for information security management, Risk            

Management is defined as a fundamental component of any cost effective information security             

management system. Further it elaborates on how risk can be considered as a basis for               

Information Security Management, and that assets contain vulnerabilities due to weak design,            

production, implementation, handling, management and a host of other activities. These           

vulnerabilities may be exploited to give rise to threats. The combination of the likelihood of a                

threat being realized and the impact of that exposure is called risk, and is an important measure                 

of the relative urgency and need to impose control measures to mitigate that risk. 

Further the CBSL instigate that the adoption of BSS and its successive revisions, will              

introduce security controls which would mitigate identified risks. Also specifies the guidelines            

for Risk Management should be done in accordance with ISO 27005:2011. The establishment of              

Guidelines, policies, procedural manuals, schemes and templates by the respective organizations           

will aid the implementation of the BSS. 

The BSS standards outline the guidelines and directives for 14 Security Domains            

(applicable areas) in an organization. It clearly and directly specifies the objective of the              

adoption of the guidelines outlined; 

● Organization of Information Security Management 
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● Information Security Policy 

● Third Parties 

● Information Asset Management 

● Human Resource Security 

● Operations Security 

● Communications Security 

● Physical and Environmental Security 

● Access Control 

● Internet and Email Security 

● Information Systems Acceptable Use 

● Information Security Incident Management 

● Acquisition, Development, and Maintenance of Information Systems 

● Business Continuity Management 

 

2.4. Insider Attacks in financial sector 

With regard to information security, the term “attacks” refers to any guided or planned              

activity that is targeted on information assets with the intent of potential gains which are               

numerous in nature; financial, sensitive information, confidential data used for profiling and            

social engineering. These attacks are fundamentally classified into 2 types based on their origin,              

namely: Insider attacks and outsider attacks. The paper work done by B. Bojinov(2016) says that               

infosec issues and threats mainly fall under four main categories listed as; staff (human factor),               

Internal processes, Systems and External factors[20]. Staff includes both unintentional and           

intentional actions performed by internal people. 

Insider attacks refer to the kind of attacks targeted on a system or an asset where the                 

human component of the activity is originated within the relevant organization or the system.              

Whichever attacks initiated externally to the system are known as Outsider attacks. According to              

Gokhan Kul [15], by 2016, insider attacks have posed a major threat to the Financial sector. The                 

possible reason for this would be that in the current technological landscape, banks and financial               

institutions have invested deeply in information security and controls, to prevent external threats             

to their systems and assets. Thus, attackers find it costly and time-consuming to propagate              

attacks externally which can bypass robust control mechanisms set in place by the said banks and                
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institutions. This was evident with the recent infosec incidents that were targeted on the financial               

sector around the world, because the majority of those attacks had been successful with adequate               

help from insiders[11]. So the current focus of information security experts in the financial sector               

has taken a turn towards potential threats faced from insider attacks. 

The work done by Damenu & Beaumont[16] in 2017 argues that InfoSec threats are more               

imminent to the financial sector given that the reward for attackers are usually enormous in               

value. Thus criminals put in hours of effort in crafting spyware and malware or trick customers                

to visit spoof sites to capture sensitive data. L. T. Khrais presents an explanation of insider                

attacks that are done with the help of insiders with respect to online banking. They are fraud and                  

theft, back doors or trap doors, errors and omissions, employee sabotage[21]. These internal             

attacks can be more severe as internal employees have intimate knowledge of the system and               

therefore attacks can go undetected. In 2010, Veiga & Eloff[18] presented their findings on how               

insiders pose a greater threat to the protection of information within an organization. The              

research presents a framework and an assessment instrument on the information security culture             

in organizations by considering that improper InfoSec culture is one of the major challenges and               

threats. 

Human error can make a huge impact on security of data in banks and other financial                

institutions. In 2011 Ula, Ismail & Sidek[17] points out that the following threats with regard to                

Information Security; physical destruction of premises and systems by natural disasters;           

unintentional damage due to human error, abuse of system and sensitive information by             

employees or agents of the bank; systematic collection of sensitive information by foreign             

intelligence services; and external attacks which compromise confidentiality, integrity and          

availability of information. According to them the most common technology risk or threat to              

banking and financial institutions is phishing attacks which are based on social engineering. The              

other forms or attacks are spyware, Trojan horses, and key loggers. In 2015, Fazlida & Said[23]                

in their research on information security risk governance and implementation setback, bring into             

light that InfoSec threats are mainly caused by outdated security controls and architecture. Other              

considering factors are; careless or unaware employees, cloud computing use, and unauthorized            

access.  

Singh & Malpani[22] reveal that accidental entry of bad data by employees, accidental             

destruction of data by employees, the introduction of computer viruses to the system, natural and               

human-made disasters, employees’ sharing of passwords, and misdirecting prints and distributing           
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information to unauthorized people are the most significant factors in breaching the security of              

any financial institution. 

 

2.5. Database Security and Analysis 

Computer software artifacts such as application software are complex pieces of work            

mankind has developed. Securing these artifacts against intelligent attackers who try to exploit             

flaws in software design and constructs has been continuously proven to be a greater challenge. 

Application software developed for many industries nowadays are faced with troubles in            

terms of design flaws and implementation bugs which in turn gives rise to unacceptable security               

risks. As per I. A. Bubu[24], when developing application software, good software engineering             

practices would produce quality and secure software products. Further he argues how good             

software security practice involves thinking security early in the software lifecycle, knowing and             

understanding common problems (such as language based flaws and pitfalls), designing for            

security, and subjecting all software artifacts to thorough risk analysis, review and testing. 

When considering database management systems (DBMS) which is a type of application            

software, the ultimate objective of a DBMS would be to retain and protect the data stored. It is                  

the duty of the database administrator to ensure the security of the DBMS. Some of the key                 

measures used in ensuring security in a banking DBMS are; database server enabling             

authorization and access control data views using data encryption, achieving authorization and            

data access control through passwords, implementing specific access rights to different user            

roles, restricting the actions that could be performed by subjects (users) on certain objects, user               

management through names, passwords, group names and access levels, utilizing views within            

the database to fulfill security features by allowing certain users to have access to a logical                

representation of a portion of the database according to their requirement access, regulating user              

rights by ensuring that the database administrator has full control in granting and cancelling              

rights of any user at any given time [24]. 

A significant amount of sensitive and valuable data is stored and processed in relational              

databases of banking institutions. Therefore numerous database-specific tools are developed for           

emergency database recovery. J. Wagner, A. Rasin and J. Grier in their research study [26],               

present a universal tool that seamlessly supports many different databases in rebuilding tables             

and other data content from any remaining storage fragments on disk or in memory. The tool                

defines an approach for reverse engineering storage is databases with minimal user intervention.             
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Also the authors verify the tool's ability to recover both deleted and partially corrupted data               

directly from the internal storage of different databases. Their work is classified under             

software-based restoration techniques in the context of relational database management systems.           

Further along the line of their work, they present how the tool can ‘reconstruct volatile artifacts’                

of a database. In achieving the aforementioned, Firstly, the tool can recover the newly introduced               

data from inserts and updates. Secondly, the tool can recover recently performed user actions              

(i.e.,reconstructing the fact that data was inserted, deleted or updated). Thirdly, the tool can              

discover information about the changes that were canceled and undone (i.e., aborted            

transactions). The latter category is the most interesting, because this information would            

normally be unavailable to users even if the database were operating normally. 

I. Drabikova, K. Matiasko and A. Lieskovsky, in their paper titled “Database Object             

Dependency Tool” [25], stress on the fact that retail banking and telecommunications sector are              

continually developing information systems for their specific purposes having efficient and           

elegant database tools. Similarly, they present a new approach for analyzing database objects             

with DB Object Mapper Tool that is being developed for mapping objects from large and               

complex database systems.  

In the works of Andrew Ilyas, Joana M. F. da Trindade, Raul Castro Fernandez and               

Samuel Madden titled as ‘Extracting Syntactic Patterns from Databases’, the authors emphasize            

on the matter that, attributes in the enterprise databases are highly structured such that they               

follow simple syntactical patterns [45]. More common examples of structured attributes are            

dates, product identifiers, phone numbers, etc. Often these are stored as strings in the database,               

but if they could be labeled with richer structural information about the format of values,               

indexing, searching and comparing values, and finding exceptional or outliers values, could be             

done much more efficiently. In their paper, they present a new method to extract these               

syntactical patterns to better understand the attributes and correlate them with other attributes in              

different tables, entries in the same database to find relationships among each and every table.               

This method is introduced as the XSYSTEM. 

 

19 



 

Chapter 3 - Methodology and Design 

 

3.1. Introduction 

This chapter describes the methodology of the research that was followed in the process              

of obtaining the research objectives of this research titled - An exploratory analysis of              

information systems of financial institutions in Sri Lanka: a security perspective. Chapter            

provides a detailed description of the steps followed throughout the research process. 

 

3.2. Research Questions 

1. Are there threats and vulnerabilities exposed to insider attacks, in systems and processes             

of Financial Institutions in Sri Lanka? 

2. What are the root causes behind the existence of potential threats and vulnerabilities             

exposed to insider attacks, in systems and processes of Financial Institutions in Sri             

Lanka?  

 

3.3. Research Design 

This research’s aim is to review, analyse and identify possible threats or vulnerabilities             

present in information systems that can be exploited by insiders to carry out an attack on                

financial Institutions in Sri Lanka, identify the root causes behind the presence of those issues               

and provide a set of changes, new actions, and precautions that can be implemented by Financial                

Institutions in order to mitigate the risks they face due to those issues. This research is designed                 

as a non experimental exploratory research which utilizes both quantitative and qualitative data             

analysis approaches. 

Through the preliminary literature review it was realized that in the research domain,             

Information security of financial institutions literature is mainly focused on outside attacks.            

Literature available on insider attacks are comparatively rare and infrequent. 

This research acknowledges this knowledge gap and tries to reduce this gap by focusing              

on the information security issues concerning insiders. Intention of the research is to capture the               

standard everyday information security environment prevailing inside a financial institution          

20 



 

based on the data available on that system. Any manipulations in data would create a false                

picture of the security environment inside the financial institution. As a result, no data              

manipulations can be performed on the original data during the research. This condition makes              

the research fall under the category of nonexperimental research. In nonexperimental research,            

the independent variables involved can not be manipulated by the researchers but should be              

analysed as it is available[38].  

 

3.3.1. Research Purpose 

This research examines the information security issues financial institutions face due to            

parties inside financial institutions commonly referred to as insider attacks. Whole research            

process involves an element of discovery, which includes the discovery of potential information             

security issues and vulnerabilities existing in the system, patterns of data present in the back end                

of the system, back end procedures, and relationships between data structures that may lead to               

insider threats and vulnerabilities. Therefore due to this exploratory nature of the research, it is               

evident that the purpose of the research is exploratory.  

3.3.2. Research Approach 

The case study of the research is done on a bank database containing a large amount of                 

transactional data. In the research it is required to analyse the data and identify the threats and                 

vulnerabilities present in the system that can be exploited by an insider. This involves              

quantitative analysis techniques such as recognising data patterns, trends, forecasting,etc. Further           

it is also required to perform qualitative analysis techniques in order to examine the structural               

and qualitative characteristics of the data. Furthermore research also involves interviews carried            

out with the employees of the bank which basically involves qualitative analysis. Therefore in              

this research both qualitative as well as quantitative research analysis techniques are being used.              

A research approach used by researchers that involves more than one type of research method is                

known as mixed method research. It may include a mix of both quantitative and qualitative               

methods, a mix of quantitative methods or a mix of qualitative methods.[29]. Therefore this              

research follows a mixed method research approach. 
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3.4. Data Collection 

This research study looks into the information security issues financial institutions are            

facing and the underlying root causes for the existence of those information security issues by               

analysing the data available in a database of a Sri Lankan bank. Therefore mainly the type of                 

data used in the research is secondary. Secondary data is defined as data that has been already                 

collected and tabulated by other sources[34]. In this study use of secondary data is appropriate               

and justifiable as it provided researchers with a large quantity of data spanning a longer period                

(18 years) which would have been impractical and hugely time consuming if primary data              

collection methods were used in this research[34]. Finding a bank willing to cooperate with the               

researchers to carry out the research was the main concern that had to be addressed when it                 

comes to data collection.  

Through an agreement with a reputed Sri Lanakan bank(name not disclosed to preserve             

privacy), a suitable database was finalized for the research. The database was provided to the               

researchers after sanitizing it first. Sanitization is a process of hiding sensitive data in a data set                 

in order to preserve the confidentiality of sensitive data in a data set. Further more data                

sanitization process promotes the sharing of transactional databases among organizations by           

minimizing the impact on data utility of non sensitive data in a data set whilst protecting the                 

confidentiality of the sensitive data in it[35]. 

The database obtained is a Microsoft SQL Server 2000 (MSSQL 2000) database dump,             

including both LDF(log data file) and MDF(main data file). Database consists of a total of 440                

tables of which 120 tables contained data covering the main operations including deposits on the               

bank, withdrawals from the bank, interests, payments, loans, savings accounts, etc. It also             

contained data on customers, system users.  

Initially the database dump was attached to a MSSQL 2000 local server running on a               

Windows XP operating system, as MSSQL 2000 was compatible only with windows XP             

operating system. Functionalities and the graphical support provided by the MS SQL Server             

2000 was minimal therefore the database was upgraded to MS SQL Server 2008 R2. This               

upgrade enabled access to improved functions and more user friendly interfaces and            

compatibility with modern operating systems(Windows 10) with better performance. 
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3.5. Data Analysis 

Data analysis refers to the process of examining data in order to come up with               

conclusions about the information contained in the data[30]. The database contained both            

qualitative and quantitative data. Therefore both quantitative and qualitative analysis techniques           

were used to analyse the database data.  

The main intention of analysing database data is to: 

● Identify relationships between tables based on table interactions 

● Perform timeline analysis on business processes, tables, transactions based on the log 

history of the database. 

● Identify significant data attributes in terms of information security 

● Identify anomalies and patterns visible in the data 

● Identify potential security issues existing in the system 

 

The 2 main tools that were used in this research to analyse data are: 

1. Microsoft SQL Server Management Studio version 18.0 (MSSMS) 

2. Database Analyser tool specifically built for the research 

3.5.1. Database Analyser Tool 

To Identify foreign key relationships among tables in the database, Database Analyzer            

tool was implemented using JavaFX[31] and Java libraries; JDBC[32] and GSON[33]. When 2             

columns of 2 corresponding tables are selected, database analyzer tool checks for the similarity              

of the content between the 2 columns and predicts whether a relationship is possible or not                

between those 2 tables.  

JavaFX was used to build Database Analyser since Java was already familiar with the              

research team and had the functional requirements necessary to develop the tool. Tool was              

designed as a standalone application in order to avoid unnecessary exposure of data to the               

internet, which was a condition the researchers had to obliged as per the agreement with the                

bank. Further using JavaFX simple user interfaces can be easily developed. JDBC library was              

used to connect the SQL server database as it was the most used and standard database library                 

used for Java standalone applications. GSON is a java library provided by Google for converting               

java objects into JSONrepresentation. GSON was used because of its stability and robustness. 
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 The high level architecture of the tool is shown in Fig. 3.1.  

 

 

 

 

 

Fig. 3.1. High level architecture of the Database Analyser 

 

Following functional capabilities were added to the Database Analyser to support the data             

analysis process: 

● Find relationships between tables 

● Filter and extract data by columns  

● Perform table joints and extract data 

● Download data in JSON format 

● Profile and visualize customer data 

3.5.2. Table Relationships  

Tool utilizes an algorithm which checks for similar contents in 2 table columns for a               

threshold value of 80% to determine whether there is a relationship between the two tables or                

not. If the similarity between the contents exceeds 80%, the tool determines that a relationship is                

present between the 2 tables and is stored in a JSON file separately. In this file, there’s a JSON                   

array that contains objects for every table in the database holding another relation tables object               

array within each object. Using Java as the core programming language, the algorithm was              

implemented to create table relationships. This way all the table relationships identified through             

Database Analyser were saved in the JSON file. Information in this JSON file is used by the                 

Database Analyser tool as source data when implementing the other  functionalities of the tool.  
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Fig. 3.2. JSON relationship structure format 

 

As illustrated in Fig. 3.2, “structure” is a JSON array that contains an array of JSON                

Objects divided among the tables in the database. Each table object has a key named as relations                 

and it holds all the tables and the corresponding columns (keys) by which the foreign key                

relationships are established with that table. Following Fig. 3.3 shows the steps involved in the               

process of  generating table relationships. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 3.3. Relationship generation and data retrieval process 
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Through the interface shown in Fig. 3.4. when 2 tables are selected all possible              

relationships that can exist between the 2 tables are generated. The list of generated relationships               

may contain irrational relationships. Those irrational relationships were removed when creating           

the JSON file which was used as the source data file for other functionalities. 

 

 

 

 

 

 

 

 

 

 

 

Fig. 3.4. Interface of database tool for checking related columns 

 

Through the interface shown in Fig 3.5. it was checked whether any relationship was              

present between 2 specific columns. Here again only the rational relationships were used to              

create the JSON file which was used as the source data file for other functionalities. Format of                 

the relationship object that was saved into the “structure” array, is shown in the interface below. 

 

 

 

 

 

Fig. 3.5. Interface of database tool for relationship generation process 
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3.5.3. Data Visualization 

Functionality to visualize data on to graphs was implemented using JavaFX chart            

libraries. 3 types of charts were used to graphically represent data; line charts, bar charts and                

stacked bar charts.  

● Line chart - To visualize the flow of money; how the receipts and payments change with                

time 

● Stacked bar chart - To visualize the frequency of transactions performed change with             

time 

● Bar chart - To visualize the change of total of receipts and payments with time 

● Bar chart - To visualize the change in bank receipts and payments with time 

The time framed considered in the analysis was changed between weekly, monthly and             

yearly as requirements dictated.  

 

 

 

 

 

 

 

 

 

 

Fig. 3.6. Sample chart created using Database Analyser 

Based on the relationships identified through the Database Analyser tool, using MS SQL             

Server Management Studio 18 different sql queries were executed to view data stored in tables               

and then identify anomalies as a part of the qualitative analysis. Parallely, Database Analyser              
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was also used to extract data when it was needed. Since some of the data in the database was in                    

sinhala language, data was exported to csv format, translated and read manually as required              

during the analysis process.  

 

3.6. Results Evaluation 

3.6.1. Query Parser  

The precision of the relationships generated using the Database analyser tool was            

evaluated by comparing them with the foreign key relationships derived using the sql queries that               

had been used to build the views of the database. Sql queries that had been used to create                  

database views contained join conditions. Join conditions are usually used to match a primary              

key of a table to one of its foreign keys [50]. Based on this logic, by identifying the columns and                    

the corresponding tables used in a join condition, foreign key relationships between tables were              

derived. These derived foreign key relationships were compared with the database relationships            

obtained through the Database analyser tool. 

Sql queries that have been used to create views were used to compare and evaluate the                

table relationships obtained through the Database Analyser because it was the only place in the               

database that contained, a justifiable source (join queries) that could be used to recreate              

relationships that could have existed in the database.  

This process of comparing and evaluating the precision of the table relationships            

generated using Database analyser tool was automated using the java program, “Query Parser”             

developed by the research team. Query parser captures sql queries stored in view_definition             

column in the INFORMATION_SCHEMA.VIEWS systems table of the database. Next, all SQL            

keywords and special characters included in each query were removed except JOIN keyword.             

Then all statements are iteratively split based on the logic shown in Fig. 3.7 and the relevant                 

table relationships are obtained in the format show in Fig. 3.8.  
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Fig. 3.7. Query parsing process​ used in the Query parser tool 

 

[  

table1.column1 = table2.column2 ,  

table3.column1 = table4.column2  

] 

Fig. 3.8. Format of the relationship results obtained  from query parser 

 

Then the results obtained from the Query parser were compared with the relationships             

generated through the Database Analyser tool.  

 

3.6.2. Interviews 

After analysing the database dump, based on the information collected from the analysis             

an interview script was created and Interviews were conducted with employees of the bank. The               

intention was to identify whether the employees were aware of the anomalies or the possible               

information security issues present in the bank database we detected and if they have discovered               
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them evasive action taken. It was also intended to identify the control and monitoring              

mechanisms, security frameworks deployed, security principles and the security culture present           

in the institute. 

Interview findings were used as a medium to evaluate the validity of the issues identified               

in the database analysis and identify the root causes behind those issues and recommend              

solutions to mitigate the risks involved with those vulnerabilities in terms of frameworks, best              

practices, rules or guidelines. Information obtained through the interviews were mainly           

qualitative data. Therefore the evaluation of the validity of the findings of the analysis phase was                

performed as a qualitative evaluation. 
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Chapter 4 - Results and Evaluation 

 

This chapter describes the results including the evaluation results of this research. The             

aim of the research was to identify the information security issues financial institutions are facing               

at present and understand what are the actual reasons behind the existence of those security               

issues. Research took a database approach to answer the questions. A case study was carried out                

using a database dump of a Sri Lankan bank, database was analysed and potential information               

security issues existing in the system were identified. This chapter describes the results obtained              

through the analysis and the evaluation. Results are ordered as Direct and Indirect security              

issues. 

4.1. Results 

The results of the database analysis phase are a set of anomalies that were identified, that                

could potentially be classified as information security issues prevailing in the bank’s information             

system. Here, the word anomalies is used to describe the deviations of the regulations and               

techniques adopted by the bank from standard practice or the guidelines set out by the CBSL,                

where CIA (Confidentiality, integrity, availability) of information is breached. Also it refers to             

the patterns of data that could be derived from the dataset that could potentially compromise CIA                

in information security.  

4.1.1. Direct Information Security Issues 

4.1.1.1. Users have  NULL values as their password 

Through the analysis it was identified, PASS table is used to store the usernames,              

passwords and privileges and other login information of each system user. 49 user records are               

available in the ‘pass’ table. Out of these 49 user records 23 of the records does not contain any                   

value for the password (password column is null). This indicates that 46.9% of the user accounts                

does not require a password to login to their relevant accounts. 
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Fig. 4.1. Accounts with NULL passwords  from PASS table 

 

4.1.1.2. Session logout times and the authority level used are not recorded in certain user 

login sessions. 

According to our analysis, the system stores user login sessions in a table called In_OUT               

table. In this table the time of login, time of logout, username, privilege level used during the                 

login (ex: super user) are recorded. In the analysis it was identified that out of the total 7071                  

records available in the table, 2451 of the records did not contain a logout time (logout time is                  

NULL). This amounts to 34.66% of the records.  

 

 

 

 

 

 

 

 

 

 

 

Fig. 4.2. Empty IO_OUT values 
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Interestingly it was observed that all records in the table have a login time entry, whether                

it had a log out time or not. Based on this observation it can be assumed that the culture in the                     

bank does not stress on the importance of logging out of the system. It can also imply that the                   

system used by the bank does not have the functionality to record a logout when the user is                  

inactive for a stipulated time period or in an instance where the system shut down takes place. 

In the table which records login sessions, logged in users are recorded twice: once the               

username is stored, then the privilege level of the user is also stored (super, user1 etc). In some                  

records the value representing this privilege level of the logged in user is missing. This indicates                

a flaw in the logic behind the recording of login sessions that can be used to evade the session                   

login stamp of a user. 

Here again the hypothesis is made based on the observations made at the database level               

and no analysis was carried at the system level. In order to confirm the hypothesis a                

comprehensive system analysis must be carried out. 

 

4.1.1.3. Relationships between tables can be recreated  

Initial analysis showed that the database does not contain explicitly defined foreign key             

relationships. This can be attributed as a positive security measure[43]. Although foreign keys             

were not explicitly defined, researchers tried to identify the foreign key relationships between the              

tables.  

As mentioned previously in the methodology, relationship finding functionality of the Database            

Analyser tool was used for this. Database Analyser uses an algorithm which checks the similarity               

between the contents of 2 columns of 2 corresponding tables based on a 80% rule and if the 80%                   

threshold was obtained, tool suggests it as a possible relationship. Rationality of these suggested              

relationships were examined by the researchers and the most probable foreign key relationships             

were selected. Based on the results of this method, it was realised that even without a predefined                 

set of foreign key relationships among tables, using a simple mechanism (that was used in the                

Database Analyser tool), relationships between tables could be identified. 

As the researchers were successful in recreating relationships in the database using the             

logic implemented using the Database Analyser tool, complex and advanced methods to discover             

foreign key relationships such as machine learning methods[44] were not required to be used in               

this research.  
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Table relationships generated from database tool 
 

Total of 33 tables were used for the process of recreating foreign key relationships              

between tables. The 2 main reasons for taking only a sample of 33 tables for recreating table                 

relationships were: 1) the intention was to determine whether even if explicit foreign             

relationships are not defined in the database, can the implicit relationship be identified and it was                

proven that these implicit relationships can be identified. 2) because there was a large number of                

tables available in the the database, researchers did not focus on all the tables. Instead focused                

more on the tables that contained data that would have a direct impact on the customers and their                  

transactions. A total of 30 unique relationships between these 33 tables were identified using the               

Database Analyser tool. Table 4.1 lists the 33 database tables used to recreate table relationships               

and Fig. 4.3 shows the list of table relations obtained (recreated). 

 

FFROM_TTO PA_EXPENCE FIRST_LETTER 

CREDIT PA_DTAIL DEPOSIT 

INCOME_EXPENCE_LEDGER RE_INCOME REALIZE 

CUST_CATEGORY INCOME_EXPENCE RE_DTAIL 

CUSTOMER LOAN_CARD_TYPE CASH_WITHDRAW 

INCOME_EXPENCE_SUB SLEDGER ACCOUNT 

TR_DTAIL CUSTOMER_SEX INCOME_EXPENCE_LEDGER 

LCODE  TR_TYPE TAX 

CR_DTAIL RECEIPT CUSTOMER_STATUS 

CREDIT DIVISION CUST_CATEGORY 

FT_DTAIL PA_DTAIL PA_EXPENCE PAYMENT 

 

Table 4.1. List of database tables used to recreate table relationships 
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Fig. 4.3. List of unique table relationships obtained from Database Analyser 

 

The ability to identify table relationships allowed researchers to map between           

corresponding data stored across different tables and find out the different aggregate data             

patterns observable when data stored in different tables were combined. Information that was             

derived based on the table relationships identified are described below. 

4.1.1.3.1.  Fluctuation patterns of cash and money deposits of the bank can be obtained 

Through the database analysis it was identified that information on all money receipts by              

the bank is recorded in a single table called RECEIPT table. By analysing this table, basic                

estimations on the amount of money received by the bank on a single day, week of the month,                  

quarter, etc. can be made. Furthermore future money receipts can also be predicted through basic               

statistical analysis methods.  
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Same way it was identified that the PAYMENT table is used to record information on all                

payments made by the bank. Therefore total of all payment values represent the total payments               

made by the bank or in other words the total money outflow from the bank.  

Combining the aggregate of all PAYMENT table values and the aggregate of all             

RECEIPT table values an estimation on the total money available in the bank (deposits) at a                

given day, week of the month, month or quarter can be obtained. These aggregate values were                

graphically represented as bar graphs using the visualization functionality available in Database            

Analyser tool. Visual representations provided better insights on the fluctuation patterns of the             

total deposits in the bank. Further through statistical models future predictions on the money              

available with the bank on a given future instance can also be calculated. This effectively               

provides an attacker with sufficient insights on the optimal days to carry out a digital or a                 

physical fraud on the banks financial assets. (ex: days, quarter, or the week where there is a                 

greater amount of liquidity/cash in hand)  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 4.4. Total receipts and payments by each year in bank 
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Fig. 4.5. Total receipts and payments by each month in bank 

 

For example, Fig. 4.4 shows the total payments and receipts of the bank by year. It can                 

be determined that the bank was not doing well in terms of liquidity in their financial assets                 

based on the fact that total payments are higher than the receipts. Further it can also be said that                   

liquidity wise bank had gone through tighter periods during the years 2010 and 2011. 

Fig. 4.5. represents the total receipts and total payments of the bank for the year 2013                

arranged by month. Analysing the graph it can be determined that January is the month the bank                 

has handled the highest amount of money. It is also identifiable that generally the month               

following a peak in the amount of money handled there is a drastic reduction in the amount of                  

money handled. Months January and June are the months with the highest surplus of money in                

the bank. Therefore an attack on the bank may yield the highest reward for an attacker in such a                   

month.  

 

4.1.1.3.2. Transaction and behavioural profile of a bank account holder can be created 

In the database analysis it was found out that a single transaction made by a customer                

might be stored in several tables. This is because the transaction made by the customer may have                 

been done to compensate for an earlier transaction done by the customer and also because of the                 

dual nature of a transaction (every transaction results in debit as well as credit). For example a                 
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customer may deposit money in the bank as a partial payment payment of a loan. This                

transaction will be recorded in the receipts table, income expense table, income table, and loan               

payment account as well. These would result in an information security loophole that can be used                

to map out all the transactions corresponding to a particular CUSTOMER_ID. This effectively             

enables the creation of a transactional history profile for a selected customer. This can be used                

as a method to target  a potential victim for an attack. 

The relationship between different entries corresponding to the same transactions are           

generally made using the CUSTOMER_ID and a unique TRANSACTION_ID. In the database,            

CUSTOMER table is used to store personal details of customers of the bank. This information is                

stored in plain text. So using the database analyzer tool, it is possible to track the trail of every                   

transaction back to a single account holder using the CUSTOMER_ID. By utilizing these             

capabilities, high profile customers with large funds in their accounts as well as customers who               

transact with the bank in large volumes can be profiled as their personal details are also plainly                 

available in the CUSTOMER table.  

Any dormant accounts with no transaction history can be identified through the database             

analyzer findings, as a result any insider with adequate access and permissions could change the               

status of these dormant accounts to active and carry out illicit transactions such as money               

laundering and siphoning available funds to external accounts outside the country to go             

undetected [46]. 

The customer related to Fig. 4.6, Fig. 4.7, Fig. 4.8, Fig. 4.9 figures, has done 161                

payments and 176 receipts within the period of 2008-2013. All these transactions have been              

plotted in the following charts by each month of the year. 2013, 2012, 2011 and 2010 years are                  

taken for chart visualizations. When monetary values are considered, individual transactions of            

this specific customer exceed Rs. 50,000 on average. According to the following illustration, in              

2013, this specific customer has not conducted that many transactions with the bank, in fact his                

deposits to the bank have come to an all time low. But in 2012, this customer has received                  

around Rs. 2.5million into the account altogether.  
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Fig. 4.6. 2013 receipts & payments Fig. 4.7. 2012 receipts & payments 

 

Fig. 4.8. 2011 receipts & payments     Fig. 4.9. 2010 receipts & payments 
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4.1.2. Indirect Information Security Issues 

Under indirect information security issues, anomalies which were identified from the           
analysis, but do not pose a direct threat to the CIA triad in information security have been                 
described. 

4.1.2.1. Essential data columns contain empty values 

Out of the total of 2432 customers in the database 924 of the customer records does not                 

contain any NIC number value. This amount refers to 38% of all customer records. NIC is                

generally a mandatory information that must be collected from customers (account holders) by a              

financial institution[49]. NIC number is generally used by banks as proof of an individual's              

identity. But in this bank for 38% of the customer records, this vital information is missing. 

It was also identified that the NIC number is not stored in the database in a standard                 

format. Most of the time the final letter ‘v’ was stored in simple letters while in a few other                   

records the final letter ‘v’ was in capital letters. Further although most of the time ‘v’ was stored                  

adjacent to the rest of the numbers, in records were found where there was a ‘space’ separating v                  

from the rest of the numbers as shown in Fig.4.10. 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 4.10. Empty NIC records and NIC stored in different formats in CUSTOMER table 

 

Researchers found out that in the CUSTOMER table the primary key is the account              

number. Therefore if a customer has 2 accounts with the bank, details of the customer is saved                 

under both account numbers. 
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Further, when the date of birth of the customers were analysed, it was identified that in                

some records where the same NIC number values were present, different date of birth values               

were present. Since NIC numbers are unique value for everyone, there can not be duplicate               

values on date of birth for any NIC. Fig. 4.11. shows several instances where the date of birth                  

representation in the NIC number does not match with the recorded date of birth value in the                 

customer table.  

This information represents that in the information system used by the bank, there are              

loopholes in the validation process of customers. It also indicates that internal employees of the               

bank are not adequately familiar with the information system used and lack the knowledge on the                

standard conventions that must be followed in day to day operations (ex: correct format to enter                

NIC number). These vulnerabilities in the system can create grey areas that could be exploited to                

propagate insider attacks on the system, which constitutes the greatest amount of attacks on              

financial institutions[28]. 

 

 

 

 

 

 

 

 

 

 

 

Fig. 4.11. Records with mismatching NIC numbers and date of birth values 

 

4.1.2.2. Primary keys contain two formats 

Through the analysis it was identified that in most of the tables that record transactional               

information, the format of the primary key has undergone a sudden change, starting from a               

specific time period (dates not disclosed due to privacy concerns). Based on the observation that               

the change is visible across the whole database starting from a given time period, the change is                 

most likely due to a change in the whole system or a major upgrade in the system. Bulk insertion                   
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operations that have been carried out during this period which provide evidence to confirm this               

assumption. Fig. 4.13. shows part of the bulk insertion operation carried out on 2008-09-30.              

Before upgrading a new system, necessary precautionary measures must be taken when            

converting old data to the new formats required by the new system. Fig.4.12 shows the               

PAYMENT table which has the primary key - PA_CODE in two formats.  

 

 

 

 

 

 

 

 

 

 

Fig.4.12. The two formats of the primary key present in the PAYMENT table 
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Fig. 4.13. Bulk insertion operations carried on 2008-09-30  

4.1.2.3. Two date attributes for the same record 

Each table in the database that records transactions has two columns for storing ‘date’              

values. But only one of these columns stores time along with the date, while the other column is                  

storing only date values. In most of the tables the column that stored both date and time was                  

WHEN1. This results in data redundancy. It is most likely that the system transition may have                

caused this issue to exist. It is mostly likely that the older software system used by the bank has                   

only captured date value and the new system has introduced WHEN1 column to capture both               

time and date values. 

For transactions that have taken place before the system transition, date value stored in              

WHEN1 column and the other date column is different. Further analysis showed that this has               

happened because during the bulk transfers of data that have been carried out during the system                
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transition, the WHEN1 column has been used to store the ‘date and time’ the data transfer from                 

old system to current system has taken place. The other date column has been used to store the                  

original date the transaction has occurred. During the time after the system transfer both date               

columns are used to record the same date: WHEN1 including time and the other without time. 

Because for the transactions that have been carried before the system transition WHEN1             

and the other date column records 2 different date values, unless the system has been configured                

correctly to fetch the correct date column for records before and after the system transition it can                 

result in ambiguity when it comes to querying for historical transactions. Fig. 4.14. shows a list                

of records in the PAYMENT table with the 2 columns used to represent date: WHEN1 and                

PA_DATE.  

If something fraudulent happens, date is important since the database actions are             

monitored through system LOGS arranged by dates. As per the findings of the research, WHEN1               

is the column to store date with time and the other is only storing date. If dates are not correct                    

and accurately saved, the possibility of tracking the damage is reduced. Insiders who do the               

damage can be escaped from the easiest way of tracking them. There are sets of records which                 

have the same date without time. There can be fraudulent transactions present during the time of                

transition of this system because it appears that bulk insertions of data have been carried out                

during the transition period. Date columns may have been replaced during this process. 

Fig. 4.14. Two date columns with time and without time in PAYMENT table  
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4.2. Evaluation 

4.2.1. Evaluating the precision of table relationships generated using the Database Analyser 

tool 

All the relationships generated using the Database Analyser tool (using 80%-20% rule)            

were evaluated for precision using the sql queries that had been used to build the views of the                  

database (sql queries of views). These sql queries had been stored in the view_definition column               

in the INFORMATION_SCHEMA.VIEWS systems table of the database. Sql join conditions           

are generally used to match a primary key of a table to one of its foreign keys[50]. Based on this                    

logic a list of foreign key relationships were derived. Relationships generated using the database              

analyser was then compared with the derived list of foreign key relationships. 

The process of deriving foreign key relationships from sql queries of views and             

comparing them with the relationships generated using the Database analyser was automated            

using the tool Query Parser as it was mentioned in the Methodology chapter(sub topic 3.6.1.               

Query parser). The following result was obtained when the evaluation was done using the query               

parser. 

When the 30, table relationships generated using the Database analyser were compared            

with the relationships derived from the sql queries of views, 24 matches and 6 miss matches                

were obtained. This results indicate that at a precision level of 80%, researchers were able to                

generate table relationships for this database using the Database Analyser tool.  

4.2.2. Interview Findings 

 
Interviews were conducted with the employees of the Bank, whose database on which the              

case study of this research was carried out. Interviews were conducted as structured, face to face                

interviews. 

The intention was to identify whether the employees were aware of the anomalies or the               

possible information security issues present in the bank database we detected and if they have               

discovered them evasive action taken. It was also intended to identify the control and monitoring               

mechanisms, security frameworks deployed, security principles and the security culture present           

in the institute. Interview findings were also intended to use as a medium to evaluate the validity                 

of the issues identified in the database analysis and identify the root causes behind those issues. 
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Through the interviews mainly qualitative information was collected. Due to the privacy            

concerns and the policies of the bank, certain information was withheld from sharing with the               

researchers. Below table lists down the findings from the interviews with the information             

security issue or the anomaly they were related to. 

 

Issue Findings from the  interview related to the issue 

Users have  NULL values as 

their password 

● Public key/private key encryption is present 

● MD5 is used for SLIPS 

● No password sharing is encouraged and therefore no 

password sharing 

● Password validation is done:the 3 most recent 

passwords used can not be used as the new  

● Regex check is present:a criteria specified by the bank 

has to be used when creating the password (ex: at least 

one  capital letter, simple letter, special character, and 

a  number must be used when creating the password) 

Log out times and the 

authority level used in certain 

user login sessions are not 

recorded in the database 

● A log system is available to monitor and keep track of 

user activities 

● Hash lock system is used to control transaction 

communications with the database. 

Relationships between tables 

can be recreated  

- Fluctuation patterns of cash 

and money deposits of the 

bank can be obtained 

- Transaction and behavioural 

profile of a bank account 

holder can be created 

● No information could be collected (Bank refused share 

information due to bank policies ) 
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Important and essential data 

columns contain empty 

values 

● No information could be collected (Bank refused to 

share information due to bank policies) 

Primary keys contain two 

formats 

● There has been a major system transition in the bank 

● Bulk importing of data to the new database using sql 

queries have been carried out during the transition 

from the old system to the current system 

● There had often been mismatches between the new 

format and the old format when transferring data from 

the old system to the new system 

● Some issues had been found which could not be found 

reconciled in the new system, those data were entered 

again into the older system in the format compatible 

with the new system and those data had been 

transferred to the newly added system. 

Two date attributes for the 

same record 

 

Table 4.2: Interview results 
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Chapter 5 - Discussion 

 
5.1. Overview of issues identified  

Insiders in banks have the potential to be involved with an attack easily since they know                

the background and environment well. The research team considered a bank as the case study to                

find the vulnerabilities existing in the backend systems and processes which can be exploited by               

authorized insiders. It is evident that the identified issues during the database analysis depict that               

there’s a considerable threat to the sensitive information stored in the bank database answering              

the first research question. The study showed that there are both major and minor issues leading                

to breach of information security. 

During the analysis of the database, the research team introduced a novel approach to              

establish relationships between table columns by checking contents for similarity. It has not been              

used for SQL server databases before this attempt, in this research domain. In addition to that,                

newly introduced Query Parser can be used on SQL Server databases to derive foreign key               

relationships from the join conditions from a database which consists of views which are already               

created. SQL database structure was written into a JSON script that can hold the relationships at                

a single place. That was the source data to implement the Database Analyser tool.  

Through extensive analysis the researchers presented the issues that were discovered           

from the database analysis tool in the results section. Initial focus is on the issues which pose a                  

direct threat to information security of the bank’s information system. From the list of issues that                

were listed out, it was clearly evident that every issue directly breaches the CIA principles of                

information security, and the vulnerabilities these issues give rise to, have far greater impact on               

the information security of the bank and to its financial assets at large compared to the issues                 

which are identified later on as indirect issues. The impact and the extent of the damage that can                  

be caused by these direct issues are discussed below. 

One of the issues identified was, ‘missing values (NULL) in the password attribute’ in              

the database. Passwords are one of the primary forms of protection to a system and its resources                 

from unauthorized access. Constructing secure passwords and ensuring proper password          

management are essential. Poor password management and construction can allow both the            

dissemination of information to undesirable parties and unauthorized access to a system’s            

resources [51]. Even an unprofessional attacker can easily compromise poorly chosen passwords.            
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So in the case of this particular scenario, when there are empty values (NULL) for the password                 

attribute, it is possible to assume that certain users are created in the system without valid                

passwords, which implies for the same users, a successful login can be initiated by just entering                

the username. So, if an insider who has necessary permissions and access to the backend of the                 

system (i.e. the database), the usernames can easily be viewed and the fact that corresponding               

password values are NULL can also be discovered. So the said insider can easily log into the                 

banking system as a system user without entering a password. This amounts to breaching the               

integrity of the system thereby breaching the CIA triad of information security. However, the              

above hypothesis is based on the observations made at the database level and not on the system                 

level, so in order to confirm the hypothesis, a comprehensive system analysis must be carried               

out. 

With the help of the tool, as explained in the results section, the researchers were able to                 

recreate the relationships between tables. As a result, the transaction history and pattern of              

bank’s customers can be easily discovered. Also it was identified that bank’s customers’ personal              

details are contained in the CUSTOMER table including their full name, address and NIC              

numbers. These are considered to be very confidential and sensitive information of individuals. It              

is quite evident and obvious that no means of encryption were used to mask these sensitive                

attributes. This fact alone indicates the extent to which the confidentiality of the CIA triad has                

been breached as any one with access to the backend of the system or even a database dump, can                   

easily take note of the sensitive information of customers that is readily available to view in the                 

database. The types of attacks an insider could manoeuvre from those highly sensitive             

information are vast in number and greater in impact.  

Similarly, the analyzer tool was able to visualize the transaction patterns of customers in              

terms of their deposits and withdrawals with the bank. This would shed some light into the                

amount of wealth a specific customer has saved in the bank as well as the volume of the                  

transactions of the said customer. So if an insider can get these insights about the bank’s                

customers, the customer will be vulnerable as their confidential details are exposed without their              

consent. 

Since both personally identifiable information as well as confidential information (such           

as approximate account balance and the transaction pattern) of the customer is exposed, an              

expert can put together this information to carefully profile each and every customer down to               

their residential address. This combined information about the bank’s customers can be used to              

tailor make social engineering attacks of fraudulent nature to exploit the vulnerabilities of             
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individual customers and maybe even used for identity theft [52]. Furthermore, this profiled             

information about bank’s customers can be sold to marketing agencies, insurance agencies, other             

banks and financial institutions, etc. for substantial monetary rewards. This is the ultimate breach              

of confidentiality as per the CIA triad of information security 

Similar to visualizing customer transaction patterns, the bank’s total receipts and           

payments can also be populated into a bar graph. By visualizing such information, an insider can                

predict the days, weeks or months in which the bank handles the most number of deposits. This                 

information can be further taken up to plan a coordinated attack on the bank on a day, a week or                    

a month in which the bank has the highest liquidity. This would be a potential vulnerability that                 

could be exploited by an attacker. 

 

5.2. Challenges faced during the research 

During the research, there were various challenges researchers had to face: for some the              

researchers were able to find answers and for few problems, researchers failed to come up with                

an answer. All the difficulties faced are discussed below.  

5.1.1. Challenges faced in reading LDF files 

LDFs of the database were initially tried to read using the 3rd party tool called SQL Log                 

Rescue by RedGate. But the log records which were in ‘blob’ format could not be read using this                  

tool and the Log Rescue did not provide assistance in converting logs into a more usable format                 

such as csv. Therefore two MS SQL Server built in functions namely; fn_dblog and              

fn_dump_dblog, and some third party proprietary tools like ApexSQL were tried in order to read               

the log contents. But it was unsuccessful due to 4 reasons: 1) inability to convert the log data into                   

a desired format and couldn't read blob type records, 2) incompatibility of the LDF of the bank                 

database with MS SQL server versions that provided built in functions to read LDF files , 3)                 

lack of support given to older versions of SQL server databases 3rd parties, 4) stored procedures                

used by 3rd parties that had been used read the log files were in ‘.dll’ format and could not be                    

decoded. Therefore although it was initially intended to use LDF content as well for the analysis,                

it had to be achieved. 
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5.1.2. Challenges faced in relationship creating process implementation 

There were 320 empty tables out of all the tables. Those empty tables were rejected in                

this process since we can not check the contents of columns in empty tables. But there can be a                   

relationship between two tables even if one of them is empty. The below mentioned relationship               

is an instance where empty tables are present. 

E.g.: ACCOUNT and CASH_WITHDRAW tables 

Here, CASH_WITHDRAW table was empty, but it’s connected with ACCOUNT table 

 

There was less content in some tables which did not satisfy the 80% threshold when its                

columns were compared with another table. But there was a relationship between the two tables. 

E.g. : ACCOUNT table has 1 record  

BANK table has 6 records 

Tool recorded as there’s no relationship, but an actual connection was there            

between these two tables. 

5.1.3. Challenges faced in implementing the query parser 

 

Database query parser was not 100% perfect. So, in 146 results came out from parser,               

there were a set of wrongly parsed joins due to the naming conventions and high degree of                 

dynamic nature in queries. They were removed after the refining process shown in Fig. 3.7. 

In database views creation queries, there were JOI conditions in a format which were not               

the same when compared to the relationship JOIN included in JSON file. 

E.g.  

1. Json  - CASH_WITHDRAW.CW_ACCOUNT = ACCOUNT.AC_CODE 

2. Query -  ACCOUNT.AC_CODE = CASH_WITHDRAW.CW_ACCOUNT 

Sometimes, when query is parsed, only the format in (2) is found within query and not                

the format (1). But the relationship is existing both ways according to the SQL join               

conditions. When extracted join is compared with tool joins, it’s not counted as a              

matched record since it’s not in format of (1). But if one join is found in format (1), it                   

should be in format (2) also due to the existence of a relationship.  
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5.3. Reasons for the identified issues 

In discussing cause and effect of the discovered vulnerabilities, the researchers were able             

to pinpoint the reasons for the existence of such loopholes and vulnerabilities directly by              

assessing the database and the results of the database analyzer tool.  

One main reason identified for the existence of security issues in the studied bank is,               

Organizational culture in the bank is not stressing on the importance of information security.              

Researchers identified, this is partly responsible for the presence of null values for passwords              

and for having user sessions with no log out times. Researchers assumed that in an organizational                

culture which promotes information security positively employees would be extra cautious when            

it comes to information security and whether password policies are present or not would always               

use a strong password for their account. It was also assumed that employees would always be                

mindful of the risk of unauthorised access, if log out procedures are not followed as prescribed                

and would always stick to those log out procedures minimizing the number of unintentional log               

outs missed. 

Validations methods implemented by the bank do not meet the basic security standards is              

the second reason identified for the existence of security issues in the studied bank. This was also                 

identified, as partly responsible for the presence of null values as passwords and for having user                

sessions with no log out times. Validations are a must for any given system and validations are                 

implemented to satisfy 2 main objectives: prohibit activities intentionally performed by users,            

outside the desired procedures and to prohibit unintentional mistakes made by the users. When              

validations implemented are not upto the standard, the system may not notify the users that they                

have not logged out or, may not notify the users when data inserted is in the wrong format, that                   

may lead to intentional as well as unintentional insider attacks.  

But the information gathered from the interviews did not support the root causes             

researchers identified based on the evidence collected at the database analysis. In fact, for some               

security issues, such as the presence of null password values, the information gathered from the               

interviews contradict the observations made at database analysis. For almost all the other security              

issues as well, the information received from the interviews were inadequate to make a              

reasonable decision on the underlying root causes for the existence of those information security              

issues. 

Therefore researchers suggest that a database level study does not provide the required             

level of in depth analysis to understand the real reasons behind the existence of these loopholes                
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within the system and a complete system wide study must be carried out to fully understand the                 

real reasons behind the existence of these loopholes within the information system of the bank. 

 

 
5.4. Recommended mitigation techniques for information security issues 

5.4.1. Application Validation 

Whole banking system should be built well with clearly defined validations for the             

application side. It reduces the inconsistencies available in the database such as NULL values in               

passwords and format errors in NIC. Any insider can not inset malicious values into the system if                 

there’s a proper validation in the front-end and back-end of the system. The easiest way to do                 

validation is input validation. Input should be tested for missing data, field length, class, range               

and invalid values. In addition to that, performing cross reference checks, comparing values with              

stored data before saving and setting up self validating codes(digits check) are some advanced              

validations[42].  

5.4.2. Use strong encryption mechanisms for passwords 

In the company system SLIPS, MD5 is used as the encryption algorithm as it was               

revealed in the interview. Nowadays it is considered as a less secure encryption mechanism since               

brute force attacks are fast due to the advancement in computer technologies[47]. Lookup tables              

for MD5 hashes have been rapidly grown allowing users to find common passwords easily. So,               

encryption policies should be updated with strong encryption algorithms. As an example, instead             

of using even SHA256 directly, using a salt with SHA256 makes it more difficult to be broken                 

by an attacker[48]. 

5.4.3. Oracle Database Vault 

This is a better alternative to be used when information security is vital to an               

organization. It enables separations of duties and supports for privileged database access user             

controls protecting database, data and applications. Oracle Database Vault[27] can restrict access            

to specific areas in an Oracle database including users who have administrative access. For              

example, we can restrict administrative access to employee salaries, customer medical records,            

or other sensitive information. Oracle confirms that using Oracle Database Vault, data can be              

protected against insider threats, meet regulatory compliance requirements and enforce          
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separation of duty. Oracle vault includes realms, factors, rules and command rules and using              

them Oracle ensures that data can be protected against insider threats[27]. Combining rules and              

factors, conditions can be established which commands in the database are allowed to execute by               

users. To adopt this for the bank, they have to move RDBMS from SQL Server to Oracle. 

 

5.5. Conclusion 

With the limited data resources that were available through the database dump and the              

limited knowledge on the processes and the systems of the bank, the research team was able to                 

derive the relationships among the tables and there by infiltrating a considerable amount of              

information about the bank, its customers and transactions. Considering the intimate knowledge            

an insider of the bank possesses about the banks internal process and systems, as well as with the                  

higher level of access to the system, the extent to which the information system can be                

compromised is far more serious and imminent compared to the extent the research team was               

able to compromise. Since this research was done within the Sri Lankan context and the bank we                 

gathered data from isnt a well established bank within Sri Lanka, hence the security controls are                

not up to the required level and many vulnerabilities exist in the financial information system of                

the bank. The potential for an insider to breach the information security of the bank via the                 

database is high. Therefore the bank should look into the root causes behind those vulnerabilities               

and implement adequate controls to mitigate the risks involved with those vulnerabilities. 

In the process of answering the research question, “Are there threats and vulnerabilities             

exposed to insider attacks, in systems and processes of Financial Institutions in Sri Lanka?”, this               

research could derive information security issues already existing in the database taken for the              

case study. When the second research question was considered, there was a lack of information               

obtained from the interviews to provide exact reasons for the issues. But after the database               

analysis, a set of main reasons were identified which have been mentioned under the topic 5.3 in                 

this chapter itself. So, this work will open doors to critically analyze and find the reasons for                 

information security loopholes in the back-end aspects like databases in information systems in             

banks. 

The Database Analyser tool created by the research team can contribute to the             

community as a tool to create relationships between 2 tables where foreign key constraints have               

been not established. JSON based relationships structure definition was also a novel approach to              

be used along with the Database Analyser tool to store relationships. The research team believes               
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that this work will motivate the research community to design and implement more tools on               

analyzing SQL format databases on various conditions.  

5.6. Future Work 

This research is based on one database obtained from a reputed bank in Sri Lanka. This                

can be extended more to obtain data from several banks and perform database analysis. Then               

more issues can be identified and find the reasons according to multiple banking environments.              

A generalized solution can be suggested for risk mitigation, as a framework or model. With the                

limited time frame that was not a goal for the research team. More interview sessions can be                 

conducted and gain the real understanding on banking policies focused on information security. 

As a future work, the Database Analyser tool can be improved in several ways. Currently               

it’s running on a single threaded environment. It can be extended to use a multithreading               

environment with Java to obtain higher efficiency. After finding the patterns in the data, if the                

tool can give hints or suggestions about the vulnerabilities existing, it will be a real use for this                  

kind of scenario.  

It is possible to improve the accuracy of the query parser since it’s not 100% perfect due                 

to the high degree of dynamic nature in SQL queries used for creating views. But still it extracts                  

joins from complex queries to some extent correctly. Some queries in this database included              

multiple nested queries making the query complex. Parser implemented by the research team             

could cater to the majority of the queries for extracting joins successfully. To convert this query                

parser as a universal tool, more parsing mechanisms can be added. 

For the anomalies mentioned under indirect information security issues in the result            

section researchers were unsuccessful in finding direct vulnerabilities or, threats posed by these             

anomalies. But further research using advanced analysis techniques such as machine learning,            

may reveal security implications caused by these anomalies as well. 

In this research, researchers were unable to utilize the log files of the database during the                

analysis phase due to the technical challenges the team had to face. This research can be                

extended to include the log files as well in the analysis. Log files provide data on the time wise                   

changes in the database providing with the capability to perform time series analysis on the               

changes in the database.  
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Appendix A 

1. Code for relationship generator 

Link to source code: ​https://github.com/SalithaUCSC/DB-Tool 

Relationship generation process was implemented to check the existence of a relationship            

between two tables. Technique used here is matching the content similarity of selected 2              

columns of 2 tables. 
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2. Code for query parser  

Query parser was implemented to extract JOIN statements from the CREATE VIEW sql queries              

stored in the database. It was written in Java with the use of JDBC and GSON libraries. 

2.1. Parsing method 
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2.2. Refining method 
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Appendix B 
 

1. Refined table joins obtained from query parser 

 
Count = 57 
 

1. RECEIPT.RE_CODE = RE_INCOME.RI_CODE 

2. CR_DTAIL.CD_MEMBER = CUSTOMER.CM_CODE 

3. RE_DTAIL.RD_CODE = RE_INCOME.RI_CODE 

4. RE_ITEM.RI_CODE = RECEIPT.RE_CODE 

5. TRANSFER.TR_CHQNO = RE_DTAIL.RD_CHEQUE 

6. INCOME_EXPENCE_SUB.IE_MAIN_NUMBER_CODE = 

INCOME_EXPENCE_LOAN_OPPU_SUB.IS_CODE 

7. INCOME_EXPENCE_SUB.IE_CODE = INCOME_EXPENCE_SUB_DTAIL.IE_CODE 

8. INCOME_EXPENCE.IE_CODE = INCOME_EXPENCE_LEDGER.IE_CODE 

9. TR_DTAIL.TD_LCODE = LCODE.LC_CODE 

10. PA_DTAIL.PD_CODE = PA_EXPENCE.PE_CODE 

11. PA_EXPENCE.PE_EXPENCE = INCOME_EXPENCE_SUB.IE_CODE 

12. RE_INCOME.RI_CODE = RE_DTAIL.RD_CODE 

13. DR_DTAIL.DD_MEMBER = CUSTOMER.CM_CODE 

14. DEBIT.DR_CODE = DR_DTAIL.DD_CODE 

15. PAYMENT.PA_CODE = PA_EXPENCE.PE_CODE 

16. CUST_CATEGORY_MAIN.CC_CODE = CUST_CATEGORY.CC_MAIN 

17. FFROM_TTO.FT_CODE = FT_DTAIL.FD_CODE 

18. INCOME_EXPENCE_SUB.IE_MAIN = INCOME_EXPENCE_GIFT.IE_CODE 

19. RE_INCOME.RI_CHEQUE = RE_DTAIL.RD_CHEQUE 

20. INCOME_EXPENCE_LOAN_DEFFINE_SUB_DOC.IS_CODE = 

INCOME_EXPENCE_LOAN_DEFFINE.IE_CODE 

21. RECEIPT.RE_CODE = RE_DTAIL.RD_CODE 

22. INCOME_EXPENCE_LEDGER.IE_CODE = INCOME_EXPENCE.IE_CODE 

23. INCOME_EXPENCE_SUB.IE_CODE = RE_INCOME.RI_INCOME 

24. RECEIPT.RE_OUT_RECEIPT = OUT_RECEIPT.RE_CODE 

25. INCOME_EXPENCE_SUB.IE_CODE = MEMBER_REMEMBER_DTAIL.MD_LOAN 

26. FFROM_TTO.FT_FROMEXPENCE = INCOME_EXPENCE_SUB.IE_CODE 
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27. RE_CASH.RC_CODE = RECEIPT.RE_CODE 

28. RE_INCOME.RI_CODE = RECEIPT.RE_CODE 

29. PRINT5.PE_EXPENCE = INCOME_EXPENCE_SUB.IE_CODE 

30. INCOME_EXPENCE.IE_CODE = TAX.TA_CODE 

31. DEPOSIT.DP_CHQNO = REALIZE.RZ_CHQNO 

32. FFROM_TTO.FT_FROMMEMBER = CUSTOMER.CM_CODE 

33. TR_DTAIL.TD_CODE = TR_TYPE.TT_CODE 

34. PA_DTAIL.PD_CHEQUE = PA_EXPENCE.PE_CHEQUE 

35. DEPOSIT.DP_CHQNO = RE_DTAIL.RD_CHEQUE 

36. FT_DTAIL.FD_TOMEMBER = CUSTOMER.CM_CODE 

37. TR_TYPE.TT_CODE = TR_DTAIL.TD_CODE 

38. CREDIT.CR_CODE = CR_DTAIL.CD_CODE 

39. AV_DTAIL.AD_MEMBER = CUSTOMER.CM_CODE 

40. RE_INCOME.RI_INCOME = INCOME_EXPENCE_SUB.IE_CODE 

41. PA_ITEM.PI_CODE = PAYMENT.PA_CODE 

42. CHQ_RETURN.RT_CHQNO = RE_DTAIL.RD_CHEQUE 

43. PA_CASH.PC_CODE = PAYMENT.PA_CODE 

44. INCOME_EXPENCE_SUB.IE_MEMBER = CUSTOMER.CM_CODE 

45. CT_CASH.CC_CODE = CASH_TRANSFER.CT_CODE 

46. PAYMENT.PA_CODE = PA_DTAIL.PD_CODE 

47. CUSTOMER.CM_SEX = SEX.CODE 

48. DEPOSIT.DP_CHQNO = RE_INCOME.RI_CHEQUE 

49. INCOME_EXPENCE_SUB_MEMBER.IE_CODE = 

MEMBER_REMEMBER_DTAIL.MD_LOAN 

50. INCOME_EXPENCE_SUB.IE_MAIN = INCOME_EXPENCE.IE_CODE 

51. RE_DTAIL.RD_CHEQUE = RE_INCOME.RI_CHEQUE 

52. PAYMENT.PA_SUPPLIER = CUSTOMER.CM_CODE 

53. CASH_WITHDRAW.CW_ACCOUNT = ACCOUNT.AC_CODE 

54. SLEDGER.SG_LCODE = LCODE.LC_CODE 

55. CASH_DEPO.CD_ACCOUNT = ACCOUNT.AC_CODE 

56. RECEIPT.RE_CUSTOMER = CUSTOMER.CM_CODE 

57. CUSTOMER.CM_CATEGORY = CUST_CATEGORY.CC_CODE 
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2.Table joins obtained from Database Analyser 

 
Unique joins count = 60/2 = 30 
 

1. ACCOUNT.AC_CODE = CASH_WITHDRAW.CW_ACCOUNT 

2. RECEIPT.RE_CODE = RE_INCOME.RI_CODE 

3. CUSTOMER.CM_CODE = FFROM_TTO.FT_FROMMEMBER 

4. CR_DTAIL.CD_MEMBER = CUSTOMER.CM_CODE 

5. CUSTOMER.CM_CODE = FT_DTAIL.FD_TOMEMBER 

6. CUSTOMER.CM_SEX = CUSTOMER_SEX.ID 

7. CUSTOMER.CM_CODE = PAYMENT.PA_SUPPLIER 

8. DEPOSIT.DP_CHQNO = RE_DTAIL.RD_CHEQUE2 

9. INCOME_EXPENCE.IE_CODE = INCOME_EXPENCE_LEDGER.IE_CODE 

10. TR_DTAIL.TD_LCODE = LCODE.LC_CODE 

11. CR_DTAIL.CD_CODE = CREDIT.CR_CODE 

12. PA_EXPENCE.PE_EXPENCE = INCOME_EXPENCE_SUB.IE_CODE 

13. CUSTOMER_SEX.ID = CUSTOMER.CM_SEX 

14. PAYMENT.PA_CODE = PA_EXPENCE.PE_CODE 

15. TAX.TA_CODE = INCOME_EXPENCE_SUB.IE_CODE 

16. INCOME_EXPENCE_SUB.IE_CODE = FIRST_LETTER.FL_LOAN_CODE 

17. RE_INCOME.RI_CHEQUE = DEPOSIT.DP_CHQNO 

18. RE_DTAIL.RD_CODE = RECEIPT.RE_CODE 

19. PA_EXPENCE.PE_CHEQUE = PA_DTAIL.PD_CHEQUE 

20. INCOME_EXPENCE_LEDGER.IE_CODE = INCOME_EXPENCE.IE_CODE 

21. INCOME_EXPENCE_SUB.IE_CODE = RE_INCOME.RI_INCOME 

22. INCOME_EXPENCE_SUB.IE_CODE = TAX.TA_CODE 

23. INCOME_EXPENCE_SUB.IE_CODE = PA_EXPENCE.PE_EXPENCE 

24. PA_EXPENCE.PE_CODE = PAYMENT.PA_CODE 

25. RE_INCOME.RI_CODE = RECEIPT.RE_CODE 

26. DEPOSIT.DP_CHQNO = REALIZE.RZ_CHQNO 

27. FFROM_TTO.FT_FROMMEMBER = CUSTOMER.CM_CODE 

28. PA_DTAIL.PD_CHEQUE = PA_EXPENCE.PE_CHEQUE 

29. CUST_CATEGORY.CC_CODE = CUST_CATEGORY_MAIN.CC_CODE 

30. DEPOSIT.DP_CHQNO = RE_DTAIL.RD_CHEQUE 

31. RE_DTAIL.RD_CHEQUE2 = DEPOSIT.DP_CHQNO 

32. CUSTOMER.CM_STAT = CUSTOMER_STATUS.ID 
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33. FT_DTAIL.FD_TOMEMBER = CUSTOMER.CM_CODE 

34. CREDIT.CR_CODE = CR_DTAIL.CD_CODE 

35. CUST_CATEGORY.CC_CODE = CUSTOMER.CM_CATEGORY 

36. CUSTOMER.CM_CODE = INCOME_EXPENCE_SUB.IE_MEMBER 

37. FIRST_LETTER.FL_LOAN_CODE = INCOME_EXPENCE_SUB.IE_CODE 

38. LCODE.LC_CODE = SLEDGER.SG_LCODE 

39. RE_DTAIL.RD_CODE = DEPOSIT.DP_DSLIP 

40. RE_DTAIL.RD_CHEQUE = DEPOSIT.DP_CHQNO 

41. RE_INCOME.RI_INCOME = INCOME_EXPENCE_SUB.IE_CODE 

42. DEPOSIT.DP_DSLIP = RE_DTAIL.RD_CODE 

43. INCOME_EXPENCE_SUB.IE_MEMBER = CUSTOMER.CM_CODE 

44. TR_TYPE.TD_CODE = TR_DTAIL.TT_CODE 

45. CUSTOMER.CM_CODE = RECEIPT.RE_CUSTOMER 

46. LCODE.LC_DIVISION = DIVISION.DI_CODE 

47. LCODE.LC_CODE = TR_DTAIL.TD_LCODE 

48. REALIZE.RZ_CHQNO = DEPOSIT.DP_CHQNO 

49. CUST_CATEGORY_MAIN.CC_CODE = CUST_CATEGORY.CC_CODE 

50. DEPOSIT.DP_CHQNO = RE_INCOME.RI_CHEQUE 

51. CUSTOMER.CM_CODE = CR_DTAIL.CD_MEMBER 

52. PAYMENT.PA_SUPPLIER = CUSTOMER.CM_CODE 

53. CASH_WITHDRAW.CW_ACCOUNT = ACCOUNT.AC_CODE 

54. DIVISION.DI_CODE = LCODE.LC_DIVISION 

55. RECEIPT.RD_CODE = RE_DTAIL.RE_CODE 

56. SLEDGER.SG_LCODE = LCODE.LC_CODE 

57. CUSTOMER_STATUS.ID = CUSTOMER.CM_STAT 

58. TR_DTAIL.TT_CODE = TR_TYPE.TD_CODE 

59. RECEIPT.RE_CUSTOMER = CUSTOMER.CM_CODE 

60. CUSTOMER.CM_CATEGORY = CUST_CATEGORY.CC_CODE 

 

 

 

 

 

 

 

71 



 

Appendix C 

Interview Script 

1. What is your role at the bank? 

2. On average how many transactions does the system handle during a day? 

3. Is this system isolated or is it made available to other locations over a network/internet? 

4. How is your system connected to the network/internet? 

5. How do you manage passwords? What are the preconditions on setting up passwords? 

6. Do you believe there’s adequate training/information provided at work to the users of the 

system? 

7. What type of documentation or manuals were provided along with the software? 

8. How often did the supplier conduct maintenance activity on the software? 

9. Who was in charge of overseeing the frequent issues faced by employees with regard to 

the software system? 

10. How often were system audits conducted? 

11. Was the software an off-the-shelf purchase or did the supplier gathered specifics of your 

requirement and developed a unique solution for the bank? 

12. How often did users share passwords with each other to access the system? 

13. How often were backups created? 

14. How was data initially migrated to the current system for operations? 

15. Have you experienced downtime in the software as a result of load and performance 

issues? 

16. Does the system comply with the rules and guidelines laid out by the CBSL with regard 

to the maintenance of financial information security? 

17. Do the bank's accounting systems properly manage and report bank transactions in 

accordance with the proper accounting standards? 

18. What were the widely used user roles within the system and the bank? 

19. What sort of encryption mechanisms has been used to protect confidential data of 

customers? 

20. What sort of reports were periodically generated, and for what purpose? 
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