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Abstract

The used car market is in a demanding position in Sri Lanka. When selling a car, the seller
typically knows significantly more about the vehicle rather than the buyer. This is a problem
for the buyer as it opens them up to a potential fraud. To hedge against the risk of buying a
‘bad’ car, they tend to bargain for the price of the vehicle. Information exchanging between
institutions such as RMV, Insurance, Leasing, Emission and Service Centers is also challenging
as they maintain separate databases. This could lead to a huge collapse in the entire used car
market. Market participants indicate a need of reliable, secure, and transparent historic
operational vehicle data. This paper proposes TRUECARE: a novel, decentralized record
maintenance system (dApp) which handles vehicle records by using the Blockchain technology.
Leveraging the unique Blockchain properties, TRUECARE manages authentication,
confidentiality, reliability and data sharing which are the crucial considerations when handling
the records of vehicles. Ethereum is a major blockchain-based platform for smart contract.
Smart contract is an appealing feature to facilitate, execute and enforce an agreement between
untrusted parties without any involvement of a trusted third party. Smart contract is used to
authenticate data providers and share data between them. The purpose of this paper is to expose
a working prototype through which we analyze and discuss our approach and the potential for

Blockchain in automotive industry.

Key words: Blockchain, Ethereum, Smart Contracts
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Chapter 1: Introduction

1.1 Background

This work has identified a blockchain based structure [1] that can apply to vehicle history report
system. The report system is planned to build on this distributed ledger protocol originally

associated with Ethereum [20].

Normally, blockchain uses public key cryptography to create an append-only, immutable, time
stamped chain of content. Copies of the blockchain are distributed on every collaborating node
within the network. The blockchain itself doesn’t rely on a central, trusted authority. Rather, it
is distributed to all nodes participating in the network. Because no centralized authority might
verify the validity of the blockchain. So, it must be implemented a mechanism for reaching
network consensus [1]. In Ethereum, a Proof of Work function is used to ensure network
consensus. The Proof of Work algorithm used to secure the content from tampering depends on
a trustless model, where individual nodes must compete to solve computationally expensive
(but easily verifiable) puzzle before the next block of content can be appended to the chain.
These worker nodes are referred to as miners, and the work required of miners to append blocks
ensures that it is troublesome to rewrite history on the blockchain. This whole concept is used

throughout the project.

Different Records regarding to a particular vehicle is collected from data providers’ (RMV,
Insurance Companies, Leasing Companies, Vehicle Service Stations, etc.) databases which are
access granted through smart contracts. Consumers can view data publicly by entering the VIN
of a vehicle in the web application provided. Even though the system is public, this approach
provides many advantages over centralized system which is more complicated and not cost-
effective. But the important factor is that the system should have some implementation to

protect the content of smart contracts.

The objective of this project is to minimize the damage that could happen to the society by
providing accurate and confident details about used vehicles as much as possible by reducing
the risk associated with information which is being changed, faked, rewritten or manipulated
(immutable). It is a right of every participant to know the accurate history of a vehicle which is
to be sell. Knowing the full operational history of a vehicle will guarantee that the vehicle
retains a certain level of value at the time of sale. The same cannot be ensured with a vehicle

without any report.



The participants in the automotive industry, such as government, insurance companies, leasing
companies, service stations, and departments of emission testing will be united into a single

system for data exchange purposes.

1.2 Motivation

Shortcomings with used vehicles could be easily experienced or heard by anybody. Most of the
time the buyers think that the amount of money they have spent is not compatible with the
condition of the vehicle. This problem occurs as they cannot get accurate information. Currently
there are certain vehicle records management systems but the accuracy of the information is
questionable. They are using traditional databases with low security that can be easily break out
which may lead to unreliable data. These all the difficulties and issues associated with the used

car market, lead to this Blockchain application.

1.3 Statement of the problem

In Sri Lankan automotive industry, majority of customers are usually lean on purchasing used
vehicles due to the financial states of citizens in the country. According to the statistics given
by the Ministry of transport & Civil Aviation in Sri Lanka, the variance between number of
new vehicle registration and number of transferences can be clearly identified. For an example,
in the year of 2017, the number of new registration of Motor cars were 39,142 (Figure 1.3.1)
and the number of transference of Motor cars were 130,027 (Figure 1.3.2). This clearly proves

that buyers are impassioned to buy used vehicles.

Vehicle Population New Registration Transfering Driving License Gas Emission Test Financial

\Er 2012 2013 2014 2015 2016 2017 J
\otor Cars 31,546 28,380 38,780 105,628 45,172 39,142 j
Motor Tricycle 98,515 53673 79,038 129,547 56,945 23,537

Motor Cycles 192,284 169,280 272,885 370,889 340,129 344,380

Buses 3,095 1,305 3,851 4,140 2,685 3,331

Dual purpose vehicles 37.397 24,603 20,799 39,456 26,887 16,742

Motor Lorries 12,266 5,872 5,121 5,602 7,225 11,432

Land Vehicles-Tractors 18,450 10,772 7.070 10,517 10,285 8821

Land Vehicles-Trailers 3,442 2266 2,012 2,128 3,996 4228

Total 397,295 326,651 429,566 668,907 493,328 451,653




Figure 1.3.1 New Vehicle Registrations

Vehicle Population New Registration Transfering Driving License Gas Emission Test Financial

Year 2012 2013 2014 2015 2016 2017
Lormies 37.328 40,992 4473 40,207 47,098 56,749
viotor Cars 62,787 73,649 83,450 108,579 111,297 130,027
Commercial Vehicles 37.126 45,782 56,342 69,419 75,187

Motor Tricycle 74,504 100,910 108,255 108,455 140,771 218,918
Motor Cycles 41,094 62,719 64,729 65,620 90,885 175,001
Buses 13,765 14,188 14,306 14,911 15,671 18,082
Land Vehicles 8,196 8,414 7773 10,152 10,879 12079
Dual purpose Vehicles - - - - - 97,345
Total 2,74,800 3,46,6654 3,79,586 417,343 491,788 708,201

Figure 1.3.2 Transferring Vehicles

But the problem is that whether the amount of money they are spending is compatible with the
condition of the vehicle. Unfortunately, many frauds take place when a used vehicle is

purchasing.

Normally, customers come along with a professional mechanic to check the condition of the
vehicle. But there are some cases even a mechanic couldn’t identify. For an example, the
odometer readings cannot be trusted since anybody can change the values. Certain problems
are associated with the history of accidents as well. And more importantly, it is not possible to

identify how maintenance took place during the usage.

Sometimes, customer wants to know how many users utilized the vehicle before and in which
areas they have driven the vehicles. Normally, customers do not like to buy vehicles which

were driven in coastal areas or mountainous.
Buying a used vehicle would become a tragedy if customer get a stolen or misused vehicle.

The current situation is very complicated as mentioned above. Unfortunately, there is no any
central single database for vehicles. Normally, Insurance companies, Leasing Companies,
RMYV or Emission Test Departments have their own commercial databases. But, they cannot
solve this problem as their information is stored separately. And in the other hand, the accuracy

of information cannot be ensured due to the security issues in these databases.



Usually, vehicle service stations do not maintain records regarding to the services that they have

done. The reason behind this might be the cost associating with server machines.

By considering the above factors, it is cleared that no one has clear and overall information
about used vehicles. Tracking the records (vehicle papers, service documents, emission test
papers) with current facilities is impossible (no access for commercial databases for external
persons), time and cost consuming or lack of trust. As a result, frauds in used vehicles pose a

massive problem on customer and even for security concerns.

So, it is very important to have a confidential history report with relates to registration (RMV),
maintenance (service, emission test, insurance, lease and etc.), accidents, and odometer
readings. It is useful not only for buyers but also for the Leasing or Insurance companies to

have a transparency with used vehicles to perform insurance or technical inspection tasks.

This concept can be demonstrated with the following example: A buyer has to make a choice
between two identical vehicles. One with a full vehicle history report, and one without. In this
scenario, the buyer is likely to choose the vehicle with the full vehicle report over the other
even in cases that the report indicates past damage and/or repairs. This is due to the report

providing an accurate reflection of the vehicle's history.

1.4 Aims and Objectives

The aim of this project is to design a decentralized, more secure, ease of access and reliable
system to overcome from the disadvantages by having separate databases for each data provider
parties. Unite participants in the automotive industry, such as manufacturers, insurance
companies, dealers, service stations, and developers of navigation systems into a single
ecosystem for data exchange purposes. Finally, Ensure the trust between parties (Sellers,
Buyers, Leasing or Insurance Companies, etc.) by providing an open and transparent system

and minimize the damage that could happen to the buyer.



Chapter 2: Background/Literature Review

Blockchain is generally celebrated for its respect to Bitcoin cryptocurrency. Bitcoin uses
Blockchain technology in currency transactions. Satoshi Nakamoto introduced [1] a pure peer-
to-peer electronic cash system which allowed online payments without having a trusted third
party like financial institutions. The coins are made from digital signatures. It solves a part of
the problem, but for preventing double spending or protecting from frauds, they decided that
all transactions must be publicly announced. To know which transaction arrived first, the
majority of nodes need to agree that it was first arrived. The solution they proposed begins with
timestamp server [2]. To implement a distributed timestamp server, they used the concept,
“proof-of-work”. This is how the Blockchain technology has implemented. The steps to run the

network with Blockchain as follows:

1) To all nodes, new transactions are broadcasted.

2) New transactions are collected by each node into a block.

3) Each node finds a difficult proof-of-work for its block.

4) When a node finds a proof-of-work, it broadcasts the block to all nodes. To complete
transactions, miners’ processing power is used and they are rewarded with Bitcoins
as incentives.

5) If all transactions in the block are valid and not already spent, then only the nodes
accept the block.

6) By creating the next block in the chain by using the hash of the accepted block as the

previous hash, nodes express the acceptance of the block.

The amount of energy required to validate transactions in the proof-of-work is a major
drawback in blockchain. Many people consider this as a “wasted energy” and feel it has a

negative impact on the environment [5].

The success of the currency deployment depends on the anonymity which is a key property in
blockchain. Anonymity in the bitcoin network is based on the fact that users able to create any
number of undisclosed bitcoin addresses that will be used in their bitcoin transactions. This
basic approach is a good starting point. But the underlying non-anonymous Internet
infrastructure, together with the availability of all bitcoin transactions in the blockchain, has

proven to be an anonymity threat.

In order to relieve the anonymity reduction of the bitcoin system that can be performed using

the techniques described in [3] the use of mix services have been proposed. Bitcoin mixes are
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services that allow a user to anonymize his/her bitcoins by mixing them with bitcoins of other
users. Different proposals have been presented in this field showing that it is possible to design

a mix service with a considerable level of security for the user.

However, Bitcoin cryptocurrency is not the only way that uses the Blockchain technology.
Therefore, it is important to find the other applications developed by using the Blockchain
technology. Identifying these applications can be help to understand the other directions and

ways to use Blockchain.

Ethereum cryptocurrency is an important platform which is based for smart contracts [4]. Smart
contracts are turing complete programs which are implemented in a decentralized network and
control digital units of value. A common view of the global state is maintained by a peer-to-
peer network of mutually disbelieving nodes and it executes code upon request. The blockchain
stores the stated which is secured by a proof-of-work consensus mechanism which similar to
that in Bitcoin. The core value proposition of Ethereum is suitable for executing complex
business logic asitis a full-featured programming language. Decentralized applications without
a trusted third party are appealing in areas like gambling, crowd funding, identity management
and financial services. Smart contracts can be considered as a challenging research field that
spread over areas as governance, programming languages, cryptography, consensus algorithms,

finance, and law [6].

In a proof-of-stake model there will no longer be miners, but validators. There will no longer
be cryptographic challenges but the difficult mathematical problems that miners must solve.
Validators will be required to own ether and in order to validate a block they will be required

to put their owned ether on the line to certify that a block is valid [5].

Another difference will be the method of reward. Instead of rewarding miners for creating
blocks validators will earn a transaction fee for each transaction and smart contract they
validate. This will be much more energy efficient and will put a focus on bandwidth rather than

hash rate (humber of calculations per second).

Soon after the companies, governments and consortiums started looking into the underlining
technology of above mentioned cryptos and understood that “Blockchain is the real invention
and not the Bitcoin”. With that a different type of blockchains were emerged such as,

1. Public Blockchain

2. Private Blockchain

3. Consortium or Federated Blockchain



There are some other complicated types also such as public-permissioned blockchain, private

permissioned blockchain, etc.

The public blockchain network is completely open and anyone can join and participate in the
network. The network typically has an incentivizing mechanism to encourage more participants
to join the network. Bitcoin is one of the largest public blockchain network in the crypto market

today.

The considerable amount of computational power which is required to support the distributed
ledger is at a large scale. This is one of the disadvantages of public blockchain. To achieve
consensus, each node in a network must solve a complex, resource-intensive cryptographic
problem called a proof of work to ensure all are in sync. The privacy problems associated with
transactions are considered as another drawback of public blockchain. Both of these drawbacks

are considered as important factors in enterprise use of blockchain as described in [7], [8].

A secure and naturally decentralized framework is provided by Blockchain-based databases for
transaction processing. Compared to other distributed databases, one of the major advantages
of blockchain is the integration of data processing, security and consistency into an
algorithmically enforced blockchain protocol, which eliminates the human factor from the
equation. The institutions that operate financial ledgers or registries may be inclined to use

permissioned blockchains due to legal and technical concerns as described in [9].

Permissioned blockchains could form the basis for blockchain innovations for services that
operate ledgers or timestamped registries. Although permissioned chains do not require to use
proof of work, this consensus protocol can still be utilized as an additional level of security and
to increase auditability and attractiveness of chains for customers, especially if blockchain data

is partially or completely public.

All the public and private sector healthcare providers to maintain electronic medical records
(EMR) from 1%t of January 2014 according to the American Recovery and Reinvestment Act,
in order to keep their existing Medicare levels. To achieve that fundamental design changes
needed to be happen focusing on availability and utilization of EMRs. Currently, healthcare
providers are having centralized data stores systems for each foundation. However, the

considerable amount of these systems does not have the capacity to share their health data [10].

Blockchain technology has the potential to address the interoperability challenges currently
present in health IT systems and to be the technical standard that enables individuals, healthcare

providers, healthcare entities and medical researchers to securely share electronic health data.
7



Bitcoin is based on open-source cryptographic protocols. It has proven as an extremely secured
platform for cryptographic transactions. The platform provides transparency. Which means that
anyone can access the blockchain and check balances and exchanges for any Bitcoin address.
But the Bitcoin public blockchain is considered as unsuitable for a health blockchain due to the
lack of data privacy and the absence of robust security. Further, the block size and the maximum
number of transactions per second of the Blockchain standard, present scalability concerns for

large-scale and widely used blockchain applications.

Private and consortium led blockchains would address the privacy, security and scalability
concerns. However, these blockchains would pose different challenges as they run the risk of

not being vendor neutral and do not use open standards.

Utilization of a proposed health blockchain: a private blockchain described in this paper [11]
has the potential to interact with millions of individuals, healthcare providers, healthcare entities
and medical researchers to share vast amounts of genetic, diet, lifestyle, environmental and
health data with guaranteed security and privacy protection. Utilization of Ethereum’s smart
contracts to construct intelligent representation of existing medical records contains with record
ownership, permissions and data integrity that are stored within individual nodes on the
network. To easily navigate through the large amount of record representations, a system can

structures smart contracts on the blockchain by implementing many types of contracts.

While the Blockchain is the foundation for cryptocurrencies like Bitcoin and Ethereum, the
contribution of blockchain can make toward improving process efficiencies and saving money
are fueling multiple use cases throughout the rest of the Financial Services industry [12]. Such

as

Smart Contracts
Smart Assets
Clearing and Settlement

Payments

S A

Digital Identity

Recently, Sampath Bank in Sri Lanka introduced a Blockchain Gifting App. It became the first

bank in Sri Lanka to introduce a blockchain based solution [13].



When considering the application area of automobile industry which relates to this research, in
Sri Lanka there is no any blockchain based system for retrieving the history of vehicles.
Currently, Sri Lanka Motor Traffic Department has centralized database system which produce
a vehicle information report focused on some basic details. Some of these details are for free of

charge and some with a charge [14] (Figure 2.1).

& 1liH
603108 6O BOIHS CCHBNBBHO

DEPARTMENT OF MOTOR TRAFFIC

BuTeEGaAITHHIS &6n 6w H6TLD

Department of Motor Traffic

Welcome to the Online Registered Vehicle Information Service 2)

You may obtain detail of any kind of registered vehicle through this service. A fee will be charged for the full information service and the limited information can be obtained free of charge. Detail
of the two types of information is indicated below and please select the service based on your requirement

The information provided in this service is only for your reference and should not be misused. Department of Motor Traffic accepts no liability for the actions taken on the basis of the information
provided here

Full Vehicle Information Request Limited Vehicle Information Request
Full information of a vehicle can be obtained from Department of Motor Traffic by Limited information of a vehicle can be obtained from Department of Motor Traffic from
making an online payment of Rs.150.00. here as a free service.
Click here to view the information that can be obtained Click here to view the information that can be obtained

1. Name of the current owner 1. Name of the absolute ownership/ mortgage if any

2. Address of the current owner 2. Engine number

3. Name and address of the absolute ownership/ mortgage if any 3. Vehicle class

4. Engine number 4. Conditions and notes

5. Vehicle class 5. Make

6. Conditions and notes 6. Model

7. Make 7. Year of manufacture

8. Model

9. Year of manufacture

10. Date of registration Proceed

11. Engine capacity

N

Fuel type

@

13. Status when registered
14. CR Type

15. Type of Body

Figure 2.1 Motor Traffic Application

To proceed through the request made by a person, he/she required to log in using one of his/her

existing accounts from the authentication providers they have given (Figure 2.2).



(@ Mot secure | eservices.motortraffic.gov.lk/Vehiclelnfo/viewOAuthLogin.action
Authentication Screen
You are required to log in using one of your existing accounts from the authentication providers given below.

This authentication is purely needed to track the complete payment transaction and the system will only track
your name and the email from the authentication providers for this purpose,

Please select an authentication provider

Login with Login with Login with

Google Linked )

Figure 2.2 Motor Traffic Application Login

The ICT Agency of Sri Lanka (ICTA) and the Department of Motor Traffic (DMT) came
together in launching a triple e-service. Under that, they also developed an android mobile app
(Figure 2.3). The three e-services will provide information on the following: Details of the
vehicle, last registration number of a given vehicular category and the period of validity and
date of expiry of the vehicle revenue license.
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Sri Lanka Vehicle Info

ICTA Sri Lanka Maps & Navigation ok kA 2044 2
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Figure 2.3 DMT Mobile Application

In Sri Lanka, there is a popular website named as ‘ikman.lk’ which is used by all most all of
the vehicle buyers or sellers [15]. The website can be used by anyone who is having a valid

email address and need to pay in order to upload advertisements about sales of a vehicle.

When buyer wants to search for a used vehicle for sale, he/she has the option to search it through
the vehicle type, model, manufactured year, location and etc. Then it shows some basic
information about the vehicle as shown in the Figure 3. The accuracy of this information cannot

be guaranteed.
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Toyota Aqua G Grade 2014

For sale by Dimuth 9 Sep 11:05 am, Kalutara, Kalutara

0716822XXX

Click to show phone number

Learn more

Phone Number

UNLERSH THE
WAaRRIOR IN YOU

Brand: Toyota
| Rs 3,775,000 Model: Aqua h
N Trim / Edition: G Grade
Negotiabie

Model year: 2014

Condition: Used

Transmission: Automatic

wacoNR PREmMIUM
iy

TR Mgy
: Hatchback

Badyfype. = 0112200200 AR LILTAN e

Fuel type: Other fuel type

Engine capacity: 1 480 cc
Z Share this ad
Mileage: 23.000 km

inction steering wheet

o E \’? Save ad as Favorite ()
Mint condition -«

2 Report this ad

Contact

e 0716822XXX
Click to show phone number
Figure 2.4 ikman.Ilk Web Application

There are few blockchain based vehicle history report applications around the world such as
Uservice, carVertical, VINchain and Carblox [16] - [19].

VINChain, Carblox, carVertical are mainly focused on how to solve the problem of unbalanced
information in the used car market by creating a decentralized, immutable, transparent, secure,
and reliable vehicle lifecycle storehouse. But the main purpose of a platform like Uservice is to
solve all the issues that the car owners face while using the car. Generally, Supplying and

purchasing of spare parts for a user vehicle is one of the most important function in the Uservice

12



platform. When considering buying parts, there is a great exposure of purchasing a phony spare

part, which is very difficult to distinguish from the genuine.

In storing and manipulating of information in above apps will be ensured by current
decentralized technologies such as distributed file system (IPFS) and blockchain (Ethereum
based).

Information about the vehicle is acquired in the databases of all data providers (manufacturers,
insurance companies, service stations, banks and leasing companies, dealers, etc.) during the
entire period of its use. All those records collected from data providers get hashed and added
into Blockchain. Data providers hash their records and add it into Blockchain by themselves
signed with their electronic digital signature (EDS). This mechanism allows excluding any side
parties from the chain which makes the service and data trustworthy for the final consumer.
The data itself is stored in service providers’ databases but its hash in the Blockchain. The
validity of the information provided can be checked by the hash code. Data hashing and
adding it into the Blockchain makes it secure through several steps such as, the Blockchain
receives the data hashed, the data hashed is signed with EDS, hashed again, compound into
blocks. These blocks are signed with EDS and hashed.

Trust between the parties of the ecosystem will establish by the immutability and accessibility
of information in the blockchain and confirm the authenticity of the information received from
the registration. Smart contracts supported by Ethereum will be actively applied in these apps
as a part of the functionality where decentralization allows for anonymity, security and

authenticity of information.
Such a platform will consist of the following components:

1. WEB-application - Developed for user access to the functionality through a user-
friendly web interface.

2. Data storage - All data received from data providers will be stored in a distributed file
system and encrypted. Multiple backup functionality in a decentralization system will
ensure the safety of data.

3. Blockchain - An internal payment system will be implemented based on blockchain (the
token will be used as the means of payment). Due to smart contracts, the blockchain
will also include information about a range of operations in platform (transactions, the
transfer of ownership rights, and access to information). Another purpose of the
blockchain is to store the digital fingerprint (hash) of data from the repository. This
mechanism will confirm the accuracy of any information obtained from the platform.

13



4. API - Designed for the integration of third-party services, custom applications and
telematics devices.
5. Client applications - To simplify the access to its functionality, multiplatform

applications for different groups of its ecosystem members will be developed.

Each and every record of a particular vehicle is connected with the vehicle identification
number (VIN) and placed in the blockchain system. This information is transparent and

accessible to everyone with access to the system.

To maintain the accuracy of information, the blockchain technology and data hashing through
the SHA-256 cryptographic algorithm (sha 2 family) is used. This guarantees reliability and

security of data.
The mechanics of such system work as follows:

1. Arequest for data is received.

2. The entire chain is searched for relevant data.

3. Reports are created and provided in a structured form.
4

Members of the relevant registry receives a fee for providing Information.

The Buyer registers on a service provider’s website or in the mobile app. By entering the VIN
number of the vehicle, the buyer is allowed to check the vehicle’s Blockchain-record

availability if he/she is valid user.

Then service provider verifies the Buyer’s request by checking the availability of data in all

data-providers’ databases and gives the Buyer a short report for free of charge.

This short report is a preview of a part of the information that is contained in the full report. If

the buyer is satisfied with the abbreviated report, they can proceed and purchase the full report.

The decentralization makes the system even more secure. The data providers are united into a

single system (nods) and store their up to date hash copies of each service provider.

In case of data lose it is possible to restore the data from any other system participant which is
one of the advantages in decentralization. Because of that the final consumers will not suffer

from such kind situations as it also guaranties 24/7 access to the system.

Each data provider will be able to get and add the information with the help of unique access
certificate verified by the Project. In addition, there will be a data rating for each data provider.

As a result, the provider will take responsibility for any information added. Each data provider

14



will be awarded with tokens depending on the rating. Tokens are used as internal currency.

Each platform has created its own tokens for internal payments.

While studying these applications, it is possible to identify how the system is implemented
practically.
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Chapter 3: Methodology

3.1 Blockchain Background

This research is based on the discipline of Blockchain which is known as a decentralized,
distributed and public digital ledger. Many people think of blockchain as the technology that
powers the bitcoin. While this was its original purpose blockchain is capable of so much more.
Despite the sound of the word, there’s not just one blockchain. Blockchain is shorthand for a
whole suite of distributed ledger technologies that can be programmed to record and track

anything of value from financial transactions to medical records or even land titles.

Ethereum blockchain is used to create a de-centralized and distributed vehicle history report
which is publicly available. But only certain service providers (RMV, Insurance Companies,
Leasing Companies, and Vehicle Service Stations) have access to insert new data. These
contributors are listed down using smart contracts. The Information adding is authenticated

with a valid Ethereum account.

Each record of a vehicle represents a block. With combination of set of vehicle records, it
creates the chain of blocks which is the Blockchain. Any changes to the information record in
a particular block do not rewrite the original block. Instead, the change is stored in a new block.
That means every change of ownership of a vehicle is represented by a new entry (block) in the

ledger.

In blockchain, every member in the distributed network have a copy of every block. But that
block is consisted of images, or any other large documents. So, replicating all vehicle records
to every member in the network is not practical in storage perspective and it is wasting the
network resources. To address the scalability problem, all the vehicle records added by the

service providers is stored off from blockchain to a data repository (IPFS).

When a service provider (contributor) creates a vehicle record block with images, a digital
signature is created by providing the authenticity for that information. Then, the information is
sent to the data repository and hash value of the information is stored in the blockchain
according to the rules with the use of the timestamp of the record. Every time an information is
saved to the data repository, a pointer to that vehicle record is registered in the blockchain along
with the vehicle identification number (VIN). Through this, it confirms the invariability of the
information stored in the database of each service providers (contributors) even the service

provider is attempting to do the changes.
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In particular, these implementations place the records on the blockchain, requiring data
providers to spend transaction fee (Tx Fee), termed as gas each time they insert, update or cancel
arecord. To do anything on the Ethereum platform (except retrieving stored data on blockchain
and view on them), you need to pay for it, and the payment (or fee) is calculated in Ether (ETH)

via an intermediary benchmark called gas limit and gas price.

Ether = Tx Fee = Gas Limit * Gas Price

Gas Limit is the amount of gas charging for completing a transaction. A gas limit of 21000 is
considered acceptable for simple transfers and even for participating in token crowd sales. If you
lower the gas limit apart from recommendation, your transaction is prone to fail, resulting in the

loss of fees as well.

Gas Price is the cost of a single gas unit. It is usually calculated in gwei (1 Ether = 1000000000

gwei). It is set by miners and usually lies between 20 to 30 gwei, at the time of writing.

For a transaction with a gas limit of 21000 and gas price of 20 gwei, the total transaction fee will
be 0.00042 Ether or $0.072 ($171.59 per Ether).

3.2 Smart Contract Structures

A smart contract is an executable code that runs on the blockchain to facilitate, execute and
enforce the terms of an agreement. The main aim of a smart contract is to execute the terms of
an agreement automatically, once the specified conditions are met. Ethereum is a public
blockchain platform that can support advanced and customized smart contracts with the
help of Turing-complete programming language. Ethereum platform can support withdrawal

limits, loops, financial contracts and gambling markets.

The data save on Ethereum blockchain are not sensitive. But it should be able to protect parts
of the dApp from intruders and snoopers through authentication and authorization. Instead of
having a centralized database system, proposed a system that allows and disallows user access

to pieces of data using smart contract on blockchain.

Utilized Ethereum account system (Metamask) for authentication and build an authorized system
which uses the account address of the user. The account address that sends a transaction or a call
is readily available inside the every function in Solidity, so that looks auspicious. However, it

shows that the address is the only data about the user that is sent to the contract. Which makes it
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needs to check the address against something in which the authorization has stored. This can be

within the contract itself.

But it has to be checked with another contract, which would make it more beneficial. In that
Access Control contract, user maps his/her details (name, address, registration no., role, etc.) to
the account address and with that system checks whether the user has the required role and
address to access the data. There are mainly 5 types of roles (rmv, insurance, leasing, emission
and service). For each role, there is a separate smart contract to store data. To access that, user
must have both authorized role and address. Then, system needs to figure out a way to make this
work, due to the fact that the address of the contract (Access Control) that stores the details needs
to be known in the contract that stores the data. To do so, at the deployment of smart contracts

it passes the address of the Access Control contract to every other contract that stores data.

The same method is used when data exchange between separate roles (data providers) taken
place by smart contracts which helps to maintain integrity and consistency of information which

is circulated among data providers.
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Chapter 4: Design
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Chapter 5: Implementation

The web application (dApp) is designed for users to access the details of a vehicle through a
convenient web interface. Through that interface any user who connect with Ethereum network
can enter the VIN in given field and system will generate a report of details about vehicle and

display it on web page.

TRUECARE Vehicle History Reporter PRODUCT DEVELOPERS

Get Vehicle Report for
FREE
Search By VIN

Enter VIN Here *

Your Account
Address:0x0

Balance:0 ETH

BECOME DATA PROVIDER

Figure 5.1 Home Page of TRUECARE

To become a data provider, the system has facilitated to register and submit their Ethereum
account details (Figure 5.2). The system admin has ability to activate those accounts and by
activating them grant access to the system (Figure 5.3). Data providers who are with valid

accounts in the system (stored in smart contracts) have permission to insert or update data.
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© Private Network v .
TRUECARE Vebicle History Reporter PRODUCT
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)any Name Q
N 100ETH
Deposit Send

History
0x479¢c8c1300e2dfe84ffa11466b313cb1a9590d76 #0-4/23/2018 at 16:11

. - -0ETH
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Figure 5.2 Registration of data providers

TRUECARE Vehicle History Reporter PRODUCT

Grant Permission by System Admin

Account:0x3cect1b5e338a0b9cf487daa%c1f4d791e48ac2
Balance:29. 6364308

Data Providers List

e 1 .0x479c8c1300e2dfe84ffal1466b313ch1a9590d76
s 2. 0x72c2533649de55968c74516d8904d99d58ce7caa

0X479C8C1300E2DFE84FFA11466B313CB1A9590D76 Details

Active

Id: 1

Address(Eth): 0x479¢8c1300e2dfe84ffa11466b313ch1a9590d76
Name: Visanduma R&D

Reg. No.: UX/UI20156

Address: Kandy

Role: insurance

SE—— = R

Figure 5.3 Admin dashboard to grant permission
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A data provider who are registered with role of RMV (Motor Traffic Department) get the
following web interface to add details.

TRUECARE Vehicle History Reporter PRODUCT DEVELOPERS

Registration by RMV

Account:0x0
Balance:0 ETH

Figure 5.4 Sample of RMV web interface

In order to build dApp, needed to have few dependencies first.

5.1 NPM

The first dependency needed is Node Package Manager, or NPM, which comes with Node.js.

5.2 Framework

The Truffle Framework, which allowed to build decentralized applications on the Ethereum
blockchain. It provides a suite of tools that allowed to write smart contracts with the Solidity
programming language. It also enabled to test the smart contracts and deployed them to the

blockchain. It also provided a place to develop our client-side application [21].
The following command line can be used to install Truffle with NPM

$ npm install —g truffle
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5.3 Angular CLI

The client side of the application developed by using AngularJS. The purpose of Angular 6 is
to create a great user experience as it runs in the browser, it is able to provide very reactive
user experience. For that it needs to install the Angular CLI dependency using the NPM with

following command line [22].

$ npm install —.g @angular/cli

5.4 Ganache

The next dependency is Ganache, a local in-memory (virtual) Blockchain. It will give us 10
external accounts with addresses on local Ethereum Blockchain. Each account is preloaded
with 100 fake ether.

5.5 Metamask

The next dependency is the Metamask extension for web browsers [23]. In order to use the
Blockchain, consumers of dApp (nodes) must connect to it. It is important to install a special
browser extension in order to use the Ethereum Blockchain. That’s where Metamask comes
in. With that, those nodes are able to connect to Ethereum blockchain with their personal

account, and interact with smart contract.

5.6 IPFS API

The cost of storage on the Blockchain is extremely expensive. According to estimates [24] it
costs $100 per GB of storage. If you are planned to store in Ethereum Blockchain it will cost
$4,672,500. You can easily buy a 500GB hard drive for $100 in today’s world. This leads to a
bigger problem, when trying to store large quantities of data such as images, videos, audio and
other datasets. The answer to this solution is cryptographic hashes. When hashing a file, it is
possible to get a fixed length string that is unique to that particular file and its data. Rather than
storing files, IPFS simply stores the hashes to files on series of nodes. These hashes can then be
used to find the actual location of the file. A good analogy for this is inviting someone over to
your house. Rather than physically moving your house to them, it have a tendency to provide

them a pointer (address) to where we actually live and they come to us [25].
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Chapter 6: Evaluation and Results

%

Vehicle History Report

ation of VIN NC KL 3328
Basic Info
Make: Ford Model: Mustang
Year: 2014 Trim: GT Coupe
Manufactured: UNITED STATES Body: COUPE 2-DR
Engine: 5.0L V8 DOHC 32V TanksSize: 16.00 gallon
SteeringType: R&P OverallHeight: 188.50 in
OverallLength: 188.50 in. OverallWidth: 73.90 in.

Photos

Figure 6.1 Sample Report

Application is tested with sample data entries regarding to each accessible data source. For an
example the data fields associated with an insurance company may different from the data fields
of a vehicle service center for a particular vehicle under the same vehicle identification number.
Because of that different user interfaces will be provided by the application according to the
needs of each service. By this, it is possible to identify the most relevant data fields which

should add to the system for retrieving valuable data from the sources.

Finally, the buyer or consumer can view the added details, a report of a particular vehicle
by submitting a vehicle identification number (VIN). That report contains all the information
have on the Blockchain regarding that particular vehicle. The report will be providing an

accurate reflection of a vehicle, which is sufficient enough to come up with the final decision.
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Chapter 7: Conclusion and Future Work

The TRUECARE. Vehicle Record Maintenance System prototype provides a proof-of-concept
system and demonstrates how principles of decentralization and Blockchain architectures could
contribute to secure, interoperable vehicle record systems. Using Ethereum smart contracts it is
possible to store content and orchestrate a content-access system, across separate storages owns
by each data provider in Blockchain. Looking forward to continued work on the TRUECARE
by demonstrating an innovative approach for integrating with data providers’ existing systems

through flexible API.
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