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ABSTRACT

Examinations are a great way to access what the students have learned with regards to a particular
subject. Traditional mechanism of delivering an examination is paper-based but it has been
adopted over the years to digital form. The transition from pen and paper-based examination
model digitized examination has several requirements including composing questions in digital
format and delivering them securely. Despite the last mile access of the candidate, examination
should be equal and available to all the candidates to have a fair examination.

This research addresses the requirement of providing security to deliver complete digitized
examination, including the evaluation process, to be conducted over a disrupted and discon-
nected environment. A new Security Protocol is introduced by this research using physical,
administrative and technical controls.

The related community projects and solutions, security aspects, legal background are consid-
ered in designing the proposed protocol. Moreover, the protocol designed followed the principle
of “Secure by Design”, which included Threat Modelling followed by a Risk Assessment.

Several iterations of examinations were conducted to find the most appropriate solution and
each iteration was tested with the participation of teachers and students. A secure protocol was
implemented and it was successfully facilitated to conduct a computer-based examination with
the participation of over 180,000 candidates, hundreds of teachers and other authorized officials
under the Ministry of Education.

Evaluation was conducted in two methods. Firstly, each development iteration evaluated with
user feedback using user surveys. Moreover, evaluation of the proposed protocol is presented
through State Transition Diagrams.

This study conclude that , with the use of the physical, administrative and technical con-
trols a computer-based examination can be securely delivered and execute in a disrupted and

disconnected environment while maintaining Confidentiality, Integrity and Availability.
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Chapter 1

INTRODUCTION

1.1 Overview

In this chapter, the background to the research, the motivation, problem, objectives and the scope
as well as the limitations are outlined. An introduction to this thesis forms the concluding section

of this chapter.

1.2 Background to the Research Study

Since the workable prototype on the Internet was released as the Advanced Research Projects
Agency Network (ARPANET) in 1969, the Internet has evolved rapidly [1]. Global Internet
usage is still under 50% [2] even though half a century has passed since the very first message
was sent in ARPANET. As shown in figure: 1.1, more than 50% of the world is either offline or
under disrupted connectivity. This could be due to either technical or geographical issues.

Any country or region can be offline at any time due to natural disasters such as tsunami. For
example, In 2004, communication network in coastal areas of Sri Lanka badly damaged, and it
took several days to recover the telecommunication. Replacement of the access network delayed
till the transport network repaired [3]. It is highly essential to find a secure solution to establish
communication within a disrupted and disconnected environment.

Delay Tolerant Network (DTN) provides connectivity with characteristics of disconnections,
disruption and large delays to areas where no proper conventional connectivity infrastructure
such as ADSL, Fiber, Wi-Fi, 2G, 3G, etc. are available. For any given pair of nodes, the round
trip time is higher and thus there is a high chance of packet loss as there is no end to end con-

nectivity between all nodes in the DTN.
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Figure 1.1: Internet users per 100 inhabitants

1.3 Motivation

1.3.1 Process of Online Examination in remote regions

Conducting an online examination and evaluation in a remote area, especially in a totally
offline situation or with disrupted communication is a challenge. For example, conducting an
online examination in a situation where the examination paper originates (Department of Exam-
inations), examination centers and evaluation centers are not connected through regular com-
munication media such as copper or fiber cables, Wi-Fi, microwave, is further challengeable.

As depicted in Figure: 1.2, during an island-wide examination there are multiple examination
centers across the country. In order to conduct the examination, each examination center should
receive examination papers in (digital format) and guidelines securely from the origin, and once
the examination is successfully conducted examination data (questions, answers, etc) should be
securely transferred to an evaluation center. Logical representation of the mobility of nodes
depicted in Figure: 1.3.

Once the evaluation process is completed at evaluation centers, the evaluation center will then
securely transfer its data i.e: examination papers, answers and results back to the Department of
Examination. As both examination centers and evaluation centers are in a disconnected network,

where remote back-up over the network is not available, it is necessary to look for alternative
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options such as physical data transfer between the given two centers.

The backing up to a portable storage device and physically transferring is extremely faster
compared to the backing up over regular networks. In case of a disaster situation, resuming the
operation in different examination centers is possible. Moreover, candidates will be redirected
to the nearest examination center in case of a full malfunction at a particular examination center.

As given in the Figure: 1.3, mobility of the examination related data transmit from one node
to another. The examination papers (digitized) and guidelines move from the origin (DoE) to
examination center and then examinations papers along with answers transmit to assessment

centers.

Step 01 Step 03
Step 02 Step 04

Assesment
Center

Figure 1.3: Mobility of the Nodes



1.3.2 Deploying and Running Disaster Management System in Remote

Area under Disrupted Connectivity

During a disaster, it is obvious that a community can be isolated from the rest of the world
but still different kinds of supportive services are required to run until the situation settles down.

Supportive services include,

» Keeping track of casualties, deaths, and citizens with special attention or medial require-

ments.
» Keep track of medical supplies including medicine.
* Keep track of human resource as well as relief items and vehicles.
* Tracking daily status in the environment and the community for future requirements.

» Keep track of food and sanitary requirements.

The above-listed activities can be handled using a Disaster Management System which runs
on top of Delay Tolerant Network (DTN). Even though the community is isolated due to a dis-
aster or naturally isolated from the rest of the world, still the data/information in the Disaster

Management System can be synced to another location leveraging DTN capabilities.

1.3.3 Deploy Health System to Support Remote Health Camps

Many governments and non-government organizations host health camps in remote areas across
the country during a disaster. These camps can be either temporary or permanent depending on
the situation. Secured Delay Tolerant Networks are still the best call to maintain sensitive data
of both patients and staff while synchronizing data periodically with the Ministry of Health or

relevant organizations.

1.3.4 Conducting an Election in Remote Areas Using Information System

Similarly, an automated election voting system can be deployed to run and return election results
from a particular community back to the Election Commission Office. In addition to counting
of votes, it will also enable systems such as election supportive activities. For example, logging

online complaints by end-users and managing assets related to the voting center.



1.3.5 Public Administration System for Isolated Rural Communities

Public administration is one of the most useful services just like education and health services.
In order to engage rural communities with efficient public administration, it requires the release
of e-Services where remote communities are able to leverage Delay Tolerant Networks to expe-

rience the service at doorstep.

1.3.6 Military Intelligence Systems

Military units can be operated remotely to gather both intelligence and classified information.
This requires feeding into an Intelligence Management System which usually is hosted at a dif-
ferent location. There is a high risk of transferring sensitive data over the public internet. To
send any kind of data between two locations, source and destination should have end-to-end con-
nectivity, but there is a greater risk that the remote location will be out of regular connectivity.

Intelligence data can be audio, video, detailed maps, images, or text files and total size can
be very large. During a secret mission, it is highly critical to send this information without com-
promising confidentiality, integrity and authenticity. Above mentioned issues can be overcome

by leveraging Delay Tolerant Networks to secure transmission of huge discrete data sets.

1.3.7 Systems for Irrigation, Power, Agriculture Stations

Due to the availability of cheap lands or safety concerns, most of the projects such as Irrigation,
Power and Agriculture usually operate in remote areas where regular communication may not
be available at all. But still, project progress may be required to update their respective zonal
level office. Delay Tolerant Networks is still a valid option as long as real-time synchronization
of information is not required. However, these applications require security, but existing Delay

Tolerant Networks require adequate security to achieve confidentiality, authenticity and integrity.

However these applications require security but existing Delay Tolerant Networks require ad-
equate security to achieve confidentiality, authenticity, authentication, integrity. Out of above
listed examples, the main motivation to conduct a secure Opportunistic Network to run an online
examination which can have a huge impact on the community in terms of faster result release
while preserving the secrecy of the examination.

But its really worth to build a generic secure protocol that can be use to achieve any of the

above listed use-case while achieving confidentiality, integrity, availability.



1.4 Research Problem

How to provide Confidentiality, Integrity, Availability to conduct an examination in a fully

disconnected and disrupted environment.

1.5 Objective

Propose a security protocol to mitigate security issues using necessary and appropriate phys-
ical, administrative and technical controls to deliver an examination in a disrupted and discon-

nected environment.

1.6 Scope and Limitation

The system will be designed for an environment which completely offline or with disrupted
Internet connectivity. The protocol will be design to support an unlimited number of nodes con-
nect in different routing levels. However, the initial system will be tested for 10 nodes operating

in 3 routing levels.

1.7 Overview of the Thesis

Chapter 1 INTRODUCTION This chapter introduces the motivation, problem, objectives

and the scope as well as the limitations.

Chapter 2 LITERATURE REVIEW  This chapter describes the related researches, technolo-
gies, procedures, as well as existing products solutions. Moreover, secure implementations of
services in similar solutions from the different domains (Electronic Voting Machine in India)

also captured in chapter 2.

CHAPTER 3 METHODOLOGY This chapter outlines the methods adopted in this study.

There were three pilot examinations followed by user feedback are detailed in this chapter.

CHAPTER 4 PROTOCOL DESIGN The design chapter discusses the protocol design. This
chapter includes secure design concepts such as Threat Modelling, Level 3 Data Flow Diagram,
Risk Assessment. Moreover, this chapter describes the detailed design of the proposed secure

protocol.



CHAPTER 5 IMPLEMENTATION Under the implementation, the chapter discusses the

implementation, which has been already done to test the proposed solution.

CHAPTER 6 EVALUATION In order to ensure the quality and functionality of the proposed
approach, testing of the protocol is most important. The purpose of having testing is to make

sure that the proposed solution works as expected.

CHAPTER 7 CONCLUSION AND FUTURE WORK This chapter describes the results of

the proposed solution and future enhancements that can be done.

1.8 Summary

Global internet usage is still under 50% even though half a century has passed since the in-
troduction of ARPANET. Delay Tolerant Network provides is an alternative to conventional
communication method. DTN provides connectivity to with characteristics of disconnections,
disruptions and large delays to areas where Fiber, ADSL, Wi-Fi does not available.

There is a need to conduct computer-based examinations and no one should left behind due to
issues with the last mile access. Itis necessary to have a secure protocol to deliver an examination
confidentially with integrity and availability.

In the next chapter, Chapter 2, researcher will review the literature related to computer-based
examinations and security aspects. Further, next chapter discuss about legal background for

computer-based examination.



Chapter 2

LITERATURE REVIEW

2.1 Overview

This chapter discusses the background and aspects related to conducting online examinations
over a disconnected or disrupted network. Initially, it provides an overview of the Internet
communication followed by communication technologies used, related issues and community
projects of disrupted networks. The next section discusses the storage media and data security
requirements for confidentiality and integrity. Then the following section focuses on conduct-
ing an online examination, storage solutions and electronic voting machine used in India under

existing solutions. The final section of this chapter discusses related laws and regulations.

2.2 Internet

Internet and digital communication continued to grow with the introduction of Transport Control
Protocol and Internet Protocol (TCP/IP) by Robert Kahn and Vinton Cerf in 1970 [4]. The TCP
leads to communication among the devices across the regions and the growth of communication
among different communities. Communication of the Internet powered by packet switching
where the individual packet can be routed from the source to destination independent of the
route of each packet.

The following are the characteristics of usable Internet [5] as given by the figure: 2.1 there

are several reasons to not being able to access usable internet.

1. End-to-end connectivity

2. Short round trips



3. Symmetric data rates
4. Low error rates

To conduct an online examination, we need to consider the connectivity between the online
examination server to the student system and make sure there won’t be any connectivity interrup-
tions during the examination period. As most of the remote school labs experience connectivity
issues, especially good internet access, it is highly essential to find out possible options for con-
ducting an examination where conventional communication technologies does not exist or are

not affordable.

2.3 Challenges in Accessing Internet

As mentioned in the introduction chapter, 1.1, over 50% of the world population or around 4
billion people [6] is still having connectivity issues and it has been confirmed in a press release
of the International Telecommunication Union (ITU) in early 2018. Moreover, in the same press
release, it has been mentioned that the United Nations Broadband Commission for Sustainable
Development has set seven ambitious targets in support of “Connecting the Other Half” of the
world’s population [7] .

As per a white paper by the World Economic Forum under the title of “Internet for All, A
Framework for Accelerating Internet Access and Adoption” which focuses on addressing barriers
on providing internet for all and also discusses developing replicable and scalable models. So,
it is evident that internet access is not available for all, and it has been acknowledged by the
global community, including responsible organizations such as the World Economic Forum. As
depicted in the following diagram, the key issues affecting the access of the internet according
to the white paper by World Economic Forum [8]are as follows. Among the list of the problem:s,
infrastructure is one affecting about 4 billion people with regard to the internet accessibility

given by the figure: 2.1.

2.4 Delay Tolerant/Disrupted Networks

Reliable data transmission is the key to the operation of most of the applications where all trans-
mitted data should successfully be delivered to the destination. In the case of lost data Automated

Repeat Request (ARQ) handles it which is supported by the Transport Control Protocol (TCP).
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Figure 2.1: Internet Accessibility Challenges

Unfortunately, TCP is not suitable for communication over intermittent connections and with
high propagation latency.

These issues have been considered when scientists were planning to take control of a robotic
meteorological station on the planet Mars where the Interplanetary Internet originated [9].

Compared to conventional communication technology such as 2G, 3G, Optical Fiber, Wi-Fi,

etc., the Delay-Tolerant Network has the several characteristics that explain under section 2.4.1.

2.4.1 Characteristics of Delay and Disruption Tolerant Networks

F Warthman [5], have discussed the following characteristics of the Delay Tolerant Networks in
his tutorial about Delay and Disruption Tolerant Networks.

Intermittent Connectivity: In a situation where there is no proper end-to-end connectivity be-
tween source and destination (network partitioning), that makes the well-known TCP/IP protocol
not exist.

Lengthy or Variable Latency: Internet protocols and applications that depend on the fast return
of data or acknowledgement fail due to end-to-end path delays. Path delays consist of several
latency issues, including propagation latency in between nodes and variable queuing latency.
Asymmetric Data Rates: There is moderate level support on Asymmetric Data Rates on the
Internet. For example, ADSL and cable TV service provide asymmetric data rates, but it is at
a moderate level. The TCP protocol is an interactive protocol that requires several signalling
round-trips.

High Error Rates: In case of an error on links, it is required to either correction or retrans-

mission of the complete packet. Error correction requires more processing and bits, and also
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retransmission ended up with more network traffic. In DTN environment, less retransmission is

required for hop-by-hop retransmission than for Internet type end-to-end retransmission.

2.4.2 Delay Tolerant Bulk (DTB) Data

N. Laoutaris et. al., have discussed Delay-Tolerant Bulk (DTB) data transfer over the Inter-
net [10]. There are several factors considered including timezone differences. Concerning this
research, there is a possibility of transferring bulk data over public Internet if the source (ex-
amination center server) able to find end-to-end connectivity with a server at the Department of
Examinations. There are multiple possibilities of making a secure transmission from the remote
server to the server at DoE. Sending encrypted data over VPN is the most secured approached
or sending encrypted files using rsync over ssh is also possible. A scheduled job can handle
this work when connectivity establishes between two ends. This solution can use as an add-on
feature though it is not possible to implement in an entirely disconnected environment.

Many usable DTN based community projects out there and few of them discussed under next

sub-section.

2.4.3 DTN Based Community Projects

There are several community projects deployed around the world by leveraging characteristics

of Delay Tolerant Networks to connect disconnected communities with the rest of the world.

2.4.3.1 BusNet

KD Zoysa et. al., have discussed about a sensor network that build over a public transport sys-
tem [11]. A few sensors mounted on top of public transport buses to monitor environmental
pollution. Instead of using conventional sensor network that require, BusNet able to capture
environmental pollution data using a few sensors. The BusNet research team claim that the so-
lution is low cost and easy to manage. In away BusNet has transformed the public transport

network into a communication network.

2.4.3.2 DakNet

DakNet [12] is founded by Richard Fletcher and Amir Alexander Hasson and which was trans-
ferring data via links in between portable storage known as Mobile Access Point (MAP), kiosks

(interactive computer terminal). Mobile Access Point is mounted on a vehicle such as a bus, car,
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or a two-wheeler such as a motorbike or a cycle. MAPs are supposed to physically move between
communication devices, including kiosks where data moves along with the storage between two

booths.

2.4.3.3 ZebraNet

ZebraNet [13][14] originated in Kenya to support Biologists in the Mpla Research Center the
purpose of which was to track the position of a Zebra (in the sample) every 3 minutes and then
transfer logs back to the base station via peer-to-peer connection among nodes (customized track-
ing collars). These customized collars consist of GPS, Small CPU, Flash Memory and Wireless
Transceivers. Peer-to-peer communication overcomes the connectivity issue with conventional

communication such as mobile networks within the area of extended animal migration monitors.

2.4.3.4 TurtleNet

TurtleNet [15] is a mobile sensor network based on DNT. It was deployed in August 2008 to
study Gopher tortoises which are native to the Southeastern United States. A customized track-
ing device is placed on top of the tortoiseshell. This device consists of GPS, battery, solar panel,
and communication devices to reach neighbour nodes as it is supposed to communicate oppor-
tunistically to transfer data between nodes instead of direct connection to the base station. In
addition to tracking movements of Gopher tortoises, these devices have sensors which are capa-

ble of readings including GPS, temperature, battery consumption and solar energy harvest.

2.4.3.5 Saami Network Connectivity

Saami Network Connectivity (SNC) [16] was initiated to provide internet connectivity to the
Saami Community of Reindeer Herders who are traditionally nomadic residents of Sapmi. As
the communication in northern regions where the Saami Reindeer herders occupied has inter-
mittent connectivity leads to issues with a round-trip time of TCP. This project leveraged the
benefit of the Delay-Tolerant Networking, which initially came from the Interplanetary Internet

(IPN) Research Group.

2.4.3.6 Wizzy Digital Currier Service

In early 2003, Wizzy Digital Currier service was started to provide low-cost internet access in

South Africa. The basic concept is to physically transfer data using USB sticks from a remote
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school in a rural area to a city. Wizzy Digital Currier transports the USB storage using a motor-
bike which takes a few hours to reach the nearest town with high-speed internet. Even though
it is possible to establish a satellite connection or microwave connection between a rural school
and the city, it is more expensive than transporting a USB storage by motorbike. This solution
is acceptable as long as the school can tolerate the delay of a few hours of transport time. In the
case of corrupted data in the USB storage, the motorbike has to ride back to the city and return

with a new copy of the data.

2.4.4 Bundle Protocol

The Delay Tolerant Network Research Group (DTNRG) has developed the Delay Tolerant Net-
work Bundle protocol architecture given in figure: 2.2. DTNRG originated in discussions sur-
rounding the inadequacies of TCP/IP for deep-space and interplanetary communications. Still,
it has become a focal point for standardizing overlay technologies that address disconnected net-
work environments on Earth as well. Internet’s packet-based communication assembles data
into packets, separates them, and transmits them to an endpoint that the protocol assumes is
always connected.

The bundle layer is the overlay layer that DTNRG’s Fall references. It sits between the trans-
port layer and application layer of the various discrete networks the DTN bridges.

Since this solution is focusing on an entirely disconnected network, there is no use of the
usual system, transport, and link-layer. Still, we use the physical layer via the Universal Serial
Bus (BUS) port. Bundling everything all together makes it possible to transfer data between
different entities during an exam. This is a possible solution that can be implemented with
added security by enabling encryption and signature.

Marcin Nagy has discussed a protocol stack in his doctoral dissertation under the title of

“Secure and Usable Services in Opportunistic Networks” [17].

2.5 Portable Storage Options (USB Storage Device)

In 2000 Ishrali company [18] introduced the USB memory device which was based on the

floating-gate transistor. Over the years significant advancement has led to produce a USB device

13



DTN host DTN host

Application DTN gateway DTN gateway Application

Bundle

Bundle Bundle

Bundle

Transport A Transport A Transport C Transport C

Network A Network A Network C Network C

Link A Link A Link C Link C

Physical A Physical A Physical C Physical C
Network Network
region A region C

Figure 2.2: Bundle Protocol by Delay Tolerant Network Research Group (DTNRG)

which is pretty easy to handle including plug and play nature, read and write data, faster data
transfer and the portability. All of these features, including high portability, are the reason for
USB storage devices becoming the most widely used storage solution [19].

The USB drive is capable of storing different types of data, and it mainly uses data storage,
data backup and live booting of Operating Systems too.

Handling of USB devices (pen drives) is more convenient due to its portability and it is even
suitable when distributing to remote areas where no proper transportation is available. Since a
USB device is a commodity product as well as an affordable solution, it is feasible to use the
additional USB device in case a particular USB device is lost during the operation or in other
words as a stand by the device.

A couple of conference papers acknowledged the possibility of use of USB devices as a
communication technologies under DNT environment. Back in 2004, A South Africa based the
Wizzy Digital Courier service (explained above) used to connect remote village schools using
a portable USB storage device [20]. The USB storage device which has been carried physically

to the student terminals [21].

2.5.1 Security of Content in an USB Device

To secure the content within the USB storage, data can be compressed and then encrypted before
transferring data into the USB storage device. Both encryption and decryption can be imple-
mented in either the Operating System level or Application level.

In a situation where USB devices are used to store and transfer sensitive data, it is highly
essential to maintain the confidentiality, integrity and authenticity. It is necessary to keep the

content stored in the USB device as encrypted, signed and hashed.
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2.5.2 USBs with Hardware Encryption

Hardware encrypted USB drives are available in the market with military-grade encryption stan-
dards. USBs with built-in Hardware encryption release the burden of handling encryption and
decryption at either Operating System-level or Application level. It can be plugged into any
device and used as long as encryption-key is remembered but no need to maintain specific ap-
plications to handle the encryption and decryption.

On the other hand hardware, encrypted USBs are not widely used and not affordable.

L
wz

Source: https://static.bhphoto.com

Figure 2.3: Hardware Encrypted USB

2.5.3 Dissimilar Redundancy

Itis always good to have redundancy to minimize the risk by having a failover option. Despite the
nonrecurring costs, having redundancy with diversifying devices is further reduced by mitigating
the risk related to the failure of both options due to a similar fault (common-mode failures) in
both primary and failover options [22].

Having USB storage devices with different chipset is much better than having the same type
of USB storage devices. When backing up data as either failure to write the backup files into
devices or failure to read from the devices is critical to the examination process as well as an

evaluation process.

2.5.4 Data Retention Policy

Generally available USB storage devices are cheaper and able to be re-used in the long run under
proper data retention policy where previously-stored content should be safely wiped out from

the device after copying into secure archive storage.
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Generally, examination answer papers should be available for a five year period. An online
examination has to follow general examination guidelines and that demands a secure archive to
maintain a given data set for at least a five year time period. Based on this requirement, it is

essential to estimate how much secure archive storage is required and the cost incurred.

2.6 Data, Data Life Cycle and Data Security

The data is one of the critical assets of an organization; it is highly essential to safeguard data
from all kinds of threats using suitable countermeasures. Protecting Organization’s data has a
direct impact on intellectual property, customer information, Organization’s brand, etc. Besides,
regulations and laws demand data security such as General Data Protection Regulation (GDPR)
security requirements, that went in the European Economic Area (EEA) in 2018, to make the
privacy rights of the residents in the European Economic Area [23].

Data classification is also essential when it comes to Data Security, Risk Management and
Compliance. Data classification can be done based on several levels of sensitivity, value, criti-
cality and impact to the Organization. Moreover, the classification of data is helping to define
what baseline security controls are necessary, adequate and appropriate to safeguard given data.
It is essential to classify all organization data into one of the following sensitivity levels listed

below.

1. Restricted Data

Restricted data can be classified as data that has “High Level” of impact which results from
unauthorized disclosure, modification or deletion of data in an organization. For example,
unauthorized modification of an examination paper or disclosure of personal information

of a candidate has an impact on the restricted data of the examination system.

2. Private Data

Private data can be classified as data that has a “Moderate level” of impact to an organiza-
tion which results from unauthorized disclosure, modification or deletion of a data. Most
of the time, private data belongs to the Organization itself and does not classify under
restricted or public data. Still, a considerable level of security countermeasures applies to

safeguard private data.
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3. Public Data

Public data can be classified as data that has a “Low level” of risk to an organization which
results from unauthorized disclosure, modification or deletion of data. Still, there is a pos-
sibility for the public image of an Organization to be damaged by any alteration or dele-
tion of publicly available data. For example, in case of an intruder deleting or modifying
publicly available examination results can cause an availability and integrity issue with re-
spect to the examination results respectively. Confidentiality, Integrity and Availability are
the essential security triad required for any system (including online examination system)
that demands information security. There should be necessary and adequate protection

required to safeguard public data.

As explained above, it is essential to protect all three classified types of data within an

organization with the use of relevant countermeasures.

2.6.1 Data Life Cycle

The Data Life Cycle is a sequence of stages that the data unit goes through from its initial stage to
final stage. Itis essential to get a better understanding of the Data Life Cycle to find out necessary
and adequate countermeasures at each stage of a data unit to confirm integrity, confidentiality

and availability of data is preserved.

Figure 2.4: Data Life Cycle
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2.6.2 Data Security

Qionglu Zhang et. al., has discussed achieving the data confidentiality and security using plau-
sible deniability and securing deletion within a single system. Despite the usage of plausibly
deniable encryption within an online examination, that paper has been highlighted the impor-
tance of maintaining confidentiality with encryption along with secure deletion. There is no
point in secure deletion of data if the confidentiality been compromised before the secure dele-
tion takes place. Similarly, there is no point in putting efforts to secure confidentially of the data
if an advisory can be able to recover deleted data.

It is highly relevant to consider data security during each stage of the data life cycle as much
as possible to safeguard sensitive data. All sensitive data should be encrypted during the creation,

storage, use, transfer and archive while secure deletion should be guaranteed at the end [24].

2.7 Existing Solutions

There are several existing solutions are discussed under this section including AWS Snowball
(under sub-section 2.7.1), Electronic Voting Machine (EVM) of India (under sub-section 2.7.2)
is a solution that leverage the benefit of physical, administrative and technical controls. Under
sub-section 2.7.3, benefit of the Moodle is discuss, which is an existing software solution to as-
sessing and evaluation of learning. Last sub-section 2.7.4, discusses about the Safe Examination

Browser.

2.7.1 Transfer Bulk Data with AWS Snowball

Amazon Web Service Snowball [25][26] is a secure method to migrate bulk data from one

place to another which has several variants listed below.

1. AWS Snowball
2. AWS Snowball Edge

3. AWS Snowmobile

Unfortunately, this solution is not a generic solution and expensive for transferring data sets
which is less than 100GB. When considering the physical size of the storage to be moved from
one location to another, especially from one examination center to another, it won’t be scalable

with hundreds of examination centers. Moreover, this could be even difficult with a redundant
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Figure 2.5: AWS Snowball

copy for each examination center. Further this solution is not cost-effective, and the size of the

minimum data set is beyond the requirement as well.

2.7.2 Electronic Voting Machine (EVM) of India

Even though the Examination and Election process is under different domains, the implemen-
tation of the Electronic Voting Machine system across India is somewhat relevant. Electronic
Voting Machine is a transformation from paper-based voting in the traditional ballot system to
Electronic Voting Machine based system is worth studying as it also uses a mix of physical,
administrative and technical controls to ensure confidentiality, integrity and availability of the
election voting machine. Electronic Voting Machine is more convenient to deploy across the
country including remote areas as a standalone system without conventional communication
technologies.

Having the second highest world population, 1.42bn, India is the largest democracy in the
world so their election process is worth studying under the current context. Citizens above 18
years old are eligible to vote, but they should have their names listed under the electoral roll
prepared by the Election Commission, India. Making this electoral roll at national level is a
tedious process and requires door to door enumeration visits. The Election Commission has
the authority to schedule the election eventually. Registered voters are supposed to turn up at
centres on the day, prove their identity before casting their vote. Once done, they are marked with
a colored finger tip. Casted vote is recorded on the balloting unit of Electronic Voting Machines
(EVM). Casting the vote is by pressing a button in an electronic voting machine against an
identified or chosed candidate. [27].

According to S. Chauhan et.al., the EVM currently used in India was developed in 1990.
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Figure 2.6: Electronic Voting Machine in India

Likewise, EVM was introduced to the nation in 1998 and it has been used in all the state and na-
tional elections since then. Indian authorities observe higher rates of voter participation, reduced
cost of production and better accessibility to remote communities following the introduction of
EVMs to the country. They produce faster results too[27].

Properties of the Electronic Voting Machines of India discuss under section 2.7.2.1.

2.7.2.1 Properties of EVM

Electronic Voting Machines have several notable properties that are listed below [28].

1. Accuracy
Accuracy in EVM means that it should be impossible to change a casting vote, remove a

validated vote from the final count or count an invalid vote into the final result

2. Authentication
Only legit (users who are eligible to vote) voters can vote and make sure they can vote

only once.

3. Privacy
Privacy is one of the critical aspects of an election voting system. Nobody can map a given

vote (ballot) to a voter and also voters not able to prove to whom s/he voted.

4. Verifiability
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It is possible to verify all votes have been counted correctly, and this can be independently

verified by anyone.

5. Availability
The EVM system should be up and running throughout the voting period without any
disruption, and the voter can access the system during any given time within the time of

poll stands.

6. Resume Ability
The EVM system is allowing to resume voting for those who had interruptions during the

voting time as long as the voting period still valid.

The Election Commission of India has been published a broucher of the EVM [29] with

details of it’s components, Countermeasures and how the randomization of the process.

2.7.2.2 Components

Electronic Voting Machines of India has three components, shown in the figure: 2.6. The Control
Unit (CU) is used by the presiding officer and the rest of the two components, Ballot Unit (BU)
and the Voter Verifiable Paper Audit Trail (VVPAT) kept in the voting compartment.

The VVPAT has been introduced to add an additional level of transparency and credibility
by letting voters verify their votes are cast as expected. The VVPAT is printed and displays a slip
for about 7 seconds which includes the serial number, name and symbol of the candidate. After
7 seconds slip falls into the sealed box in VVPAT. This slip remains sealed and it can be audited
by the court. Generally during each election these slips from 5 polling stations are randomly

selected to count and match with the EVM count [28].

2.7.2.3 Randomization

The EVMs and VVPATSs are allocated randomly to Assembly Constituencies and to polling
stations through EVM Management System developed by Election Commission of India (ECI).

This process is done in the presence of political parties and candidates [28].

2.7.2.4 Witnessed by Stakeholders

One of the best aspects of the EVM system is that stakeholders such as political parties and
candidates take part in the commissioning process by participating at the first level of checking

the EVM and VVPAT [28].
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2.7.3 Moodle for Online examinations

Examinations play a major role in assessing and evaluation of learning. It is a great way to
assess what students have learned, as well as the strengths and weaknesses of individual students.
Besides, teachers can evaluate for themselves the interest and remembered parts of the lesson,
since examinations are conducted in an environment where students attempt individually, it’s a
better way to discover how students think to argue and think logically under pressure. Moreover,
teachers can use assessments and evaluations as feedback to improve their own teaching methods

[30].

2.7.3.1 Powered by Open Source Community

Moodle is an Open Source Software (released under GPLv3+) [31] which was originally de-
veloped by Martin Dougiamas. A recent stable release (Moodle 3.8) recorded nearly 400,000
downloads [32]. Moodle also ships with major Linux distributions such as Fedora, Debian,
Ubuntu and CentOS. Moodle can be deployed with major Open Source web servers, i.e. Apache
httpd or Nginx and with major Open Source database servers such as MySQL, MariaDB and
PostgreSQL and PHP. As of now, over 1600 plugins have been developed by the Moodle plugin
development community of nearly 1000 contributors. Nearly 700,000 total number of plugins
which have been downloaded as per the Moodle plugin portal [33].

Ria Mae H. Borromeo has done a study on the use of Moodle for Online examinations for
distance educators [34]. As per the results of his research, several types of questions have been
identified as suitable for examination and also teachers were interested in security features such
as session locking where the user is lockdown into the browser and not able to use other appli-
cations. In the later part of this chapter, this feature is described under section 2.7.4. Moreover,
identification of students as well as proctoring them has been highlighted in the results of the
study. In case of examination is conducted in an examination center where the candidate has
to be there in person physically, both identification and proctoring can execute accurately and
efficiently. During a connectivity outage, its impossible to monitor activities of the candidate
but physical proctoring has no such interruptions.

As a product which widely used, stable and vibrant community support, Moodle is well

suitable for conducting Online Exam.

2.7.3.2 Assessment with Moodle

Online Assessment should have primary components listed below [35].
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1. Question bank
Question banks consist of question definitions and contexts. Those question definitions

have been organized into categories.

2. Question engine
A question engine is a subsystem to manage the execution of question definitions. When
some attempt a question definitions in the question bank turn in to an interactive experi-

ence.

3. Quiz, and other activities
To teach and assess students, particular activity is required. Activity use questions from
the question bank while executed by the question engine.

2.7.3.3 Moodle Question Types

As mentioned below, there are standard question types in Moodle. For additional requirements

its possible to create a question type plugin.

* Calculated question types:

— Calculated
— Calculated multi-choice

— Calculated simple
* Drag and drop question types:

— Drag and drop into text
— Drag and drop markers

— Drag and drop onto image

e Other question types:

Description

Essay

Matching

Embedded Answers (Cloze Test / Gap Fill)

Multiple choice
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Short Answer

Numerical

Random short-answer matching

Select missing words

True/False

2.7.3.4 User Study on Moodle

Based on a study using civil engineering, it has been found that Moodle quizzes are able to

transfer and assess engineering knowledge [36].

2.7.4 Safe Examination Browser

Safe Examination Browser (SEB) [37] is an Open Source Software (released under Mozilla Pub-
lic License) [38] being developed and maintained by the Educational Development and Technol-
ogy unit of ETH Zurich. This web browser enables a safe environment for online examinations.
In other words, this software is capable of converting any computer system into a secure and
examination friendly system on a temporary basis.

Safe examination Browser has several features, including the ability to disable shortcuts and
Operating System functions such as Task Manager. It prevents accessing the internet during an
examination and controls the use of additional applications from the base Operating System.
SET browser is able to integrate with Moodle

Next section is discusses about the legal background for the conduct a computer based ex-

amination in the context of Sri Lankan law.

2.8 Legal Background

The legal background of the public examinations in Sri Lanka dates back to the year 1968.
The public examinations act No 2 of 1968, is an act to make more effective provisions for the
proper conduct of public examinations, for the punishment of offences committed in connection
with such public examinations, and for all matters connected therewith or incidental thereto
according to its long title[39]. It establishes a “Commissioner of Examination” and an “Advisory
Committee”. It has also created examination related offences and provided for the penalties.

Section 6 of the Act provided the question papers to be “Secret Documents”, and that status
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prevails until the lapse of a half an hour for the scheduled time of the commencement of the
examination. In this context, any examination related system, whether manual or “digital” needs
to be capable of maintaining the “Secret” status of the document. The divulging of information
related to examinations is also an offence under section 7 of the Act, and the theft or disposal
of such secret documents is presented from section 8. Although it was enacted for non-digital
methods, the most important sections for the “digital” examination systems would be the section
9 and 10 where it deals with the instances of Destruction or tampering with secret document
and the Fraudulent misdelivery of secret documents. Use of fake documents is also an offence
under section 14. Divulging of information relating to examiners, and dishonest transmission
of answer scripts was made offences under section 13. Additionally, section 18 provides those
offences to be cognizable offences, which means that peace officers can arrest the offenders
without a warrant.

In summary, any digital system deals with a public examination in Sri Lanka need to adhere
to the Public Examinations Act, No. 25 of 1968. The system must be capable of maintaining
the confidentiality and integrity of the examination related information and the aspects such
as network, operating system and application security need to be maintained. However, the
“documents” defined in the Public Examinations Act, No. 25 of 1968 refers to “hard copy”,
“tangible” documents and, whether the digital documents, information and data messages are
fallen within this definition needed to be sorted out.

The Evidence (Special Provisions) Act of 1995[40] and Chapter V of the Electronic Trans-
actions Act of 2006[41] provides the legal basis to the reception of electronic and computer evi-
dence in civil and criminal proceedings. Therefore, the provisions of those acts make the digital
information related to public examinations to be interpreted as “Secret documents” in Public
Examinations Act, No. 25 of 1968. Electronic Transactions Act did not repeal any provision
of the Evidence (Special Provisions) Act and it is expressly mentioned that nothing contained
in the Evidence (Special Provisions) Act “shall apply to and in relation to any data message,
electronic document, electronic record or other documents” to which the provisions of this Act
applies.[42].

Marsoof[42] explains that the Evidence (Special Provisions) Act of 1995 and Chapter V of
the Electronic Transactions Act have facilitated the reception of electronic and computer evi-
dence by removing or modifying obstacles and difficulties which hitherto prevented the admis-
sion of such evidence. However, he further argues that the most crucial issue is whether the
recording was altered or tampered with in any manner to affect its authenticity and reliability.

Marsoof[42] establishes that, in the case of computer evidence, the issue that is vital is whether
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the information supplied to the computer was accurate and whether the statement produced by
the computer is derived from such information. Therefore, the examination related “digital”
systems need to take care of those aspects. Marsoof[42] argues that It is vital to develop the
necessary skills among the relevant professionals and necessary equipment and infrastructure
when it comes to electronic evidence in the legal world.

According to the literature, although there are unresolved minor issues in the information
communication technology-related legal system in Sri Lanka [42], the existing legal framework
is sufficient to implement the provisions of, the public examinations act No 2 of 1968, for estab-
lishing any “digital” system for examination in Sri Lanka.

The Personal Data Protection Act is not available as of now, but the bill is yet to be passed
by the Parliament of Sri Lanka. Once the Act is operational, it should be applied when the
Department of Examination is keeping personal data of candidates, examiners and any other
party [43].

In case of misconduct or criminal case related to a computer based examination, digital
evidence is highly essential when in reconstructing information in a manner that ensures the
admissibility of collected evidence in a court of law. Next section discusses about the importance

of a computer-based examination.

2.9 Forensic Readiness

Digital forensics is a subset or a branch of forensic science where recovery and investigation of
digital material found in digital devices such as computers, mobiles, routers, storage devices.
A forensic investigation takes place after a serious information security incident as a post-event
response to support a legal process. Ability to gather evidence and securely preserve them with
standards of admissibility before an incident is a definite advance for an organization.

Digital evidence play a major role in following list of scenarios [44]:

Disputed transactions

Allegations of employee misconduct

Legal and regulatory compliance

Avoidance of negligence and breach-of-contract charges

Assisting law enforcement investigations
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* Meeting disclosure requirements in civil claims
* Supporting insurance claims after a loss occurs

Forensics readiness is about the ability to use legally admissible digital evidence when re-
quired by targeting increasing the possibilities of collect and preserve digital evidence with a
minimum investigation cost. Robert Rowlingson has been discussed ten steps process for foren-
sic readiness along with cost and benefits [45].

It is highly essential to enable digital forensic readiness for digital examination environment
despite the communication technologies used within the system. Both conventional and delay-
tolerant systems should enable forensics readiness. There are several activities to convert an
organization to a digital forensics ready environment. Create and enforce related policies in-
cluding data retention policies, and enable them with standards, guidelines and best practices.
Provide adequate training for the relevant staff, identify and capture relevant logs with correct
timestamps and time zones, maintain access logs are some tasks required to follow when initi-

ating a forensics ready environment.

2.9.1 Operating System

Ewa Huebner et. al, has discussed how the Operating System deals with computer forensics.
For example, Linux file systems with Journaling feature make a fast recovery in the event of a
system or power failure. Data acquisition and analysis is another area in which the Operating

System supports in computer forensics. [46]

2.9.2 Logs

Logs are one of the most essential and critical parts of a system and enable the forensics ready
of the system. It is required to identify required logs for the running system in order to provide
technical support as well as, for investigations at the post-event stage.

There are different logs available and some of them automatically generated by the Operating
System, Application and some of them required to generate by the customized processes or cron

jobs.
» User logins
» System start, shutdown and reboots

* Backup logs
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Web server (apache httpd) logs

Database server (mariadb) logs

Application server (moodle) logs

Audit/Security logs

Health checks

Both the timestamp of the log and as well as the system time should be set with the correct
local time zone. Since the examination server is supposed to run independently in a remote
station as the server, it is essential to set log to rotate in a manner that excess logs won’t fill the
disk. Disk capacity plan requires to consider the size of total logs and plan ahead. Moreover, it

is important to avoid accidental deletion of sensitive or critical logs.

2.9.3 Host Based Intrusion Detection (HIDS)

Despite the fact that the system is running in a remote location, it is required to monitor and log
the malicious behaviour of the server. An Intrusion Detection System (IDS) can detect changes
and threats to the system. A host-based IDS is an IDS that monitors the server on which it is

installed.

2.10 Incident Management

Incident Management is a day to day process that targets to manage the Life Cycle of all incidents,
including unplanned interruptions. Incident Management restores an acceptable service with
a minimal impact to the business after an incident occurred. Dr B.C. Potgieter et. al, have
discussed that Information Technology Infrastructure Library (ITIL) framework has an impact
on both customer satisfaction and operational performance [47].

An examination should deliver with no or minimum interruptions to stakeholders, including
candidates and examiners. It is highly essential to have a mechanism to minimize all kinds of

incidents that occur during the examination period.

2.11 Social Engineering Attacks

Social Engineering attacks are one of the most dangerous attacks in the world as they can threaten

all systems and networks. Despite the technology used to secure intrusion detection systems,
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anti-virus, firewalls and cryptography solutions, Social Engineering uses the weakest link “Hu-
mans”. Due to the nature of humans tend to trust other humans which is less with technology. It
is possible to divulge confidential information or bypass security measures by influence a person
psychologically but not so with technology.

Fatima Salahdine et. al., have discussed the above-mentioned issue providing a detailed
survey about social engineering along with classifications, detection strategies, and prevention
procedures [48].

An online examination has higher participation of humans as well as the system has sensitive
assets such as examination paper and examination results and Personally Identifiable Information
(PII) to protect. So there is a high possibility of social engineering attacks during the entire
process of the examination, and it is essential to use security measures to protect sensitive data
even after the exam.

Personally Identifiable Information (PII) to protect, it is highly essential to take necessary
actions to prevent social engineering attacks during the entire process of the examination as well
as the organization should use security measures to protect sensitive data even after the exam.

There are a lot of Social Engineering attacks, and few of them are discussed below.

Unwanted tech support: Attacker trick the victim into divulging their login information by
posing as a tech support person.

Pretexting Attack uses a fabricated scenario or good pretext to trick victim’s personal in-
formation and use it to commit identity theft.

Vishing attack are about the use of Social Engineering over voice calls to collect personal
or financial information. This attack can be used as attackers for reconnaissance purposes.

Smishing attack is a portmanteau of the Short Message Services (SMS). In Smishing attacks
victim is tricked into downloading malware or a Trojan horse into mobile.

Tailgating Attacks tricks an employee into gaining access to unauthorized premises by fol-
lowing behind authorized people. For example, the unauthorized person accesses the restricted

area of an organization by following an authorized officer.

2.12 Zero Trust

Zero Trust is a security concept, and it is about “Never Trust, Always Verify”. In 2010, John
Kindervag created the Zero Trust, which is a strategic initiative to leverage micro-segmentation
and granular perimeter enforcement to prevent data breaches. In the Zero Trust architecture

model, organizations never trust anything either within or outside its perimeters. Instead, it
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continues to verify everything that connects to the system.

Andreas Gutmann et. al., have discussed ZeTA protocol for the Zero Trust Authentication.
The Zeta protocol is about challenging people to either confirm or deny related attributes of
their secrets, instead of challenging them to remember long secrets or conduct mathematical

operations [49].

ZERO TRUST DEVICES

ZERO TRUST ZERO TRUST * % 2zero TRusT

PEOPLE DATA . .‘ ¢ NETWORKS

ZERO TRUST WORKLOAD

Figure 2.7: Zero Trust

2.13 Secure Code Review

Secure code review is about auditing the source code of an application. The main objective
is to verify if the application has been implemented proper security controls and working as
intended. Moreover, security controls have been implemented or invoked in all the right places.
Secure code review is how we can ensure that the application has been developed in a way that
“self-defending” in its given environment.

There should be a mechanism to assure that developers are following secure development
practices and techniques. Security Code Review is the best method to assure if security applica-
tion developers are following secure development techniques. Once we do proper secure code
review, a penetration test should not discover any additional application vulnerabilities relating
to the developed code.

Fixing application vulnerabilities after releasing make total cost ownership higher as well as
it will poorly reflect the product brand image in case of severe impact due to the exploitation
of such vulnerability. Secure Code Review reduce the risk of failing the application, damage to

organization business, loss of data such as either PII, examination paper or examination results.
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2.14 Towards a Secure Protocol to Conduct an Online exam-

ination in Disrupted and Disconnected Environment

Education is a human right [50] and reflected in international law in Article 26 of the Universal
Declaration of Human Rights and Articles 13 and 14 of the International Covenant on Economic,
Social and Cultural Rights. Examinations are a great way to access what the students have
learned with regards to a particular subject. Traditional mechanism of delivering an examination
is paper-based but it has been adopted over the years to digital form. The transition from pen
and paper-based examination model digitized examination has several requirements including
composing questions in digital format and delivering them securely. Despite the last mile access
of the candidate, examination should be equal and available to all the candidates to have a fair
examination.

As mentioned in the Section: 2.4.1, DTN characteristics well fit with conducting of an exam-
ination in a remote area. If a single examination backup file corrupted, they were only required
to re-transmit a new backup file from the origin of the corrupted file. Alternatively, if a server
crashed or an examination was being disrupted, only the particular examination center has to
re-schedule the examination.

The reviewed literature provides knowledge of Delay Tolerance Environments and possible
and affordable solutions to transmit data securely. Moreover, the literature on Electronic Voting
Machines in India provides in-depth knowledge on how to leverage the physical, administrative
and technological controls in order to keep the confidentiality, integrity and availability of a
system which operate in parallel in remote areas without conventional communication. Further,
this literature also provides the classification of data and security measures to protect sensitive

data.

2.15 Summary

Challenges of accessing Internet and alternative solution which is DNT have been discussed.
Further, discussed DTN based community projects, possible solutions to data transfer and data
security. The EVM of India have been discussed in detail as the EVM project provides mixture of
administrative, physical and technical controls to conduct an election. Legal background about
conducting a computer-based examination highly essential and discussed in this chapter. This
chapter ends with a need for a secure protocol to conduct online examination in disconnected

and disrupted environment.
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In the next chapter, Chapter 3, the methodology used to conduct the research study are dis-

cussed in detail.s
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Chapter 3

METHODOLOGY AND APPROACHES

3.1 Overview

This chapter discusses an overview of the stages of the research. It also provides a detailed

discussion on how the research was conducted.

3.2 Purpose of the research

The purpose of this research is to propose a security protocol to mitigate security issues using
necessary and appropriate physical, administrative and technical controls to deliver an examina-

tion in a disrupted and disconnected environment

3.3 Action Research

Action Research is well suitable to solve real-world problems while observing the experience
of solving the problem [51] and improve it simultaneously. Till it reaches the most appropriate
solution, n number of iterations of the action research cycle was continued. It has several stages

including planning, acting, observing, improving and reflecting.

3.3.1 Iteration I

Initial iteration started with setting up an online examination (first pilot test) and letting the stu-
dents and teachers to get connected to a central server over the Internet. The assessment questions
including MCQ and structured questions, have been created confidentially and securely loaded

to a Moodle server. Candidates had no time limitations or session restrictions during this iter-
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ation as the main objective was to identify if they had any connectivity issues with the central
Server.

At the end of the first pilot exam, a survey was carried out among teachers who participated
as examination staff as well as the representatives of their students. Survey questions available

under Appendix:B and related results are discussed in the Chapter 6-Evaluation.

3.3.2 Iteration Il

During the first iteration, disruptions were observed, and it was decided to build a standalone
server which runs locally in each school. The primary purpose of this standalone server is to au-
thenticate users and run the Moodle application locally where no internet connection is required
to conduct the examination.

Purchasing several hundred of servers is not affordable to the Department of Examinations
while distributing them across the country is a complicated task for each examination. Convert-
ing existing infrastructure into a standalone server is pretty much convenient to teachers if they
have a customized operating system with all required applications/packages and services.

A customized Linux ISO created including all required applications and a mock exam. In-
stallation DVDs were shared with teachers across the country. Around 2000 DVDs have been
distributed (in addition to hosted ISO files) along with an installation guide in English medium.

At the end of the second iteration, a survey was carried out among ICT teachers as the repre-
sentative of their students. Survey questions available under Appendix:B and related results are
discussed in the Chapter 6-Evaluation. Considering the results of the survey and the observa-
tions of the second iteration, the third iteration is planned and executed as explained in the next

sub-section.

3.3.3 Iteration III

During the second iteration, disruptions and performance were observed. Moreover, a survey
has been conducted among ICT teachers who involved with the second iteration.

The third iteration was planned with added security controls to the standalone server. To
address the power outage issue, which was caused due to regional scheduled maintenance of the
National Power Grid, the responsibility was given to the Coordination Center/Zonal Education
Office to communicate with the supplier and reschedule maintenance.

The significant change of the 3rd iteration was the introduction of physical, administrative

and technical control to the standalone server to maintain confidentiality, integrity and availabil-
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ity. In the previous iteration, students connected to a server were deployed at their school ICT
lab and they conducted the examination under the supervision of their class teacher. The 3rd
iteration was almost similar to an official exam. Admissions were issued to students for the 3rd
iteration and official examiners conducted the examinations during the scheduled examination
period.

This iteration consists with two parts namely Iteration III - A and Iteration III - B. During
the third iteration it was observed initial approach was not appropriate due to the performance
issues and then switched to an alternative approach ( Iteration III - B). Both approaches described
below.

Iteration III - A

At the early stage of the third iteration, it was planned to use a USB Pen drive as the stan-
dalone server storage disk in order to avoid the difficulties of installation of customized GNU/Linux
systems. The USB drive was plugged into a computer and installed the examination server Op-
erating System into the USB drive (using USB drive as the storage disk). After creation of the
USB drive as the storage drive of the server, it can easily convert any computer as the examina-
tion server. It was a matter of plugin the USB drive into any computer and reboot it. There was
no requirement as such of installing hundreds of servers across the country.

Iteration III - B

After observing the Iteration - III-A, it was found a performance issue that discussed under
the Evaluation Chapter.

Considering the technical difficulties and the high chances of human error, it was continued
to seek an appropriate method. It was decided to replace the use of the in-memory system by
installing each local server using an installation media (Install DVD or USB) with the help of a
technical team.

At the end of the third iteration, a survey was carried out among teachers who participated
as examination staff as well as the representatives of their students. Survey questions available
under Appendix:C and related results are discussed in the Chapter 6-Evaluation.

Technical Support
Technical Support included in the third iteration as well to make sure any technical issues are
sorted out as soon as possible. This technical support is in addition to the installation of the local

SErvers.
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3.4 Secure by Design

Protocol design was started with the principle of “Secure by Design”, which includes Keep
security simple, Defence in-depth, The Least privilege, Secure defaults, Fail securely, minimize
the attack surface area, Fix security issues correctly, Separation of duties and avoid security by
obscurity. Moreover, Threat Modelling was done to identify and understand potential threats
related to the design and prioritize mitigation actions.

Next chapter will discuss the design in more details including successful attempts to meet

the Principal of secure by design.

3.5 Threat Modelling

Threat Modelling is used to identify and understand threats as well as the mitigation options to
secure digital assets. It also facilitates prioritizing security solutions. Moreover, it helps reduce
the overhead to the QA team by reducing the number of development related bugs in advance.
Major concern here is to reduce the total cost of development as fixing bugs after project release
is expensive than fixing them at the early stage.

Since the examination centers located across the country it take time to distribute software
security fixes after initial release. On going examinations should not disrupted due to secu-
rity updates or any fixes. Level 3 DFD diagram have used to Threat Model with STRIDE and

discussed under Section: 4.3.2 in Chapter 4-Protocol Design.

3.6 Risk Assessment

Risk Assessment is one of the vital methods that identifies and assesses vulnerabilities and
threats against assets. One must ensure that necessary and appropriate risk treatment options
should be implemented using administrative, physical and technical controls in order to mitigate
identified risks. Verification of no missing necessary control is still available.

In other words, Risk Assessment facilitates to understand the risk and its potential impact
upon objectives of designing the protocol. It is essential to determine and agree on which assets
and threats to consider which determines the scope of the protocol.

A Risk Assessment has been conducted against this system and results of the Risk Assess-
ment is discussed under the Chapter 4-Protocol Design and the Risk Assessment table is avail-

able under the Section: 4.3.3.
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3.7 Interviews

In order to acquire domain knowledge, a series of face-to-face interviews conducted with relevant
staff of the Department of Examinations. The main intention was to understand the operation of

related processes, associated risks and process owners.

3.8 Surveys

Several surveys were conducted at the end of each iteration mentioned in the section: 3.3.1 as
well as after the final implementation. As the users are located across the country, surveys were
conducted using Google Forms. Survey questions are available under Appendix:A, Appendix:B,

Appendix:C and Appendix:D.

3.9 Journaling

The researcher used several types of journaling methods throughout the research and each is

described below.

3.9.1 Notebook

A notebook was used to sketch ideas and make notes during the meetings, interviews. Later,
important issues, ideas, solutions were transferred to related tools such as Trello, code repository

and issue tracker.

3.9.2 Audio Notes

Most of the interviews and discussions were recorded and kept as audio notes under pre-approvals
and consents of the other party. Discussions with the project supervisor and consultant, inter-
views with stakeholders of the GIT online examination were recorded for the ease of reference

during the research project.

3.9.3 Trello

In 2011, Trello has been created by Fog Creek Software, which is now a subsidiary of well known
Atlassian. Trello is a Kanban-style web-based application. Very early in the research project,

Trello was introduced to the Department of Examinations, to have better project management and
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Access control
in list ToDo

SUGGESTED
Description  Edit & Join

Who can access the exam center server and the default password, Server keys? Feedback

Root access required to disable.
ADD TO CARD

L ' & Members
Activity Show Details

© Labels
& Checklist
Susil Maduwage Jul 14, 2018 at 11:46 A
M © Due Date
Tthink head of the DOENETS or his nominee. He/she will be the head of
proposed online exam unit. @ Attachment

@ - Reply - Delete S Cover

POWER-UPS
Get Power-Ups

Get unlimited Power-Ups, plus
much more

@ Upgrade Team

ACTIONS

- Move

T Copy

Figure 3.1: Trello for Project Management and Task Management

task management during GIT Online Examination. Just like the Department of Examinations,

the researcher continued to use the Trello throughout this research project.

3.9.4 Bitbucket Repository and Issue Tracking

Issues (1-25 of 49)

Title T P Status Votes Assignee Created Updated

#53: Restore process A NEW @ Danishka Navin ~ 2019-12-24 2019-12-24 o
#2: Backup moodle database @ open @ Danishka Navin ~ 2018-10-29 2019-10-08 o
#3: Backup moodle server A OPEN @ Danishka Navin ~ 2018-11-10 2019-10-08 o
#52: Authenticate backup files A NEW @ Danishka Navin ~ 2019-08-09 2019-08-09 o
#51: Server hardening A [New @ Danishka Navin ~ 2019-08-06 2019-08-06 L2
#50: Passwordless encryption for disks O 2 NEW 2019-07-29 2019-07-29 g2
#49: Encrypt USB with LUKS A NEW @ Danishka Navin ~ 2019-07-29 2019-07-29 E-4
#48: Auto backup in to USB storage A oPEN @ Danishka Navin ~ 2019-05-02 2019-05-09 o
#39: Timeouts in moodle g =2 OPEN @ Danishka Navin ~ 2019-01-14 2019-01-31 L2
#46: Capacity planning, tuning MariaDB A | oPEN @ Danishka Navin ~ 2019-01-21 2019-01-27 o
#45: Harden httpd and mariadb O =2 OPEN @ Danishka Navin ~ 2019-01-18 2019-01-27 o
#27: httpd and moodle performance tuning v OPEN @ Danishka Navin ~ 2018-12-21 2019-01-27 o
#47: MachinelD and BootID A NEW @ Danishka Navin ~ 2019-01-25 2019-01-25 o
#8: Verify synchronized content A NEW @ Danishka Navin ~ 2018-11-10 2019-01-18 L-4
#28: Mariadb errors and warnings a 2 OPEN @ Danishka Navin ~ 2018-12-24 2019-01-18 o
#44: Collect logs in remote serers A [New @ Danishka Navin ~ 2019-01-15 2019-01-15 ©
#43: Create sanity script to finalize A [New @ Danishka Navin ~ 2019-01-15 2019-01-15 o
#42: Enable Log Rotate A NEW @ Danishka Navin ~ 2019-01-15 2019-01-15 o
#41: Setup LB and Backup Servers A [ NEw @ Danishka Navin ~ 2019-01-15 2019-01-15 o

Figure 3.2: Repository

The researcher managed his development work at Bitbucket private repository. Moreover,
it used to maintain issues related to the development work under the Bitbucket Issues. As the

researcher has already signed a non-disclosure agreement with the Department of the Examina-
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tions, the code repository and created issues are left in the private repository.

3.10 Ethics

The researcher does not expose any Personally Identifiable Information of any person or a team
during this research and no information will be exposed in the future. He respects the anonymity
of all the parties. In the Chapter 6-Evaluation, the researcher discusses survey results by respect-
ing the anonymity of participants. The same principle applies to the development and imple-

mentation stages as well.

3.11 Summary

Action research with several iterations followed by a user experience survey used. Information
security principals, concepts discussed in this chapter. Further, interviews and risk assessment
were also included in the methodology is this research.

In the next chapter, Chapter 4, researcher will discuss the design of the proposed protocol in
detail. Level 3 Data Flow Diagram created and used for Treat Modelling prior to the designing

of the proposed protocol.
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Chapter 4

PROTOCOL DESIGN

4.1 Overview

This chapter presents the design of the security protocol used to conduct online examinations in
disrupted and disconnected environments. The design followed the Secure by Design principal.
Level Three Data Flow Diagram was used to model the design, and then Threat Modelling was
conducted based on the DFD. Then Risk Assessment was conducted to ensure appropriate and

necessary security controls used to mitigate identified risks.

4.2 Secure by Design

The protocol design was initiated with the principle of “Secure by Design”. The proposed design
was modelled using Data Flow Diagram (Level Three) and is discussed under Section: 4.3.1.
After modelling the design, the next question was *What can go wrong? °. Based on the level

three Data Flow Diagram, STRIDE based Threat Modelling was done to identify related threats.

4.3 Data Flow Diagram and Threat Modelling

4.3.1 Data Flow Diagram with Trust Boundaries

The Data Flow Diagram represents the processes and functions that create, store, modify and
share data through the system. Level Three Data Flow Diagram (DFD) is given in Figure: 4.1.
For easy understanding, the main DFD diagram is split into three sections, namely the Depart-
ment of Examinations (Section A), examination Center (Section B) and Evaluation Center (Sec-

tion C).

40



Section A

Zonal Office/DoE Boundary

Lab specs, exarh schedule and guidelines Assesment Centers, Candidate Info

tudent and ICT lab Exam Paper

Allocation Information

Zonal Office

Allocation
Evaluation Backup,

{ Chain of Custody
Decommission Servel

Response
Request: - —— | | N e i )
ICT Lab availability, @ Reset Server (Clear Exam arjd Evaluation Data) _

Student information Installation Media
| (UsB/DVD)

Reset Server (Clear Exam Data)
Exam Backup

~ 1 DoE/Evaluation Center Boundary—

Session Key

Evaluation Backup
UsBs, C

in of Custody & Guide Lines Evaluation instrudtions

Encrypted Evaluation Backup (Primary, Sedondary)
Admissjon Deploy and Test Encrypted Exam Backup (Primary)

Evaluation O
----------------------------------------- DoE/Examination [Center Boundary S
Deploy and Test |
Exam OS Varke

Evaluation Backup H

----Reset Server

Index, Questions
Evaluatipn Instructions

Exam Backup

and fadmission

xam Media, Session Key Load exam backup!

Chain of Custody & Guide Lines
Encriypted .
Exam Backup (Secondary) Deploy Server
Computer Encrypted Backup
RN Exam Backup

Encrypted E><arr‘I Backup (Primary)
Chain of Custody

Answers

Questions

"""""" Reset server =-===-=========smrmmmmeeeeed

Section B

Examination Server/Evaluation server

Boundary Section C

Figure 4.1: Level 3 Data Flow Diagram
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Figure 4.2: Level 3 Data Flow Diagram: Section A

As given in Figure: 4.2, section A represents the Department of Examination and its pro-
cesses within the DoE ’s boundary. The organization, Assessment, Dispatch, Decommission
and Verifying processes are within the DoE trust boundary. All the other processes connect to
verify processes which play a significant part of the examination as each information sent and
received must be verified. In case of verification failure, the other party has to resend or re-
transmit the information. This process acts as the error checking but not error-correcting. Each
process within the DoE trust boundary operates under existing security controls. Organization
process handles the allocation of students to examination centers and lists eligible examination
centers. Dispatch process is responsible for delivering information securely out of the DoE after
verifying the delivery. Assessment process coordinates the entire examination assessment, and
it collects the evaluation center and staff information from the organization process. The assess-
ment process is responsible for collecting examination backups from the evaluation centers. And
then deliver examination backups to respective evaluation centers after swapping examination
backups randomly. After completion of data archival at either examination center or evaluation
center, the decommissioning process reset the server. Cancellation of either examination or eval-
uation is demanded to decommission an examination center. It is also required to decommission
a server if it is no longer required due to no further DoE activities to be done in the future.

As per the Figure: 4.3, section B represents processes within the examination center bound-
ary. Several processes within the trust boundary of examination center include verifying, Computer-
based examination, Encryption and Decommission. The verification process verifies each in-

formation sent and received, and it also verifies human interaction. Students and staff must be
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verified before entering into the premises and operating the computers. Examination supervisors
use the session key that was received securely via DoE secure delivery to start each examina-
tion session. Students must present with a valid admission card and a NIC. Examination server
installation media and media with the examination paper must be verified. After completion of
the examination, backup is encrypted and sent to the assessment process under the DoE trust
boundary.

As given in Figure: 4.4, Similarly the section C, visualizes the processes within the evalu-
ation center boundary. Several processes included within the evaluation center trust boundary
including Verify, Evaluation, Encryption, Decryption and Decommission. Every human and
information move in and out of the evaluation center trust boundary verified. The examination
backup is received from the assessment process of DoE, required to restore after verification.
After completion of the evaluation, an encrypted backup (results) is sent back to the DoE. A

successful secure data archival required to decommission the evaluation server.

4.3.2 Threat Modelling

Threat modelling was conducted to answer the following questions. The Table: 4.1 represents

the result of the Threat Modelling with STRIDE.

1. What are the threats we face?
2. Who are our likely threat actors?

(a) What are their likely motivations?

(b) What are their capabilities?

3. What are our vulnerabilities?

Then a Risk Assessment was conducted to identify risk factors, evaluating any associated
risks, implementing appropriate and necessary controls to either reduce or remove risks. Despite
the time and effort on Threat Modelling and Risk Assessment, it had a high impact on reducing
the overall software development process cost. The Secure by Design principle leads to reducing
the number of bugs, issues found after the deployment of the project. Due to the nature of
examinations, it is hard to fix issues during the examination or evaluation, which severely impact
the operation of the examinations and disrupt stakeholders. So, identifying issues at the early
stage of the development process was invaluable as it will reduce the disruptions due to the

proposed solution and reduce the total cost of ownership.

44



Table 4.1: STRIDE: Threats and Mitigation Technology

Threat Mitigation Technology Solution

Spoofing Authentication Digital Signature, Admission card

Tampering Integrity, permissions Digital Signature, Access Control
Encryption

Repudiation Fraud prevention, signatures Chain of Custody, Logging,

Information Disclosure
Denial of service

Elevation of privilege

logging
Encryption, separation of duties
Availability

Authorization, isolation

4.3.3 Risk Assessment

Attendance Sheet

OpenPGP

Stand by resources

separation of duties, privileges,

minimum access to servers

As mentioned above, Risk Assessment was conducted before moving to further design and de-

velopment of the proposed solution. Purpose of conducting Risk Assessment was to ensure that

necessary and appropriate risk treatment options should be implemented using administrative,

physical and technical controls in order to mitigate identified risks. Verification of no missing

necessary control is still available. The results of the Risk Assessment is available in the Table:

4.2.
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4.4 Holistic View

When the holistic view of the entire examination process is considered, following areas are iden-

tified.
1. Recruit Individuals and Teams
2. Establish Trusted Environment
3. Dispatch
4. Preparation
5. Deliver Examination Paper
6. Conduct the Examination
7. Evaluation
8. Deliver Examination Results
9. Decommission

Apart from the areas listed above, Workflow Management was useful to keep track of the
status of each activity to be completed in order to proceed at each stage. There were two routing
protocols used to facilitate the examination process as well as the evaluation process, which

explains in detail under the sub-section: 4.15.

4.5 Selection of Individuals and Establishing Teams

4.5.1 Creation of Roles

Multiple roles were created when considering the holistic view of the entire examination process.
A team of several members was deployed for the smooth running of the process. Duties were
well-defined and documented under each team member identifying his/her preferred skills.

Following are the list of roles created:

* Question Preparation
* Data Entry (Questions)

* Review Questions

50



* Bundle Questions to Moodle System
* Creating Packages, Build System, Create ISO, etc
* Examiner

e examination Supervisor
 Evaluation Panel

¢ Chief of Evaluation Panel

* Technical Team

* Technical Auditors

* Center Managers

* Security

* Courier/Transporter

* examination Organizer

* Dispatch Team

* Assessment Team

* Incident Response Team

* Regional Coordinator

 Service Providers

* Suppliers

In addition to the above-listed roles, the system focuses on the role of the examination candi-
dates as they have physical access to the main examination center where the examination server

is physically located.
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4.5.2 Screening of Individuals

There was a proper recruitment process for the roles mentioned above, including the screening of
individuals for highly confidential activities, and they were requested to sign a Non-Disclosure
Agreement (NDA) with the Department of Examination. Each member of the team was equally
responsible for assigned activities. However, only the head of the division was accountable for
the process, and related activities conducted by his/her team.

Moreover, those who have to work on activities related to technical areas such as server
deployment, technical support, including troubleshooting and incident response, were expected
to have adequate skills and experience on the domain.

This screening process has a high impact on the authenticity of the examination process.

4.6 Review and Modify Service Level Agreements (SLA), Con-
tracts, Memorandum of Understanding (MoU) and Laws

and Regulations

There are multiple supporting services required to conduct a computer-based examination in
order to make minimum disruption other than natural disasters. Electricity is a critical factor,
and the Department of Examination should have an MoU with such stakeholders in order to
minimize the impact on scheduled exams. School ICT labs running without the support of the
national power grid (using alternative power sources such as solar power, power generator), are
required to conduct proper maintenance in advance. Furthermore, review relevant SLA and
MoU with respective parties.

Similarly, SLAs for digital equipment such as Routers, Switches, Uninterruptible Power Sys-
tems, PCs, Monitors should be enforced with vendors in advance to be repaired or replacing
faulty items if and when necessary. Renting a portable power generator and having enough fuel
reduces the risk of disruption of the examination or evaluation process.

Composing a list of contact channels and people is highly essential to respond to an incident
during the examination. For example, how and who should be contacted in case of a power
outage. The escalation procedure and the response time for such an incident should well be
documented.

Moreover, related laws and regulations should be reviewed, and the necessary knowledge

should be transferred to relevant teams by conducting workshops and awareness programs in
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advance.

4.7 Establish Trusted Environment

4.7.1 Initialization : Selection of Exam/Evaluation Centers

This protocol is dedicated to establishing a trusted environment in order to conduct either exam-
ination or evaluation. Alternatively, both processes conducted by maintaining confidentiality,
integrity and availability.

First, the Department of Examination should identify suitable examination centers (ICT labs)
which already have basic requirements and capacity. For example, wired network connectivity
to each PC/Laptop, power supply with USPs systems, number of client machines and servers
including stand by systems. Other than the capacity requirement, the ICT lab should be available
during the examination or evaluation period.

As depicted in the Figure: 4.5, the Department of Examination (DoE) sends a request to each
lab along with an examination code, tentative schedule and the specs and guidelines. Each lab
should send an ACK to the DoE with a Board Number (boardno) which is the examination Center
ID, availability and status (active or inactive) of the lab. Once the Department of Examination
has updated the received information, it sends an ACK to the examination center and based on
the acknowledgement particular lab will be reserved for the upcoming examination using the
examination Code (examcode) sent initially.

Specification include the following items:
1. Number of PCs available.

2. Number of Servers available.

3. Electricity Power

4. Capacity of PCs

5. Capacity of Servers

6. Number of UPS

Initialization Protocol supports the identification of available examination centers that fit
with the specification provided by the Department of Examination. Next phase, the preparation

of the exam, continues only with examination centers that match with given technical spec.
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Figure 4.5: Initialization Protocol

4.8 Dispatch

4.8.1 Packaging, Build ISO

This process involves highly confidential work, and the DoE should handle it. All activities
should be conducted under both physical and administrative controls in order to maintain the
CIA Triad of Confidentiality, Integrity and Availability of the exam. A Senior Administrative
Officer should always oversee the activities that take place in an isolated room, without internet
access or connectivity to the local area network of the DoE, and only limited physical access is
permitted. Physical access is allowed only to limited staff who have already been screened, with
their role and access verified and a signed non-disclosure agreement. Each access attempt must
be recorded in a logbook under the supervision of a senior officer.

The examination platform and required programs, scripts should be packaged. Packaging of
software solutions makes it easier to distribute, update, remove and manage the software that
creates specific Operating Systems, for example, Red Hat Enterprise Linux, CentOS, Fedora,
Debian, Ubuntu. Moreover, after signing such customized packages, it is possible to verify the
packages from the correct source.

Once packaging is done, it is required to build an ISO disk image which will be used to
deploy an expected customized Operating System across several remote examination centers
and evaluation centers. Since all required applications have been packaged, there will not be
any manual installations, upgrades, removals or modifications at remote centers.

The checksum is created at the time of building the ISO image, and that checksum file keeps
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the integrity of the DVD ISO image no matter how long it travelled or who keeps the image file
or disk.

4.8.2 Compose policies, procedures, standards, guidelines and checklists

Based on the objectives of the Department of Examination, their existing policies should have
necessary amendments in order to facilitate computer-based examinations as well as running
it across the country in a fully or partially disconnected network. Based on the policies of the
DoE, standards should be created or updated in order to implement the policies related to the
computer-based exam. There are procedures which consist of detailed step-by-step instructions
for a given task, which implements the policy. Guidelines are implementing procedures which
consist of administrative instructions or recommendations. Checklists make specific require-
ments that have been met at a given point. It makes the verification process more manageable

and avoids skipping any critical step in the process.

4.8.3 Packing

The staff of the examination Organization Branch plan the entire delivery roadmap and sched-

ules. Following decisions to be made by the examination organization branch.
1. What to deliver?
2. On when it should deliver?
3. To whom it should deliver?
4. How to deliver?
5. When should it collect?
6. How should it collect?

For example, the installation media (DVD/USB) will not be sent early in the process, but it
is more than enough for them to be sent after the completion of the initialization phase. The
Technical Team should have both installation media and the list of the available exam/evaluation
centers to visit in person and validate them. Then deploy the Operating System. Packaging
includes security stickers to seal PCs and other required devices.

All the items are packed with waterproof material with a proper tag to identify destination

and item code.
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4.9 Preparation

After completion of the initialization phase, the DoE will know the number of examination and
evaluation centers available to proceed with the particular exam. DoE will need to re-run the
initialization phase in a set of new exam/evaluation centers or centers which initially failed but
have been prepared up to the acceptable level. The latter will be handy in case there was a
shortage of examination centers. DoE should always keep several exam/evaluation centers stand

by in case of an emergency.

4.9.1 Preparation: Preparation of examination Center

Preparation of the examination center is the next step after the initialization phase. The DoE
should send guidelines and a checklist to each examination center. In this stage, the manager
of each Computer Center has to be involved in several activities that cover Network Security,
Physical Security and Operating System Security of the PCs.

Operating System security includes installing and updating virus guard and OS update in
client systems. In addition to updating systems, it is required to create local users and let the
system clean up user directories after each reboot to remove any kind of examination materials
remaining before the next session. It is about keeping the confidentiality of the exam. Disabling
Wi-Fi is a must in order to avoid outsiders breaking into the local network via the Wi-Fi access

point. Physical security is about providing security of assets in the examination center.

DoE examination Center

Preparation of Centers :

ReqRevie

Request to review : W.'(examcode, boardno) Received Guidelines
(gUidelineSr Checklist) " Followed guidelines & chec
ACK:
Acknowledge  ’ list
: ilable, status)
update workflow \@“ Lo
: LOSED
: ACK: Confirmation

: follow-up activities
CLOSED

trigger review

Figure 4.6: Preparation Protocol
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4.9.2 Preparation: Review of examination Center and examination Server

Deployment

Center Manager confirms the preparation of the examination center, based on given guidelines
and review as per the given checklist. Then there will be a separate team that will be visiting the
examination center in person to make sure if the manager has reported the actual situation and
to find whether there are missing steps still. This is a kind of additional verification that count
under administrative controls.

The Technical Team will deploy a customized Operating System (GNU/Linux) which acts as
the platform for the questions. That is when the review is complete, and the examination center
is maintaining up to given standards and guidelines.

At this phase, the technical team should conduct the following activities. Having a separate
team to review and deploy the examination server, that respects the value of separation of duties
is paramount. The Technical Team should be with a well-balanced composition of ICT teachers
with Hardware, Network and GNU/Linux skills, In-Service Advisor (ISA), and also the Assistant

Director in Education who has authority to make decisions.

4.9.2.1 Review the Examination Center

It needs a fresh review of the examination center against the given checklist. Finding any kind
of missing physical, administrative or technical controls within the examination centers is vital.

Since this technical team has the authority to make decisions, they will act immediately
to fulfil requirements or to sort out issues. In case of a worst-case scenario where they can not
resolve the issue, they are supposed to inform the DoE. The Technical Team has the full authority
to disqualify any examination center being a part of the examination with the given examination
code. In such a scenario, they should immediately inform the DoE and change the status of the
examination center into disqualified. Otherwise, examination center status is qualified. In the
case of a disqualified exam/evaluation, there is a possibility of re-run the initialization phase

after successful repair or avoiding risks detected during the review process.

4.9.2.2 Deploy the Operating System

A DVD/USB copy of the customized GNU/Linux Operating System must have been delivered to
the Technical Team in advance. The Technical team should deploy the given Operating System
into primary and stand servers in the examination center as well as the evaluation center. The

Tech Team is responsible for labelling primary and secondary servers and sealed the casing using
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the provided stickers from the DoE. The installation process is pretty much straightforward as it
is only required to make partitions and set passwords. As a part of the post-installation, the Tech
Team is supposed to run a script which reset both local and root (admin) user passwords and each
password should be unique in all examination centers across the island. The DoE can regenerate
these passwords if required, and this activity avoids the examination center manager or someone
else knowing the password given at the installation time as a result of shoulder-surfing or any
other mechanism.

No one supposed to open the casing or/and change peripherals in the server. Furthermore,
to log into the server once the Tech team has confirmed its deployment. During the installation
of the server, there will be additional software and services automatically installed which are
required to run the examination platform up and running.

In the case of the system upgrade, the same process can be followed. For example, in case
of security patches to be applied in order to mitigate the specific vulnerability, the Tech Team
can use a customized GNU/Linux ISO that includes the examination platform as well as security

patches.

4.9.3 Verify the Installation of Operating System

After completion of post-installation activities, the Tech Team is required to verify the server
deployment against a given checklist. It includes accessing given services from client machines.
Once the verification is successful, examination center status is changed to Ready to Deploy.
Tech Team shutdown each server and isolate the secondary server (remove network cables) as
both servers should not run at the same time. Once everything is done, the Tech team seals all
USB ports using the given official stickers and updates their journals/logbooks.

There could be a scenario where selected server hardware failed during the installation or
post-installation, though it is less probable. Replacing an entire server with quality hardware is
highly recommended at this point considering minimizing the risk of failing the server during

the examination or evaluation process.

4.10 Deliver Examination Paper

A couple of days before the actual exam, the Examiner should visit his examination center, which
is under the status of Ready to Deploy. This means the examination center is ready to deploy

the exam.
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Figure 4.7: Review Protocol

Each Examiner will receive a portable USB storage, specifically USB pen drive with en-
crypted content from a Regional Coordinating Center one day in advance. Examiner should
open the package in front of his assistant. Examiner boots the primary server and then waits till
the system is ready to log in. Once the server is appropriately booted, the Examiner plugs the
USB device sent from the Department of Examination via the regional center.

Role of the regional center is to keep a trusted space which enhances the communication
between the DoE and the remote examination centers. For the exam, in case one of the USB is
not working, Examiner has to wait for the round trip that takes to return the faulty device and to
receive a new device. That impacts severely on the overall examination process.

The pre-installed Operating System is able to detect the USB that plugged in, transfer files in
the USB, verify them, then extract it to required locations and reload or restart services accord-
ingly. This process does not require anyone to log in to the system. So that chances of modifying
the system are controlled. Examiner and the assistant will be there as a physical control to avoid

such login attempts.

4.11 Conduct the Examination

Once the system is restored, Examiner can verify the restore process by accessing the server
using the client system. It is a matter of browsing a given URL and seeing the test results.
Moreover, the mock examination is given to verify the examination platform and questions are

deployed. Now examination center status is switched to Exam Ready and this status should not
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Figure 4.8: Deliver Exam

be maintained for a long time as the examination should be commenced in the examination center
within a day or two. Once the examination is commenced, it should inform both the DoE and
the regional center about the current status Exam In Progress. During the exam, examination
center status can be switched to Hold if the examination Center operations are withheld due to
technical or natural incident. The status changed to Moved if the examination center moved to
a new location due to natural disaster Exam Done The same can be done once the examination
was successfully ended.

After each session of the exam, Examiner should back up the examination center server into
two USB devices given by the DoE. Backup is encrypted and hashed in order to verify integrity.
This process should be continued till the final day, and there should be a log entry for each
USB device when the Examiner is taking the backup. Log entry includes USB label, time, and
officer ’s signature and this document act as an administrative control which confirms who had
taken the backup.

At the end of the last session of the last day of the exam, server shutdown and all opened
ports should be sealed with the given security sticker in order to control reusing the server until
the DoE requests to do so.

Both USB storage devices and log entry should be sealed into a wet-proof package and
handed it over to the regional center. Scheduled transportation should reach the regional center
along with an administrative officer to collect the package. Both USB devices and log sheets are

used in the next stage of the examination process, which is evaluation.
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Figure 4.9: Deliver examination Back
4.12 Evaluation

The evaluation process is almost similar to the examination process in terms of generic oper-
ations. In terms of human involvement, a group of selected teachers is connected to a remote
server located in an evaluation center instead of students. The Chief of the evaluation panel
replaces the Examiner. The Examiner was selected after screening and all the stuft provided
valid identification. Technical staff collects the USB devices along with the log sheet after veri-
fying the person who delivered the package. Technical staff should provide his/her own identity
to support verification of both parties and should then acknowledge receiving the package by
signing the journal.

Once the server powered up, the USB ws plugged in and the technical team restores a backup
as per the given guidelines. Tech team should use the log sheet to create a track of backups
taken at each examination session in order to restore the correct session. Next step is to verify
the restoration process by login into the examination system with a test account using the client
machine. After confirmation from the tech team, teachers commence the evaluation process.

During the evaluation period, a daily backup will be generated automatically. After comple-
tion of the backup, the USB device is plugged into the system and lets the system synchronize
the encrypted backup. Each backup should be recorded in the log sheet, including date and time,
location (Evaluation Center ID), the signature of the officer who was involved with the backup
process.

At the end of final evaluation day, once the completion of the backup server was shut down,
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all opened ports should be sealed with the given security sticker in order to control reusing the
server until the DoE requests to do so. The USB devices and the log sheet should be adequately

sealed in a waterproof package.

4.13 Deliver Examination Results

The authorized officer should collect the properly sealed package from the evaluation center by
producing an official identity card. It is also required to verify the person who delivers the pack-
age from the evaluation center. Then the package will be delivered to the DoE as the final stage
of the examination process. At the DoE, the same verification process is repeated by checking
the identity of both delivering and receiving parties and then the package is handed over to the
Confidential Branch, which is supposed to pool results.

Once the package is received at the DoE, the package is safely opened, and then the log sheet
is checked for any crucial comments or feedback. First, the signatures are verified. Then the
received USB stick is plugged in to take a copy of the backup into secure storage at the DoE.
The same activity should be repeated for the second USB as well. In the end, both USBs should
have separate backups into secure storage if the signature is verified.

Once signature verification is successful, and the backup is completed, USBs should be kept
in a safe locker along with a copy of the log sheet. Then the decryption process will use the
backup copy and the log sheet. After the decryption is completed, results will be imported to a
central server which processes examination results.

Now the acknowledgement required to send back to the evaluation center in order to wipe

out evaluation servers.

4.14 Decommission

After considering the requirement of secure deletion of data, a decommissioning process was
introduced. Authorized officers attend this task only on request in case the server is no longer
in use due to hardware failure. Cancellation of the examination or evaluation also requires the
decommissioning process. It is mandatory to perform data archival before each decommission-
ing process. The officer who attended the decommissioning process must produce a report on
the way the decommissioning process was carried out. The decommissioning report includes
information such as when it was done, where it was done, by whom it was down, how it was

done and what tools used during the entire process.
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Figure 4.10: Deliver Results

4.15 Routing Protocols

4.15.1 Direct Contact Protocol Operation

In order to handle secure delivery of environment keys during the initial phase of setting up
the environment at both examination Center (ExC) and Evaluation Center (EvC), two different
installation media are directly distributed to each center via trusted transportation. Transporta-
tion should be hand-carried by a trusted official who already cleared the screening process and
got authorized himself to distribute media from DoE to ExC and EvC accordingly. There are
different keys available in each installation media which require to handle encryption, decryp-
tion, signature creation and verification at each stage. The person who delivers the media has no
authority to install or keep them for personal usage.

It is mandatory to provide official identity at DoE before collecting the package as well as
delivering it to each center. Similarly, the person who delivered the package shall verify the
identity of receiving parties before handing it over. It is essential to maintain a log note to keep
track of the collection and delivery of each media with correct date and time with the location
(Center ID) and signature of relevant participants. This operation process is depicted in the

figure:4.15.2.

4.15.2 First Contact Protocol Operation

Each examination Center should back up examination content and send them to an Evaluation

Center via an authorized officer who is already screened. The officer should prove the identity
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to the examination Center (ExC) and verify the person who is handing over the backup to make
sure there will not be a third party involvement other than officials.

At the Evaluation Center (EvC), the identity validation process is repeated, and then the
backup is handed over. During the collection and delivery, a backup name, hash, date and time

(collection or deliver), location (Center ID) and replant participants are noted.

Direct Contact Routing Protocol Opertion

DoE (Origin) Exam Center Evaluation Center

t+to t+to+t' t+to+t"™
PUbKey(DoE), Pub(EvC), Prv(ExC)

Enviroment PubKey(DoE), Pusiey(§xC), Prv(EvC) @

(USB/DVD) '
| s
! 1
] t"'t’)"'f" I
t+to+Ht""
tHt tH1+
Sync (USB to PC)
Deliver Exam @_‘/
(USB/DVD)
t+H+t"
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Session Key @,_,_____ SMS (SessionKey)
(sms)

Vot '

Figure 4.11: Direct Contact Protocol Operation During Environment Setup

4.15.3 Protocol Stack

Each of the protocols and sub-protocols described above form the protocol stack that provides
the solution. The proposed protocol stack is given in Figure:4.15.3, which enables the confiden-
tiality, integrity, availability and non-repudiation of the examination system. Foundation of this
protocol stack is the trusted layer which builds during the initial phase of the process where the

selection of trustworthy staff and initialization protocol is given in Figure:4.5. Then the main

64



First Contact Routing Protocol Operation
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Figure 4.12: First Contact Protocol Operation During the examination and Evaluation

two protocols, First Contact Routing Protocol and Direct Contact Routing Protocol handle rout-
ing. Direct Routing Protocol is used to set up the environment and deliver session keys, which
is required to start the exam.

First Contact Routing Protocol facilitates synchronization of exam, backup and results while
Direct Contact Routing enables environment setup and session key. Sync Protocol enables secure
synchronization of content from the server to USB and vice versa at both examination Center

and Evaluation Center.

Exam Backup Results
Sync Protocol Env Setup Session Key
First Connect Protocol Direct Connect Protocol

Trust Protocol

Figure 4.13: Protocol Stack
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Even though this solution is missing AAA server such as RADIUS server which is used in
conventional networks. The proposed solution provides similar capabilities by handling Authen-
tication (Who you are?), Authorization (What you are allowed to do?) and Accounting (keeping
records/Logging system) using physical, administrative and technical controls embedded into

the solution.

Moreover, the proposed solution provides data security with respect to the Data Security Life-

cycle listed below.

Create  : create, update/modify data.
Store : Data at rest.

Use : Data in use.

Share : Data in transmit.

Archive : Backup, store in long term storage.

Destroy : Permanently destroying of data.

4.16 Summary

Design of the security protocol initiated with the idea of “Secure by Design” concept. So, a Level
3 Data Flow Diagram created against the proposed solution followed by a Threat Modelling.
In the next chapter, Chapter 5, the researcher will discuss in detail the implementation of the

proposed protocol.
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Chapter 5

IMPLEMENTATION

5.1 Overview

This chapter discusses the implementation of the proposed protocol design discussed in the pre-
vious chapter. The proof of concept prototype was developed using the proposed security proto-
col. Moreover, this chapter discusses how administrative, physical and technical controls were
implemented to ensure confidentiality, integrity and availability of a computer-based examina-

tion which is capable of running in a delay tolerant environment.

5.2 Training and Awareness

Several training and awareness programs were conducted to address different stakeholders and
scenarios. Firstly, a hands-on training session was conducted to the staff of examination and
evaluation centers on the fundamentals of GNU/Linux and also on setting up a local network.
Troubleshooting, monitoring exams and related formalities such as taking a secure backup and
filling chain of custody were also included in the training process.

A separate session was conducted on security-related aspects, including Social Engineer-
ing attacks. These training sessions were provided to full staff in all administrative categories
as security is everyone ’s responsibility. Moreover, these training and awareness programs were
conducted to prevent incidents related to human errors and also to provide better user experience
with fast response to incidents. During the awareness programs, it was highlighted the impor-
tance of the security concepts (discussed in the Section: 2.12 ) such as Zero Trust. One such
thing discussed was about dealing with a candidate who has already arrived in the examination

centre after the identity validation procedure. There, we strongly instructed to the authorized
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center staff to not let this candidate to approach the server computer or having try-outs to login

with others credentials.

5.3 Encryption

Despite the mode of the examination, examination papers and results should be transported
securely from one location to another. It should remain safe when examination data is at rest
(residing in a disk). Encryption plays a significant role here to ensure that confidentiality is not

compromised and implemented encryption methods are further described here.

5.3.1 Encryption of Data on Transmit

Sensitive data such as examination paper should not transmit in plain text. Since the transmis-
sion medium is a generic USB drive (no built-in hardware encryption), sensitive content was
encrypted before writing them into the USB drive.

Examination center servers were set up to generate encrypted backups automatically. Fol-
lowing that, the examination supervisor needs to trigger the backup via examination monitoring
dashboard. Detailed explanation on the implementation of encrypted backups can be found un-

der the Section: 5.16 Secure Backups.

5.3.2 Encryption of Data at Rest

The data that is stored physically in the disk is called Data-at-Rest. The encryption of data-at-
rest is about encrypting the data in a server disk. During the deployment of the examination
server, it is recommended to create disk encryption at the time of installation of the server by a
Tech Team. Since there is no technical team available at an examination center permanently or
full time (they are supposed to provide technical support to several examination centers in their
education zone) passphrase should be kept only by the examination supervisor.

The Data-at-Rest Encryption has no protection over deletion of data in the encrypted disk or
when formatting the encrypted disk. The risk of wiping out the entire encrypted disk is controlled
by allowing access only to authorized examination staff of centers. Unauthorized access to the
examination center is controlled by the security officers who are placed outside the examination
center. Both the staff and examination candidates are authorized to access the examination center
premises after the verification process. The staff has to provide both NIC/Passport and a valid

appointment letter, but examination candidates should provide a valid admission card along with
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their NICs. The supervisor of the examination center is responsible for avoiding unauthorized
access to the server by any party, including students while it is being up and running. The
security guard is responsible for securing the main entrance of the premises.

Moreover, Wi-Fi is disabled in order to avoid unauthorized remote access via the Wi-Fi
routers available in examination centers. The technical team is supposed to review the avail-
ability of Wi-Fi access during their on-site pre-examination audit. The technical team should
immediately disable Wi-Fi services attached to the internal network.

In the examination guidelines, it is mentioned that no electronic devices are permitted into
the examination center. Neither storage device, nor communication device is allowed to bring

into the examination center.

5.3.3 Key Infrastructure and Distribution

The examination process requires keys for encryption, decryption, signature creation and verifi-

cation of the signature. Some cryptography-related activities were implemented as follows:

f—

. Encrypt examination paper at the Department of Examination
2. Sign the examination paper at the Department of Examination
3. Decrypt examination paper in the examination server
4. Verify the signature of the signed examination paper in the examination server
5. Encrypt examination backup in examination server
6. Sign the examination backup in examination server
7. Decrypt examination backup in evaluation server
8. Encrypt evaluation backup in evaluation server
9. Sign the examination backup in examination server
10. Decrypt evaluation backup at Department of Examination

11. Verify signature of the evaluation backup at Department of Examination

Above listed cryptography-related activities require different types of keys in different lo-

cations in order to transmit examination content confidentially. To make this possible, Key
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Distribution is highly essential, and the proposed solution is capable of distributing keys to all
examination centers across the country.

Required keys were added into the customized ISO image and required keys were copied into
the server during the installation efficiently. There were two separate ISO files created to deploy
examination server and evaluation server. It made it easier to distribute keys required for each
server instead of having all keys in both types of servers.

The examination paper was decrypted only at examination server but it is impossible to de-
crypt at the evaluation server as the examination paper was encrypted using the public key of the
examination server. Similarly, evaluation server backup could not decrypt using the examination
server but at the Department of Examinations as the evaluated results are encrypted using the
public key of the Department of Examinations. Purpose of this technical control was to enforce
only the examination centers were able to retrieve the examination paper but not elsewhere. It

enables confidentiality within the examination process.

5.3.4 Type of Encryption

Mainly there are two encryption types, namely, Symmetric Encryption and Asymmetric Encryp-
tion. There is an advantage of using symmetric encryption when dealing with large files. The
idea was to first encrypt either examination paper or backups with symmetric encryption and
then encrypt the symmetric key using public key encryption (asymmetric encryption). When
transferring the encrypted file, the encrypted (using the public key of the destination) secret key
of the symmetric encryption is also required to be sent to the destination.

Hybrid encryption is leveraging the performance of the symmetric encryption and the con-
vince of secure key exchange of the public encryption. It is highly essential to encrypt and
decrypt backup files efficiently and exchange keys with minimum effort over a secure mecha-

nism.

5.3.5 GnuPG (GPG)

GnuPG (GPQG) is a Hybrid Encryption solution. The GPG uses symmetric encryption using
it ’s default cipher of Advanced Encryption Standard (AES) and encrypts the session key with
the public key. In addition to the encryption and decryption, GPG is able to handle signature

creation and verification as well.
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5.4 Local Configuration

The local server includes several configurations which are deployed for different requirements
such as to enable service, forensic readiness, ease of technical support and to minimize accessing
local server except via web server.

The technical team executed a separate script to manage local configurations. It is the re-
sponsibility of the technical team to verify setting under the supervision of the examination
supervisor. Since the examination supervisor is responsible for all the activities conducted in
the examination center, the supervisor must observe all activities with the help of the center

assistant.

5.4.1 Network configuration

The examination server or the evaluation server is deployed in a school ICT lab before commenc-
ing the examination or the evaluation. Other than the server, client machines with either Linux
or Windows Operating System, no change to the client OS is made but setting up /etc/hosts file
to resolve local DNS is allowed. Each examination center and evaluation center is supposed to
set the local network into a unique network address. The examination servers used a unique
IP that each client machine can use to access the server during either examination. The similar
environment was set up in each evaluation center, but the server had unique IP but different from
the examination server.Client machines are required to set the server IP to resolve DNS locally
using the “hosts” file.

Both primary and the standby server were configured with the same IP address but the
standby machine supposed to power up only when the primary server is unavailable. In case
of unavailability of the primary server, it is a must to remove it ’s network connectivity cable

before connecting the standby server to avoid IP conflict.

5.4.1.1 Network Interface Card (NIC) Bonding

Network Interface Card (NIC) bonding implemented during the installation to support multiple
NIC devices to serve with a single IP. It also enables fail-over in case of network interface failure
or cable damage. As given in Figure: 5.1, NIC bonding implementation was automated to min-
imize human errors and easy deployment. Customized systemd service is created to regenerate
the fresh nic bonding configuration after each system or service reboot. It makes the system

automatically remove configurations of nic devices that no longer attached to the device.
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Figure 5.1: Automated NIC Bonding

Moreover, the above mentioned technical aspects were communicated to members of the
technical teams during their hands on training sessions. Additionally, these instructions were

included in the printed technical guidelines provided to each center.

5.4.2 Update Timezone

In order to retrieve useful logs with the correct timestamp, setting the Timezone to correct time-
zone is an essential task. Time-dependent activities such as scheduled jobs, application-related
events (either activation or expiration of the examination) depend on the time zone. Importance
of setting the correct timezone and the way set correct timezone during the installation was ex-
plained during the hands-on training session. A custom script that runs as the post-installation

fix the timezone in case if it missed during the installation.

5.4.3 Enable Service

Cronjobs for backups

Firewalld

httpd

MariaDB

Custom Service (i.e. synchronize secure backups to USB)
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¢ Firewalld

5.5 Collecting Environment Information

Environment information is useful in case of an incident. It is highly essential to collect environ-
ment information, such as neighbouring devices to enable forensic readiness. Network scanning
to find the number of devices attached to the network. ARP Scanner is one of the tools that can
periodically scan the network to find connected devices. A number of connected devices to the
examination network should not exceed the total number of computers approved to a given ex-
amination center. Similarly, the number of connected devices in the evaluation center network
should be equal to the number of approved computers in the network of the evaluation cen-
ter. The above-mentioned feature was implemented in both examination and evaluation center

servers as a part of forensic readiness of the system.

5.5.1 Logs

Logs are one of the most essential and critical parts of a system and help the system to be a
forensic-ready environment. It is required to identify required logs for the running system in
order to provide technical support as well as for investigations at the post-event stage.

There are different logs available, and some of them automatically generated by the Operating
System and Applications. Some of them are required to generate by the customized processes or
scheduled jobs. Purpose of enabling logs effectively and securely collect them is highly useful
for a forensics readiness of the system. In case of an incident, logs deliver exhaustive information

on the either past or present situation.

* User logins

* System start, shutdown and reboots

Backup logs

Web server (apache httpd) logs

Database server (mariadb) logs

Application server (moodle) logs

Audit/Security logs
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¢ Health checks

There is no much use of logs without a proper timestamp, but the system time should be set
to the local time zone. Since the system is supposed to run independently in a remote station
as a server, it is essential to set log to rotate in a manner that excess logs will not fill the disk.
Disk capacity planning requires considering the size of complete logs. Moreover, it is essential

to avoid accidental deletion of sensitive or critical logs.

5.6 Server Hardening

Server hardening is about increasing the security of the operating system and its applications,
service of a server. There are activities that can be done in order to harden a Linux server.
A few of them listed below. During the installation of the customized Operating System, it

automatically deploys the harden version of httpd configuration.

5.6.1 Update Kernel and install security updates

It is highly essential to keep the kernel up to date and install the latest security updates. All
available updates bundle together during the ISO build process. There would be no need of
separate package update if the server installation was done by the latest release of ISO from the
Department of Examinations.

Technical Team able to deploy security updates with a pre-approval from the DoE in case of

a critical security patch to deploy.

5.6.2 Minimal service and packages

Both examination and evaluation servers should have only httpd, MariaDB and firewalld service
but not services such as samba, FTP rsh, telnet, rlogin, and mail services. The server should have

only required packages. Minimum packages will reduce the risk of having vulnerable packages.

5.6.3 Verify no local user (non-root) accounts with UID set to 0

Only the root user account should have UID set to 0.

5.6.4 Verify no user accounts with empty passwords
User accounts with empty passwords should be a lock.
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firebird. 3.0.4 4-4,fc3@ Fupdates

11d.noarc
firewalld-fil tem.noarch
[danishk anishka ~]5
[danishk anishka ~]% I

nishka ~]# awk -F: '"(%3 == "@") {print}' /fetc/passwd
:@:root:/root: /bin/bash
@danishka ~]#
[rootedanishka ~]# I

Figure 5.3: Verify no local user (non-root) accounts with UID set to 0
A user account can be lock using the following command.

#passwd -1 <user_name>

5.7 Host Based Intrusion Detection (HIDS)

Although the system is running in a remote location, it is required to monitor the malicious
behaviour of the server. An Intrusion Detection System (IDS) can detect changes and threats
to the system. A host-based IDS will monitor the server on which it is installed. There are
several HIDS solutions out there, but the researcher deployed Advanced Intrusion Detection
Environment (AIDE). The AIDE is an open-source HIDS solution that can scan file properties

such as the content of the file, file creation and update time, file permission and inodes.

5.8 Packaging

Udev rules

Backup scripts

* Examination paper

Encryption Keys
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[root@danishka ~]#

[root@danishka ~]# awk -F:
[root@danishka ~]#

Figure 5.4: Find user accounts with empty passwords

5.8.1 Build ISO

ISO file was created using both official fedora packages and customized packages. This process
was conducted under the observation of a senior officer.

Once the ISO was built, the verification process started at the Department of Examinations.
All custom scripts and required functionality was there as expected. Then the ISO image was

approved, and media (LiveUSB/LiveDVD) preparation started.

5.8.2 ISO Checksum

A checksum was created and signed with the private key of the Department of Examinations.
At the receiving end, checksum was verified before the check the checksum of the received

installation media.

5.8.3 Packaging DVD/USB

ISO files can be distributed across all the examination centers as LiveDVD or LiveUSB. After
writing the ISO image into either DVD or USB as a live system, each media was verified by
booting into login screen. Then the verified media was labelled with serial numbers for tracking

purpose and carefully packed using a secure package.

5.9 Prepare Examination Center

5.9.1 Masking of Educational Material in the ICT Lab

Examination center was prepared as per guidelines provided by the Department of Examination.
All kinds of educational materials have either been masked or removed. For example, educa-
tional banners, posters or any form of materials with the content that related to the subject of the

examination.
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5.9.2 Access Control

A security officer deployed at the main entrance of each examination center during the period of
examination. The main door of the ICT lab was secured with a proper padlock and each client
and server machines also locked with padlocks. The supervisor of the center is responsible to
secure the machines and servers inside the center and keys of the padlock keys should be sealed
and kept at the security office. The chief of the security accountable for the physical security of

the premises.

5.9.3 Security Camera

Some of the examinations and evaluation centers consist of a security camera that operates
throughout the entire day. Since the deployment of a security camera is not an affordable solu-

tion, it was not a mandatory requirement but considered as good to have an option.

5.9.4 Network Level Controls

Wi-Fi access disabled from the ADSL/4G routers to make sure that the local area network is
accessed by only verified candidates and the supervisor who are physically present inside the

examination center.

5.9.5 Client Systems

Anti-virus software updated in candidate ’s and supervisor ’s system. All devices tested includ-
ing mouse, keyboard, UPS. The hard disk was cleaned up including the download directory.
Verified available disk capacity, CPU and physical memory are up to the recommended capac-
ity. For each session of this examination, there were two standby computers for candidates and

a one standby machine for the server in school ICT labs.

5.10 Prepare Evaluation Center

Preparation of the evaluation center is almost similar to the preparation of the examination center
that was described under Section: 5.9. All client machines treated as mentioned in Section: 5.9.5

and access controls were placed as mentioned in Section: 5.9.2, Section: 5.9.4.
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5.11 Deploy Servers

The technical team confirmed that they had received the correct checksum of the ISO image by
verifying the checksum. Then generated the checksum of the received ISO and matched with the
received checksum. Once the checksum was matched, the technical team deployed examination
servers and evaluation servers using corresponding ISO images.

Even though deployment of both examination server and evaluation server is straightforward
and almost similar, priority is given to deploy the examination server. Both primary and standby
server have deployed in each center. Successful deployment of the server reported back to the
examination server that triggers the next step. Installed media kept securely with the technical
team, but the examination supervisor had no access to the examination media.

There were two layers of security established while deploying the server by leveraging sepa-
ration of duties. Each server deployed with disk-level encryption. Passphrase for the decryption
of the disk, provided by the examination supervisor. However, root and local user (one single
user created in each server) passwords were set by the technical team. During the examination
period, the examination supervisor uses the passphrase during the boot-up of the server, but there
was no such requirement to login to the server. The examination supervisor was only authorized
to power on the server and provide the passphrase before the examination. After the examination
server was just shutdown but no manual operations to be done directly in the server throughout
the examination period. The similar procedure conducted at the evaluation center. The chief
officer of the evaluation center was responsible to power-up the server and shutdown during the

evaluation period.

5.12 Loading examination Paper

Once the examination server deployed, the examination paper would be received as a digital
media (USB). After plugging the USB into the running examination server by the examination
supervisor, the examination server automatically detected the attached USB and loaded the ex-

amination paper after verifying the decrypted content.

5.12.1 Verify examination server

A mock examination was given to verify the examination server. This is the very last step of
a series of activities to make the examination server ready to run an online examination. After

updating the status of the verification process, the session key was distributed to examination

78



centers which were successful with verification of the server. Otherwise, relevant support teams
attend to rectify issues found during the verification process. A detailed description of the sup-

port teams available under the Section: 5.24.

5.13 Session Key

A session key is required to access each examination session. It was generated and securely
delivered to the examination supervisor in advance. Delivery of the session key is separated
from the delivery of the installation media (USB/DVD) and examination paper. During this

process, the identity of the delivered person and the received person is verified.

5.14 Verify Candidate

Candidate verification is done in two stages. Security officers only allowed valid candidates
to enter the examination center by verifying admission against the identification card/letter and
checking their belongings. Valid candidates were allowed to enter the premises and did not
allow any prohibited items, including any electronic devices mobile phone, storage devices).
Then the supervisor has to verify the candidates against the list of valid candidates sent from the
Department of Examinations along with the candidate ’s admission and identity card/letter.

A notice was placed in both inside and outside of the examination center as a preventative
security control. It was clearly mentioned that what should not bring into the examination center

and what should not be done in the centers.

5.15 Conduct Online Examination

After the verification process, candidate ’s filled the attendance sheet. Then the supervisor dis-
tributed login credentials to respective candidates and shared the session key. Candidates were
logged in to the examination system, which was based on Moodle and provided session key to
access the examination. During the examination, the supervisor was able to monitor the progress
of each student using a separate dashboard. The supervisor was able to extend the examination
session when there was a disruption with less than thirty minutes. For disruptions with more
than thirty minutes had to be rescheduled, and each extension and reschedule were reported back

to the Department of Examination and logged in the journal reports. In case, if an examination
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was rescheduled due to a disruption, the rescheduled examination would be conducted after the

examination.

5.16 Secure Backups

The system generates secure backups for sensitive data such as examination papers, answers and
results. Sensitive content is compressed and then encrypted on the file with a signature to verify

later.

5.17 Automated Secure Synchronization

The system was designed in a way that no operator is required to login to the Operating System
either via Graphical User Interface or the Terminal (CLI). The examiner is supposed to plug one
of the USB drives to the system after each examination session. Automated synchronization

initiates once the USB device is plugged into the system without any other human interaction.

5.17.1 Identify USB

Udev is the Linux subsystem that supplies the Operating System with device events, for example,
adding or removal of devices such as network card, external hard drives (including USB drives),
mouses, keyboards, joysticks and DVD-ROM drives. Udev is a potentially useful utility that a
standard user can manually script to perform specific tasks when a particular device is plugged
in.

Udev rules recognize the way to identify attached devices and to assign a device name that is
persistent through system reboots or disk changes. Once Udev receives a device event, it matches
the pre-configured rules against the device attributes in sysfs to identify the device. In addition,
Udev rules can specify additional scripts to execute as part of device event handling.

Udev recognizes devices by serial numbers and manufacturer, vendor product ID numbers.
Though the mounting process can be restricted to a selected range of devices, Udev rules auto-

mount any USB device as the synchronization process handles only encrypted data bundles.

5.17.2 Local Synchronization

Synchronization initiates once the USB device is mounted under the predefined location as per

instructions given in the Udev rules. It is recommended to examiners to plug the primary USB
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device and then the secondary device sequentially to avoid human errors such as removal of the
wrong USB while backing up both devices at once.

It is possible to repeat the synchronization for any number of times for the same device.
The Synchronization process also supports multiple devices, and it enables synchronization of
standby USB devices in case one or both USBs are damaged or lost. This feature enables re-
trieving backup files until either the examination or evaluation server decommissioned. If the

device is lost, nobody can use it as the content is already encrypted.

5.17.3 Chain of Custody

The examiner was supposed to have two backup copies after each session using both USB de-
vices. It is recommended to maintain the chain of custody document during the examination
period. Information maintained in this document includes Device ID (provided by the Depart-
ment of Examination), backup time, date and user signature. In the case of missing backups,

this document will be used for investigation purposes.

5.17.4 Authentication and Authorization of Synchronization

At this stage, the examiner is authorized to take backups under supervision of the chief examiner.
The examination center staff are responsible for executing the backup process with the guidelines
provided. Other than examination staff, no one else should operate the system and handle the
backup process (students and the third party is strictly not allowed).

Any misbehaviour was followed with an official investigation and is bound to relevant conse-
quences. Computer Crimes Act will apply to an online examination if any offences mentioned in
the act are committed by an examination candidate, examination staff or third-party [52]. Since
the examination papers are copyright materials of the Department of Examinations, Intellectual
Property Act No.36 of 2003 is applicable in the case of misuse of examination papers or back-
ups that includes examination papers [53]. Moreover, Public Examinations Act (no. 25 of 1968)

[39] is also applicable here.

5.18 Post Examination Activities

After the examination, as mentioned above, secure backup (dual copies) was taken into provided
USB storage drives, and the chain of custody was updated. Both secure backup and chain of

custody were securely packed with a waterproof and damage proof package. After verifying the
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receiver and sender, the package was handed over to secure delivery managed by the Department
of Examination.

The next activity is to shut down the server and disconnect it from both the network and
the power line. Then, all ports including USBs and power button, casing, power supply socket,
network socket need to be sealed using a special sticker provided by the Department of Exami-

nations. Moreover, padlocks to be used to secure the casing of the server machine.

5.19 Swapping

Collected backups were swapped before sending them to evaluation centers. Before the com-
mencement of the examination, no one has the right to predict the evaluation center allocated to

a given examination center.

5.20 Evaluation of Examination Papers

The evaluation center also had two levels of security where a security officer verified every per-
son visiting the evaluation center by checking the appointment letter and the identity card/letter.
The chief examiner of the evaluation panel also did a verification.

Once the evaluation center received the examination backup, it was logged in to a journal
along with received time, delivered person and the signature of chief of the evaluation panel.
Then the USB with the examination backup was plugged into the server and waited till it restored
the examination backup. Only the evaluation server was able to decrypt the examination backup
as it had keys to verify the signature of the examination server and decrypt the backup. After a
successful backup restoring process, the USB and the examination backup were kept securely
in a sealed secure enclosure. The evaluation panel was able to log into the system using the
provided credentials.

After completion of the evaluation, the chief of the panel triggered the secure backup and
plugged the USB into the system. As mentioned under Section: 5.17, secure backup was syn-
chronized to the USB. The chain of custody was updated accordingly after the dual backup was

completed.
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5.21 Post Evaluation Activities

After the evaluation, secure backup (dual copies) was taken into provided USB storage drives,
and the chain of custody was updated. Both, secure backup and chain of custody were securely
packed with a waterproof and damage proof package. After verifying the receiver and sender,
the package was handed over to secure delivery managed by the Department of Examination.
Evaluation server was shutting down and disconnected from both network and the power
line. All ports including USBs and power button, casing, power supply socket, network socket
were sealed using a special sticker provided by the Department of Examinations and padlocks

used to secure the casing.

5.22 Data Archival

At the end of the entire examination process, each examination center and evaluation center
delivered a couple of backups (two USBs). All logs and encrypted backups should be archived
for a minimum of five years as per the data retention policy of the Department of Examination.
All contents of USBs are copied to portable disks with high durability. It is highly recommended
creating dual copies of the archive and sending them into two different safe lockers. The achieved

data must be retrieved only on approval.

5.23 Secure Deletion and Decommission of Servers

Servers can be removed from the examination or evaluation process due to hardware failure or
the examination center, or if the evaluation center is no longer in use. In such a situation, data
belongs to the examinations should be securely wiped out. This process should be handled by a
specific team from the Department of Examination. Who are authorized to make the necessary

decision to ensure no examination related data can be recovered from the server.

5.24 Incident Response

Technical support is highly critical in an event where the malfunction is about to happen before
the examination or while in progress and once the examination is already completed. Technical
support split into several layers in order to provide efficient and quality technical support in order

to maintain either no downtime or minimum.
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Technical Support has been implemented in three different levels to make sure the availability

of efficient technical support during the examination process.

5.24.1 Level I Support

Level I technical support is provided by examination staff at the examination center. It should
be available on-site throughout the examination period. A similar should be available for the
evaluation center as well. Level I technical issues should be reported back to the Department of
Examination using log sheets (journals) provided and phone calls and emails can be used when
it matters as per availability and severity of the incident. Level I support should escalate their

issues to Level II support unless they can fix with given resources.

5.24.2 Level II Support

The technical support team of the zone provides Level II technical support which can be reached
over the phone and if required, Level II technical support can reach an examination center in less
than an hour. The technical team should escalate the issue to Level III Support when they are
unable to resolve the issue. Level I Support has the authority to get the third-party support, such
as calling a vendor and requesting to replace malfunctioning devices at an examination center or
evaluation center. Since it is possible to reschedule a disrupted examination session, there will
not be much impact on candidates other than reattempting the examination either after repairing
the device or relocating to another examination center on a different date as per approval of the

Department of Examination.

5.24.3 Level III Support

Level III Support is provided over the phone and via emails by a technical team who are based in
the Department of Examinations. On-site support is also provided by the Level III team but only
when there is a critical issue where the rest of the two teams can not rectify the issue or make a
decision themselves. Level III Tech Support has the authority to cancel an ongoing examination
session with or without a rescheduled session. Moreover, Level III support coordinates both

Levels I and II teams when an issue occurs with the effects on all the centers around the country.
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5.25 Security Controls

As given in Table: 5.1, there were several control measures implemented. Physical security
implanted to avoid unauthorized physical access and, facility and infrastructure protection. Ad-
ministrative controls included policies, standards and processes. Technical or logical controls
included access controls, cryptography, intrusion prevention and backups.

Above mentioned controls represent five types of security controls or control functions,

namely preventative, detective, deterrent, corrective and recovery.
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Preventative Detective | Deterrent | Corrective Recovery
Padlocks,
Waterproof
packing  for Security
CCTV, Se-
USB  drives officers, Repair phys- | Stand by
Physical curity offi-
and docu- CCTY, ical damage | servers
cers
ments, Secure Warnings
Packaging for
DVD
Restore
Warning Stand by
IDS, Ap- either OS or
Encryption, messages server, Dual
plication data, Install
Technical Firewall, in the backup,
and access bug fix, re-
Antivirus SW system, Power
logs place faulty
Signature generator
hardware
Attendance
Review Non Dis- sheet, Chain
access closure of custody,
Separation
rights and | Agreement Reissue
of duties, Inquires and
journals, (NDA), admission,
Administrative | Hiring and investiga-
Screening, | Exam Reschedule
termination tions
Verify guide- exami-
policy
candidates | lines for nation,
and staff candidates Reschedule
evaluation

Table 5.1: Control Functions and Control Types
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5.26 Summary

A mixture of administrative, physical and technical controls was implemented to ensure confi-
dentiality, integrity and availability of a computer-based examination which is capable of running
in a disrupted and disconnected environment.

In the next chapter, Chapter 6, the researcher will provide a discussion about the evaluation
of the research, including lessons learned in each stage. Moreover, the next chapter presents the

evaluation of the proposed protocol through State Transition Diagrams.
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Chapter 6

EVALUATION

6.1 Overview

In this chapter, discusses about the evaluation of the proposed protocol. Evaluation was con-
ducted in two methods. Firstly, each development iteration evaluated with user feedback using
user surveys. Moreover, evaluation of the proposed protocol is presented through State Transi-

tion Diagrams.

6.2 Results of the Iteration-I

The first iteration conducted as an online examination using a central examination server. As per
the results of the servery, there was a high participation (see Figure: 6.1) and high satisfaction
rate (see Figure: 6.2) among the participants. The high rate of user satisfaction implies that the

provided Moodle based examination platform was up to the user satisfaction.

Have you conducted GIT Online Exam- Pilot 1

384 responses

® VYes
® No

Figure 6.1: Participation of the First Iteration

As indicated in the Figure: 6.3, there were several issues. Around 30% of them had no
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internet at school and 39% of them had poor connectivity. Around 34% of them having lack of
resources (PCs) in the school ICT lab, which clearly justify the requirement on extra sessions.
Since the number of usable ICT labs are less, each ICT lab has to conduct multiple sessions of

the examination.

Are you satisfied on GIT Online Pilot 1 Exam?

350 responses

@ Yes
® No

81.4%

Figure 6.2: Satisfaction of the First Iteration

Over 20% of them experienced a disrupted power supply during the examination period of
the first iteration. Moodle provides a feature to extend examination session time in case of such
outage. It is not possible to handle extension of examination session time in several examination
candidates due to multiple outages across the country. examination session extension is much
easier when students connect to a local server instead central server. The examination supervisor

can easily extent to examination session time in the local server.

No internet at school —95 (30.6%)
Internet connection is slow —121 (39%)
Not enough PCs in the lab —108 (34.8%)
Power supply issues (by CEB) —T74 (23.9%)
Server was not responding —60 (19.4%)

Server is too slow —82 (26.5%)

Other — 47 (15.2%)

0 25 50 75 100 125

Figure 6.3: Issues of the First Iteration

Concerning above mentioned issues, second iteration planned to deploy a local server in the

school ICT lab itself.
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6.3 Results of the Iteration-11

Have you conducted GIT Online Exam -Pilot 2

367 responses

® Yes
® No

Figure 6.4: Participation of the Second Iteration

The results of the second iteration proved that a standalone server was available and oper-
ational throughout the examination period with few disruptions. During the second iteration,
power outages and lightning caused disruptions to the standalone system and such factors were
beyond anyone ’s control. As per the results of the servery, there was a high participation (see
Figure: 6.4) and high satisfaction rate (see Figure: 6.5) among the participants.

Are you satisfied on GIT Online Pilot 2 Exam?

341 responses

® Ves

B

Figure 6.5: Satisfaction of the Second Iteration

6.4 Results of the Iteration-II1

6.4.1 Results of the Iteration-II1 A

After observing the Iteration - III-A, it was found that the local server was not able to maintain
the availability, and it started throwing timeout errors. Investigations found that the nature of
Moodle, which is used as the examination platform, makes database writes when the user either
switches to a new question or answers to the current question. This nature of Moodle creates

many disk IO operations in addition to the IO operations generated by the operating system itself.
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Power supply issues (by CEB) —85 (32.4%)
Server was not responding —60 (22.9%)
Server is too slow —136 (51.9%)
Other —75 (28.6%)
0 50 100 150

Figure 6.6: Issues of the Second Iteration

388 responses

Download link wasn't working —195 (50.3%)
Some anwsers were not able to 187 (48.2%)
upload
Wrong Sinhala Tranlation of 'Fhe 40 (10.3%)
question
Wrong Tamil Tranlation of 'Fhe 40 (10.3%)
question
Spelling mistakes —30 (7.7%)
Other —78 (20.1%)
0 50 100 150 200

Figure 6.7: Third Iteration: Questions Related Issues
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6.4.1.1 Boot into Volatile Memory

Then the same USB was tested with a specific boot option instead of default boot options. Entire
Operating System was booted into volatile memory (RAM) and tested on the local examination
server. The local server worked as expected but left the entire examination process in a high risk
of losing data in case of system shutdown. It is possible to back up everything to another USB
using the scheduled job, but there is a high chance of human error while handling two different

types of USBs (one USB to boot the machine and another one to back up).

6.4.2 Results of the Iteration-II1 B

As given in the Figure: 6.8 during the third iteration over 60% of the participants were conducted

the examination using local server.

Using local server 196 (63%)

Online 133 (42.8%)

0 50 100 150 200

Figure 6.8: Third Iteration: Method used to conduct the examination

The next option was to deliver an installation DVD and deploy the server. As per Figure:
6.9, several issues reported and only 46.9% of them were able to start the examination on time.
Considering the results of the third iteration, following measures taken to avoid unnecessary

delaying of the examination.
1. Introduced secure casing for installation media (DVD case)
2. Live USB option was discontinued

3. Advised service providers to review all hardware and repair them and produce a service

report.
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4. Requested examination centers to coordinate with regional power electricity suppliers and

avoid their maintenance during the examination.

DVD was dammaged 40 (10.3%)
Issues with USB stick 69 (17.8%)
0 (0%)
Switch, cables were dammaged 11 (2.8%)
Power outage 53 (13.7%)
51 (13.1%)
Other 56 (14.4%)
No, we have started on time 182 (46.9%)
26 (6.7%)
issues with USB stick 6 (1.5%)
Networking problems 4 (1%)

0 50 100 150 200

Figure 6.9: Third Iteration: Issues Impact on the Commence of the Examination

6.5 Evaluation Results of the Implementation

An online survey was conducted among examiners who involved with the implementation of
the proposed solution. There were 242 officers were engaged with the survey by representing
242 out of 656 examination centers. Sample was distributed across the different districts in the

country. Sample of the survey represent by the Figure: 6.10.

6.5.1 Installation of Local Server

Nearly 90% of participants were able to install the local server as given in the Figure: 6.11.
This proves that given instructions in the installation guide and proved training programs were

effective.

6.5.2 Usage of local server and online examination against the district

As given in the Figure: 6.12 and Figure: 6.13, other than Colombo district, there was high usage

of the local server compared to the online examination server.
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District

Cumulative
Frequency  Percent  Valid Percent Percent
Valid Ampara 7 2.9 29 29
Anuradhapura 20 8.3 8.3 11.2
Badulla 13 54 54 16.5
Batticaloa 2 8 8 174
Colombo 35 145 14.5 na
Galle 5 2.1 21 33.8
Gampaha 15 6.2 6.2 401
Hambantota ] 25 25 42 6
Kalutara 5 2.1 2.1 44 6
Kaluthara 1 4 4 45.0
Kandy 17 7.0 7.0 521
Kegalle 6 25 25 545
Kilinachchi 1 A A 550
Kuliyapitiya 1 4 4 5.4
Kurunegala 26 10.7 10.7 66.1
Mannar 3 2.1 2.1 68.2
Matale 11 4.5 4.5 2.7
Matara 16 6.6 6.6 79.3
Monaragala 7 248 2.9 82.2
Nuwara Eliya 12 50 50 87.2
Polonnaruwa 7 28 2.9 a0
Puttalam 2 B B an.9
Ratnapura 16 6.6 6.6 a7.5
Trincomalee 5 2.1 2.1 99,6
Vavuniya 1T A4 { A | 100.0
Total 242 100.0 100.0

Figure 6.10: GIT2019: Selected sample of the survey

245 responses

P ves
@ No

Figure 6.11: Ability to Install Local Server
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Local Server Online Total
District = Ampara 1 6 T
Anuradhapura 19 1 20
Badulla 10 3 13
Batticaloa 2 0 2
Colombo 17 18 35
Galle 4 1 5
Gampaha 11 4 15
Hambantota 5] 0 &
Kalutara 4 1 5
Kaluthara 1 0 1
Kandy 12 5 17
Kegalle 4 2 6
Kilinoc h hi 1 0 1
Kuliyapitiya 1 0 1
Kurunegala 24 2 26
Mannar 5 0 5
Matale 9 2 11
Matara 15 1 16
Monaragal a T 0 7
Muwara Eliya T 5 12
Polonnaruwa 4 3 T
Puttalam 2 0 2
Ratnapura 13 3 16
Trincomalee 5 0 5
Vavuniya 1 0 1
Total 185 57 242

Figure 6.12: Usage of local server and online
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Local Server Online

Vavuniya Vavuniya
Trincomales Trincomales
Ratnapura Ratnapura
Puttalam Puttalam
Polonnaruwa Polonnaruwa
Muwara Eliva Muwara Eliya
Monaragala Meonaragala
Matara Matara
Iatale Matale
Mannar Mannar
ey Kurunegala Kurunegala
g Kuliyapitiva Kuliyapitiva
i Kilinachechi HKilinochchi
=) Kegalle Kegalle
Kandy Kandy
Kaluthara Kaluthara
Kaltara Kalutara
Hambantota Hambantota
Gampaha Gampaha
Gallz Gallz
Colombo Colombo
Batticaloa Batticaloa
Badulla Badulla
Anuradhapura Anuradhapura
Ampara Ampara

23 20 13 10 B 0 3 10 13 20 23

Figure 6.13: Usage of local server and online against the district

6.5.3 Ability to Reschedule an Examination

During the implementation, rescheduling of the examination was allowed under the approval
of the Department of Examination. The examination centers, which were disrupted for more
than 30 minutes, were allowed to reschedule the examination. As given in the Figure: 6.14,
39.2% of them conducted extra session due to the rescheduling of the examination session. This
rescheduling of an examination proved that candidates have no risk of cancellation of examina-
tions due to disruptions. Rescheduling of the examination in a center is independent of other

centers.

6.5.4 Preference in the Next Examination

As a part of the same survey, users were able to mention there a preference in the next examina-
tion based on the previous experience they had. According to the Figure: 6.15 except Colombo

district, many users prefer to use a local server compared to the online examination server.
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District

245 responses

P ves
@ No
Figure 6.14: Rescheduling of Exams
Local Server (Connect to the server in the exam
center) Online
Vavuniva Vavuniya
Trincomales Trincomales
Ratnapura Ratnapura
Puttalam Puttalam
Polonnaruwa Polonnaruwa
Muwara Eliya Muwara Eliya
Monaragala Monaragala
Matara Matara
Matale Matale
Mannar Marnar
Kurunegala Kurunegala
Kuliyapitiva Kuliyapitiva
Kilinochehi Kilinochehi
Kegalle Kegalle
Kancly Kandy
Kaluthara Kaluthara
Kalutara Kalutara
Hambartota Hambartota
Gampaha Gampaha
Galle Galle
Colombo Colombo
Batticaloa Batticaloa
Baclulla Baclulla
Anuradhapura Anuradhapura
Ampara Ampara
25 20 13 10 o 0 E 10 13 20 25

Figure 6.15: User preference for the next examination against the district
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6.6 Administrative Incidents Reported During the Examina-
tion

As listed in the Appendix: E, administrative type incidents have reported during the examina-
tion and follow up investigations. The examiner should follow the standards, guidelines and

recommendations to minimize administrative level incidents.

6.7 Other Factors Affecting to Success

Knowledge and skills of Supervisor who is the Level-I support in this examination system. S/he
should have troubleshooting skills and escalate to relevant parties at the correct time. Especially

supervisors should able to understand given instructions and follow guidelines and standards.

6.8 Synchronization Over the Internet

Both examination and Evaluation servers capable of Synchronized encrypted backups over the
Internet. This feature was enabled by rsync over secure shell. This feature was appreciated as
it provided additional method to synchronize secure backups directly into the Department of

Examinations.

6.9 State Transition Diagram

The entire proposed protocol evaluated separately for the examination and evaluation. The pro-

tocol evaluated by state transition diagram.

6.9.1 Examination Module of the Secure Protocol

Examination module of the proposed protocol have evaluated by the State Transition Diagram
as in Figure: 6.16. It includes all verification stages including checking availability of the ICT
center, verification of the specification, installation media and the media transferring the exam-
ination paper.

According to the Figure: 6.16, there is a possibility of extending the if the examination is
disrupted for less than 30 minutes. In case the disruption is more than 30 minutes, officials make

a decision on re-scheduling the examination to a different examination session. Rescheduling of
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an examination can be located to either on same examination center or a different examination
center. As per the Figure: 6.14, over 39% of the examiners had to reschedule exams.

At the end of the examination, taking the backup in to two USB device (dual backup), update
the chain of custody and hand them over to verified and authorized person to return them back to
the Department of Examinations. Server data is securely wiped with an approval before ending

the examination session.

6.9.2 Evaluation Module of the Secure Protocol

Evaluation module of the proposed protocol have evaluated by the State Transition Diagram as in
Figure: 6.17. The evaluation process of the examination explained above in the Section: 6.9.1.
At the last stage of the evaluation, taking the backup in to two USB device (dual backup),
update the chain of custody and hand them over to verified and authorized person to return them
back to the Department of Examinations. Server data is securely wiped with an approval before

ending the entire evaluation session.
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Figure 6.16: State Transition Diagram of the Examination
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6.10 Summary

The results of this research indicated that it is practically possible to deliver online examination
to disrupted and disconnected regions using the proposed security protocol.
The next chapter, Chapter 7, is the final chapter. Conclusion and future work are presented

in the next chapter.
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Chapter 7

CONCLUSION AND FUTURE WORK

7.1 Overview

The outcome of this research is summarized in this chapter. The first section of this chapter

discusses the conclusion and followed by a separate section for future work.

7.2 Conclusion

The objective of this research was to propose a secure protocol to deliver a computer-based
examinations in disrupted and disconnected regions. The security protocol use necessary and
appropriate physical, administrative and technical controls.

The related technologies, solutions Delay Tolerant Networks based community projects, le-
gal background and security requirements principals are considered in designing the proposed
protocol. Especially, the protocol designed followed the principle of “Secure by Design”, which
included Threat Modelling followed by a Risk Assessment. The research methodology was a
mixture of action research and survey.

There were several iterations of developments and observations conducted prior to finalizing
the design. First iteration was conducted as an online examination using a central examination
server. As per the results of the servery, there was a high participation and high satisfaction
rate among the participants. The high rate of user satisfaction implied that the provided Moodle
based examination platform was up to the user satisfaction.

As disruptions were observed during the first iteration, it was decided to conduct the second
iteration using standalone server. A customized Linux ISO have been built and distributed 2000

DVD copies to selected school along with installation guide. Then the second iteration was
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completed followed by a survey. Based on the survey results of second iteration, third iteration
was planned and executed with two approaches. First approach was to use USB pen drives to boot
the examination server where customized Linux Operating System installed in to the USB drive.
In this approach Operating System load into in memory. Though this approach was operationally
easier when booting the examination server but a performance issue observed. Second approach
replaced the use of in-memory system by installing each local server using an installation media
(Install DVD/USB) with the help of a technical team. Third iteration followed with a survey to
observe issues during the examination process.

The implementation was evaluated using survey and the evaluation of proposed protocol was
presented through State Transition Diagrams. However, the obtained results indicate that the im-
plemented secure Delay Tolerance Protocol enabled to conduct an computer-based examination
effectively and securely in a disrupted and disconnected environment.

Both the third iteration and the implementation of the secure protocol facilitated to conduct
an online examination with over 180,000 candidates and hundreds of officials dispersed all over
the island. The overall examination was conducted smoothly by the Department of Examination
and it became the first-ever computer-based examination conducted in Sri Lanka with such a big
number of candidates.

The sustainability of the process of conducting computer-based examinations is also a change-
able task with the rapid advancement of the technologies. The organizations involving such

tasks, therefore, needed to be proactive with their work and future developments.

7.3 Future Work

Risk Management is an ongoing activity that depends on how often the technology and archi-
tecture are changed within the organisation. It is highly essential to identify the people, process
and technology that is critical to the computer-based examination process and help to assess
the associated risk. Risk Management and Risk Assessment are essential parts of Information
Security Management. A continuous Risk Assessment and Risk Management should be a part
of future enhancement. Either the audit branch or the finance branch of the Department of Ex-
aminations should take ownership of the Risk Assessment process. Risk Assessment included
identification of hazards, analysis of risks, and evaluate risks.

Moreover, paperless verification of identity would be a great value addition as all the candi-
dates could attend the examination without official admission during a post-disaster situation or

the department may not able to send admissions on time.
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7.4 Concluding Remarks

This study has shown that, with the use of the physical, administrative and technical controls
a computer-based examination can be securely delivered and execute in a disrupted and dis-
connected environment while maintaining Confidentiality, Integrity and Availability. Finally,
research findings have been discussed with respect to the Department of Examination environ-

ment and local context.
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Appendix A

Survey of Iteration-I

Following are the list of questions included in the survey.

0l.
02.
03.
04.
05.
06.
07.
08.
09.
10.
11.
12.
13.
14.

Name

Contact number

Email address

Designation

School/Department

Examination Center ID

District

Operating System used in student machines

Internet Service Provider

Have you conducted GIT Online Exam— Pilot 17

What is the duration the GIT Online Exam — Pilot 1
What were the issues you had during GIT Online Exam — Pilot 17?
What is your feedback on GIT Online Exam — Pilot 1?

Are you satisfied on GIT Online Pilot 1 Exam?
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Appendix B

Survey of Iteration-II

Following are the list of questions included in the survey.

0r.
02.
03.
04.
05.
06.
07.
08.
09.
10.
I1.
12.
13.
14.

Name

Contact

number

Email address

Designation

School/Department

Examination Center 1D

District

Operating System used in student machines

Internet

Service Provider

Have you conducted GIT Online Exam— Pilot 27

What is

the duration of the GIT Online Exam — Pilot 27?

What were the issues you had during GIT Online Exam — Pilot 2?7

What is

Are you

your feedback on GIT Online Exam — Pilot 2?
satisfied on GIT Online Pilot 2 Exam?
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Appendix C

Survey of Iteration-I1I

0r.
02.
03.
04.
05.
06.
07.
08.
09.
10.
11.
12.
13.
14.
15.
16.

17.

Name

Contact number

Email address

Designation

School/Department

Examination Center ID

District

Operating System used in student machines
Did you attend provincial awareness program?
Was the awareness program useful?

What is your feedback on awareness Program?
Do you think you should have enough training?
What kind of additional training/awareness you need (Installation ,

b

Please explain if you choose ’other’ in the previous question.
When did you collect installation media? (date & time)

How did you install the media?

#* I myself installed it

# Technical Team installed it

# 1 installed the media in other centers as well

% Someone helped me over the phone

% Other

Please explain if you choose ’other’ in the previous question.
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18. Was the coordinating centre people helpful during the distribution

19. Please explain if you choose 'No’ or “Moderate’ in the previous qu

Issues occurred during the GIT Pilot3 Exam =

20. Could not start exam on time

21.
22.

23.

24.
25.
26.
27.

28.
29.
30.
31.

% DVD was damaged

*

*

*k

*

*

*k

*k

*k

*

*k

*k

*

*

*k

*

*

*k

Issues with USB stick

I did not know how to change network IP range
Switch, cables were damaged

Power outage

Server down (when we were using onlineexams.gov.lk)
Other

No, we have started on time

Please explain if you choose ’other’ in the previous question.

How did you conduct the exam?

Online

Using the local server

Were there any issues related to local server?

No
Yes

Please explain the issue if you had issues with local server.
Were there any issues related to online system?
Please explain the issue if you had issues with online server.

What are the questions related issues?

Download link wasn’t working

Some answers were not able to upload
Wrong Sinhala Translation of the question
Wrong Tamil Translation of the question
Spelling mistakes

Other

Please explain what did you mean by ’other issues’ in previous ques
Were you satisfied with the support given by vendors and service pr
Please explain if your answer is ’'No’ or ’Moderate’

Who was the Internet Service Provider

115



32. Were you satisfied with the support given by Ministry of Education?
33. Please explain if your previous answer is ’No’ or ’Moderate .

34. Comments and Suggestions
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Appendix D

Survey of Implementation

01. Your Name

02. Contact Number

03. Email address

04. District

05. What was your exam centre number GIT exam (Conducted in Oct 2019)?
06. What was the method use for GIT exam (Conducted in Oct 2019)?

07. How many sessions were conducted for the exam by local server?
08. How many sessions did you conduct the exam in the online server?
09. Have you conducted any extra session (9th Day)?

10. Which method are you preferring to use for the next exam?

11. What is the reason to select the above option?

12. What were the issues you had during last exam?

13. Please explain if you choose ’'other’ in the previous question.

14. Please describe above issues in detail.

15. Were you able to install and setup local server?

16. Is your centre ready to run the next exam?

17. Does your centre have a proper internet connection to run the next

18. Suggestions and comments
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Appendix E

Administrative Incidents Reported During

the Examination

1. Use of different index number(sitting on wrong place and using o
2. Appearing on a different examination centre.

3. Wrong candidate signature.

4. Late attendance.

5. Appearing without an admission card.

6. Getting different medium other than the requested medium.

7. Inability to present a valid identity card.

8. Wrong ID number.

9. Signing on a different admission card.
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