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ABSTRACT

Information Security is an important and serious factor for any organization. Previously the
focus has been on Information Technology security and the implementation of such security
mechanisms were assumed to be the responsibility of the IT department and technical experts.
However, this trend is changing due to new aspects of business processes and business aspira-
tions in a digital world. The integration of business activities together has made information
more vulnerable, not just the Information Technology used to process the information. To ad-
dress such situations, IT security controls themselves are not enough to mitigate vulnerabilities
to an organization. To address such situations, a worldwide international standard was required.
The ISO 27000 family of security standards was developed to help organizations to protect their
important assets. Furthermore, many developed countries have developed their own versions of
security standards. In Sri Lanka we currently do not have any local standardization to assist
in protecting local businesses and organization which are regularly subject to security incidents
and vulnerable to information security risks. The main idea was to have an Information Security
Management System for the University of Colombo, and thereby develop a localized security
standard aligned to the laws and regulations of the government of Sri Lanka. By helping small
organizations to use a local standardization, based on local laws and regulations provides the
opportunity for such organizations to secure themselves without having to spend vast amounts

trying to obtain international standardization.

Due to limited time offered to complete the project, this Information Security Management
System framework is intended to provide a suitable risk assessment and a risk treatment plan to
address identified hazards. It will reduce the risks arising from critically identified vulnerabili-
ties that University system has and go towards eliminating any unacceptable security practices
within some administrative departments. In this thesis, the main concentration and effort was
given to the creation of an Information Security Incident Management system for the University
of Colombo staff instead of creating systems to manage all risks observed when doing the risk

assessment. The ISMS project will help the University of Colombo achieve a level close to the



international standard regarding information security and assist in growing the quality of work.
The ISMS would provide the ongoing opportunity for the University to keep the system under
constant review and apply modern technologies and new techniques with the recommendation

of Information Security Steering Committee.
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Chapter 1

INTRODUCTION

Concerns about the security of electronic networks and information systems as well as the
number of increased network users and the value of their involvement have increased. Several
factors have been combined to bring information and communication security to the top of the
organizational policy agenda. Some widely reported viruses have been released on the Internet,
causing extensive damage through information destruction and denial of access to the network
[2]. Such security problems are not confined to individual but spread quickly across the network.
Recently most countries experienced a ransom-ware attack globally, which was one of the major

cyber-attack ever happened on this planet.

While security has become a key challenge for policymakers, it is becoming increasingly
complex to find an adequate policy response. Only a few years ago, Security of computer sys-
tems was limited to large organizations and focused on access controls. Initiating a security
policy was a comparatively simple task. Because of a variety of developments in the broader
market context, this situation has now changed considerably, including liberalization, conver-
gence and globalization. End-user terminals such as PCs, mobile phones, etc. have become an

active element in the network architecture and can be connected to various networks [2].

An information security management system provides an organization to keep their business
on track without worrying about any failure due to security incidents where it would reduce and
mitigates security incidents. An Information Security Management System (ISMS) provides

information to be shared whilst ensuring it’s protection.

Statistically equipment theft is a real problem, the most damaging aspect is the loss of data

and software. Sources of damage such as computer viruses, computer hacking and denial of ser-



vice attacks have become more trivial, more determined and increasingly practical. The internet
exposes organizations to an increased risk of improper access to networks, corruption of data
and the introduction of viruses. The percentage of organizations reporting hacking incidents
has trebled, with telephone systems as a new target. Not all infringements result from crime, as
well as inadvertent misuse and human error. Virus infections are still the single most prevalent
form of abuse. It is just as destructive as crime, are threats like fire, system crashes, and power

cuts [2].

Poor staff supervision and lack of proper procedures for authorization are often highlighted as
the main causes of security incidents. Companies vary in their approach to preventing security
breaches, some prohibit everything, making mundane access tasks difficult, others are not suf-
ficient and permit access to all by all, exposing themselves to a high degree of risk. Efficiency

in business depends on the right balance, and this is where standards can help.

Dependency on information systems and services means that organizations are more sen-
sitive to security threats. Interconnecting and sharing information resources between public
and private networks boost the difficulty of obtaining access control. The trend for distributed

computing has depleted the effectiveness of central, specialist control.

1.1 University Perspective

The University relies mostly on manual procedures for handling and processing information
that support many of its activities. Information shared and managed by the University needs to
be adequately secured to protect against the consequences of breaches of confidentiality, failures
of integrity, disruption of availability and failure to comply with legal, statutory or regulatory

requirements.

The core principles of information security are confidentiality, integrity and availability, and
it is vital that we have the ability to protect these three aspects of information security regard to

the University information assets.

University of Colombo is the leading and number one university in Sri Lanka for a number
of reasons. But the University doesn’t have proper mechanism to protect important assets of the

business process. Neither Sri Lankan university has a proper method to secure its critical assets.



University of Colombo has several administrative departments to achieve their common
goals. These different departments have different goals that will be added together to achieve
the University’s future goals. The main goal of the university is to provide students with quality

education.

Information security steering committee

Information security steering committee helps to identify all stakeholders of the organization
and which would help to apply information security in to the business model of the organization.
The steering committee should communicate with all stakeholders in-order to create a proper

framework for the organization.

Organizations are becoming increasingly aware that it could expose them to unsustainable

risk if they fail to implement successful security management processes.

The steering committee works are very high demands, where they should coordinate secu-
rity strategies, examine working processes, and identifying the required information security

expenses to reduce any risk by applying adequate security controls [3].

Information security steering committee is the main body which is responsible for protecting

the assets of the organization from security incidents.

Establishment of information security steering committee recommended by the planning and
development committee of the University of Colombo. Then the committee decided to ob-
tain permission and approval from the Senate Committee to appoint the required people to the

Information Security Steering Committee.

List of administrative departments of the University

e Academic Establishment.
e Academic & Publication.

e Finance Division.

Accounts.



Supplies.

Payments.

Salaries.

Research & Management Unit (RMU).

Shroff.

Capital Works & Planning.

Examination Branch.

General Administration.

Student & Staff Affairs

Network Operations Centre (NOC)

Non-Academic Establishment

All of these departments have critical data or information that is either supported by the
information security triad (CIA) or a combination of such aspects as confidentiality, integration
and availability. But it will be based on how critical, impact and likelihood the data will be

when talking about securing those.

1.2 Importance of Information Security

Information could be any kind such as hard files, storage, network systems, computer sys-
tems, employees, strategic plans. Therefore, protecting sensitive data is more essential to the
organization. Information security maintenance and up to date improvement would help any

organization to keep their business competitive in the global market.

Some computer systems may not design well enough to support technical security controls
to be implemented. Therefore, such systems must be controlled through management and ad-
ministrative controls. Information security management is necessary to have careful planning

and all stakeholders support. It may require consultancy supports from outside the University.

e Itis applicable to all administrative departments of the University

e [t is applicable to any type of information or data
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e It is applicable to protection of any type of information or data

High-level management Support of the ISMS

ISMS proposal was submitted to the planning and development committee meeting. Before
submission of the proposal, had some lengthy conversations with stakeholders of the University
of Colombo such as vice chancellor, Registrar, Bursar, Librarian and top-level administrative
officers. After submitting to the meeting, the proposal was given to the Director, UCSC to
examine and come with his consent about the ISMS proposal. Then it was examined by some
senior lecturers of the UCSC and finally recommended to proceed the proposal. Planning and
development committee decided to have an information security steering committee to initiate

the ISMS framework.

Specific problem going to address within the project

While the University of Colombo is a large university, this project will be focused on ISMS
for Administrative works of the University. Where it is centralized at the College house premises

of the University.

There are persistent issues at every department. Where some of those issues specific to de-
partments and others are common to all departments. No proper working procedures were the
biggest issue in the current university system. It’s really improper when things don’t happen
in a precise procedure. Everyone gets frustrated, people who are working and people who are
seeking their service. This issue is mainly due to government regulations and procedures, and
changes made by government are not fast enough to adopt changes in global technology. Some
government procedures are very old, and those procedures need to be refined, but they don’t

happen at all. This is really the disaster at all government offices, not just the university system.

There are no clear procedures on behalf of the University and mostly nobody knows which
is the best way to do related work. Sometimes the same work is done in numerous ways. There

are many examples.
e Applying for leave (Foreign leave, study leave, medical leave, etc.)
e Payments for service providers (Building contractors, utility providers, IT services, etc.)

e Requesting, recommendation and approving processes



Requesting services from internal departments (IT department, maintenance department,

general stores, etc.)

Vehicle arrangements

Reservation of Board Rooms

Recruitment exams

Accessing the University premises and assets needed to look as main security threat of the
University. Because there is no exact way to track or monitor human activities. Access to
premises should only be permitted for certain people. There must be an ID system for everyone
who access and use University premises. At least there should be a way to track and monitor
people accessing administrative departments. There should be an identification system to track
who is accessing the Administrative building and the main building of the college house. Uni-
versity has issued university identification cards to all staff members, but only very few people

wear it. They should wear it when they’re at the University premises.

Virtual access to University assets should be monitored and there should be a proper mecha-

nism to track suspicious activities to reduce and protect important virtual data.

1.3 Objectives

The main objective of this project is to do the appropriate work efficiently and effectively. All
procedures should be easy to understand and carefully followed. Everything will be documented
and refine in a timely manner. Adequate technology changes could be implemented quickly
enough to match other top-ranking global universities around the world. Expecting somewhat

higher quality of service and production due to the University’s work efficiency.

Due to time constraints, the ISMS Framework had to narrow down to process identification,
risk assessment and to establish an information security incident management system for the

University of Colombo administrative office staff members.



1.4 Research Problem

Summary of The University of Colombo Information Security breaches and incidents oc-

curred within last five years.

Security incident / Year

Damage / Level of Damage

How did the incident han-
dle?

Examination branch hard
disk failure on a windows

PC-2015

Loss of examination data and

marks - High

Had to re-enter all those data
again using hard copies of
examination marks and other
things. It took more than

a week to re-enter all those

data.

Major hard disks and server

failure on the web server-

2013

Loss of web server database,
users, templates and other

important assets - High

Had to re-arrange the web

server from the scratch

Fiber cable damage of the
main ring network due to
renovation of the Mathemat-

ics building - 2014

Loss of network redundancy

of the University - Low

It was bit difficult to find the
right place where the fiber
was damaged and fixed it.
This incident resulted some-
what financial loss for the

University

Power failure at the College
house premises, University

of Colombo - 2014

No internet connection for
most of the faculties in the
University and most impor-
tant works had to hold till the

power is back on - Medium

It was beyond the control of

the University

Core network switch (Layer
3 network switch) failure
at the Network Operations
Centre (NOC) - 2014

No internet connection for
most part of the University -

Medium

Had to replace a new net-
work switch with desired

configuration




One of the core network
switch failure (Layer 3) at
the Faculty of Arts due to
lightning - 2015

No internet connection for

the entire faculty - Low

Replaced network switch

with desired configurations

Fiber cable damage of the
network due to maintenance
of the access road at the fac-

ulty of science - 2015

No internet connection for
the Marshall office and the
Medical Centre of the Uni-

versity - Low

Had to fix the damaged fiber

cable

Main
2014,2015,2016

website  hacking

Unavailability of the Univer-
sity of Colombo website -

Medium

Re-established the website
after finding the hackers in-
vention part and fixed those
bugs which were used by
hackers to gain the control of

the University website

Unavailability of the Univer-
sity of Colombo web server
database and user accounts -

2015

Unavailability of the Univer-
sity of Colombo website -

Low

Had to re-configure Univer-
sity of Colombo web server

with using the latest backup

Main proxy server failure of

the University - 2014

Unavailability of the Internet

connection - Low

Had re-configure main proxy

server from the scratch

Botnet kind network attack -

2016

Using
Colombo bandwidth which

of University of
shows unusual traffic on
University of  Colombo

upstream path - High

Restrict access within the
network and used better ac-
cess control method only to
allow needed services from

outside networks

Fiber cable damage of the
main ring network due to
renovation of the Faculty of

Arts internal road - 2016

Loss of network redundancy

of the University - Low

It was difficult to locate the
place where the cable has
been damaged from more
than one places. Financial

loss for the University




Crashing firmware of the

access network switches

around the University-2017

Loss of network connection
for period of time. No avail-

ability of network - Medium

It was due to product failure
which was admitted by

the supplier and agreed to

change network switches
whenever the University
needed.

Network rack system failure

at NOC - 2017

Loss of redundancy of
the power supply given to
servers in both server racks -

Medium

Server rack failure happened
due to power outage of
the server rack UPS system.
With the agreement, supplier
has fixed it and install in the

server rack.

Main website hacking -

2017

Unavailability of the Univer-
sity of Colombo website -

Medium

Recovered it and patch those

web vulnerabilities we had.

Power failure at the UOC -
2018

Loss of power supply for the
server rack system. Unavail-
ability of network for the

whole University - High

This was happened when the
college house had some is-
sues on the power generator.

Fixed the generator.

Firewall failure due to fluc-
tuation of power supply af-
ter main power supply was

down - 2018

Loss of network connection
of the University of Colombo
- High

Had to reinstall the firewall
software with the help of

checkpoint firewall agent

DNS server failure - 2018

Loss of access to Internet and
the University of Colombo

website - Medium

Reconfigure the DNS server

without vulnerabilities

Faculty of arts main switch
failure due to lightning -

2018

Loss of network connection

at the faculty of arts - Low

Replace the switch with new

layer 3 network switch




Faculty of science main
switch failure due to power
failure at the faculty of sci-
ence mathematics building -

2018

Loss of network connection
at the faculty of science -

Low

Fix the power at mathematics

building.

Data loss of a supplies

branch desktop PC - 2018

Loss of very important and
critical needed data (Un-

availability of data) - High

Had to hard done the work
again. Not able to recover

original data.

Database Crash of the Fac-
ulty of Medicine Learning

Management System - 2019

This incident results major
loss to the Medical students
and staff of the University -
High

There were no hard Back-
ups for the Medical Faculty
LMS. Although the Backup
system is running there is no
scheduled backup for those
valuable data of the Univer-
sity. Needed to fix the is-
sue by hard coding the LMS
again with old data. It only
could fix up to 80 percentage

of the system.

Table 1.1: Summary of Information Security Incidents

The implementation of the Information Security Incidents Reporting and Management Sys-

tem would help to mitigate above security incidents in the future, thus it would help to re-

duce the damage by taking care of security incidents as early as possible. Further investigation

into international standards and related documents is essential to create a comprehensive ISMS

framework for the University.
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Chapter 2

LITERATURE REVIEW

2.1 Adhered International standards and frameworks

Information Security Management System

An ISMS is a standardized way to protect sensitive company information. A risk management
process consisting of people, processes, IT or non-IT systems and assets. It would help any

organization in any sector to keep information assets secure [4].

ISO 27000 [5]

The ISO / IEC 27000 family of standards help organizations to keep information secure.
Therefore, it is mandatory for any organization to use well-known international standards to
manage their organizational resources and valuable information which is important to the conti-
nuity of any business type. When creating an information security framework, the best approach
is to follow the best known international standard and apply it appropriately in the university

administrative system [4].
ISO 31000 vs ISO 27005

ISO 31000 risk management [6]

ISO 31000 standard more directed to the risk management process, and it contains different
vision, both standards address the risk management process in the similar manner.According to
the ISO 31000, organizations typically determine the context and manage risk by identifying it,
analyzing it, and then evaluating whether the risk should be modified by a strategic approach

to meet their risk criteria. Throughout this entire process, university must communicate and
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consult with stakeholders, while critically monitoring and analyzing the risk and controls that

modify it, to ensure that no additional risk management approach will be required [4].

ISO 27005 risk management [6]

As for ISO 27005, information security risk management should define context, assess the
risk, and address them through a clear plan for implementing recommendations and deci-
sions.Risk management will cover all processes of an organization to cover all risks and their
level of security to reduce risks to an acceptable level before taking a decision regarding ex-
posed risks. This standard includes decisions on risk analysis and treatment as risk acceptance
activities will ensure that residual risks are explicitly accepted by the University of Colombo
Steering Committee. This is very important in such situations where control implementation is

either eliminate or postponed for time being [4].

Risk management best practices has been changed over the time due to variety of organiza-
tional needs.The Well-known complete standardized system would help the university to man-
age risks effectively and efficiently. ISO 31000 could be considered as the main standard, which
provides overall guideline for managing a risk in a proper systematic way. ISO 270005 is a par-

ticular standard that helps the ISO 31000 by providing better way of managing risks.

According to these cons and pros of ISO 31000 and ISO 27005, decided to use ISO 27005
risk management methodology instead of ISO 31000 methodology. Where ISO 27005 standard
provide better comprehensive risk management process and this is the standard we should apply
when doing a risk management for first time. We could use ISO 31000 standardization after
establishing a risk management system through ISO 27005 standard, where we could implement
a proper risk management procedure with better approach on strategic point of view. Both

standards will help to have a complete risk management system.

2.2 Sample projects

The University of Waikato, New Zealand has created an Information Security Standard frame-
work based on ISO 27000 and the law of the government of New Zealand [7]. They used struc-
tural framework method, this documentation would help the University of Colombo to design

better framework.
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The University of Arizona has an Information Security Steering Committee that covers all
important stakeholders and involves their top management decision-makers. The Steering Com-
mittee of the University of Arizona is composed of high-level administrators representing the
strategic interests of the entire university. They meet regularly (Quarterly) to provide guidance
on strategic directions, oversee the University road map, provide recommendations on the most

pressing priorities, and generally provide advice and support to the University team [8].

ISMS research paper was published by the Laurea University of Applied science in Finland.
The researcher found those security management systems may required to learn about laws and
regulations of global, country and sector, which your organization falls to. They also found that
there are different standards for information security management, and it is essential that we

select the most appropriate one for our organization [9].

2.3 Information Security Incident Reporting and Manage-

ment

Due to time constraints of the project, more effort given on the information security incident
reporting and management unless concentrating on all other departments of the University. It
is very much essential as many information security incidents were reported recently. ISMS
project is a massive project if you follow the right standards and procedures. Considering these
facts and time of the project, focus was made to solve the most valuable aspect of the University

of Colombo’s information security.

Recently, there have been numerous information security incidents reported. The University
of Colombo suffered a great loss of assets and time to recover from those incidents and the
damage was invaluable to the University. Table 1 shows some of the security incidents reported

in recent years. And there are the same kind of incidents happening over and over again.
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Chapter 3

METHODOLOGY

3.1 Scope

Scope of this is an Information Security Management System for administrative activities of
the University of Colombo. Where main concern would be on Administrative and Financial
activities of the University. In this project, all non-academic and administrative staff of the
University will be considered and their related works. Risk management will only base on ISO

27005 standard where it will not consider ISO 31000 standard.

Information collection

All required information gathered from each administrative departments of the university.
Had small meetings with heads of departments to explain purpose and benefits of having a
security framework for the University. Required information gathered to create procedures
and processes by having interviews with staff of the administrative departments. All gathered

information signed off by heads of departments to ensure accuracy and the quality.

Selecting Controls

When risks and security requirements were identified, risk treatment plan should be enforced
to use suitable controls mitigate identified risks. This selection criteria will be finalized and

review by the Information Security Steering Committee [10].
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3.2 Evaluation criteria

Project will be evaluate using information security risk assessment and risk treatment plan
document of the propose ISMS framework for the University of Colombo administrative and
financial activities. Planning and Development committee meeting minutes will be attached
due to there were no Information Security Steering Committee established yet. Information
security steering committee establishment is late due to security and other procedures of the
University of Colombo. Information security framework will be signed off by Vice chancellor
of the University of Colombo. With Vice chancellors signature on it will legalize the security

framework documentation and to use it in the University of Colombo [11].

Importance of Information Security

An information security framework is a series of documented processes that are used to define
policies and procedures around the implementation and ongoing management of information
security controls in the University. This framework is basically a “blueprint” for building an
information security program to manage risk and reduce vulnerabilities. Information security
pros can utilize these frameworks to define and prioritize the tasks required to build security
into the University. Proper maintaining of security framework will result higher security level

of the University assets and related works [11].

Frameworks are often customized to solve specific information security problems, just like
building blueprints are customized to meet their required specifications and use. The frame-
work that is developing for specifically to Sri Lankan government and University laws and
regulations. Also, frameworks are easy to read and understand. It helps all stakeholders of the

University to understand and use the framework for better usage [11].

It is the responsibility of the University senior management to sufficiently resource the system
and direct the team or individual to implement the Framework for betterment of the University

in the future [11]. The University’s Information Security Framework is intended to:

e Ensure everyone understands the Universitys expectations around acceptable use of Uni-

versity information assets and IT facilities.

e Ensure everyone is aware of the several types of information which the University uses

and can recognize and manage the associated range of risks and threats.
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e Ensure everyone clearly understands their role and responsibilities in respect of informa-

tion security management.

e Reduce the likelihood of information security breaches and information loss by ensuring

information security requirements are understood at all levels of the University.

e Ensure that we could meet our statutory, regulatory and contractual obligations and any

other agreed standards or approaches in respect of information security of the University

[12].

Expected Benefits

e User awareness

e Compliance with required laws and regulations

e Improving confidentiality, integrity and availability

e Safeguarding critical information

e Prompt actions regarding security incidents to minimize the damage
e Meeting international benchmarks of security

e Proper procedures for all administrative works of the University
e Better backup procedures and mechanisms for hard and soft data
e Much more improved work efficiency

e Doing all related works in simplest feasible way

e Clear and complete auditing system for the University assets

e Easy to design and plan to meet University future goals [13].

Work plan

e Reviewing the current procedures of Administrative departments
e Go through all the processes included in those procedures

e Design of all administrative department processes and procedures
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e Then the risk assessment will be carried out with the process owners and the steering

sub-committee for each process

e According to the risk assessment report, the main steering committee will decide what to

do, when to do and how to do, based on its business value and other measures

e all those procedures needed to test and refine whether we need to add more or delete some

unwanted security measures within processes [13].

e It will create a comprehensive framework for administrative work at the University of
Colombo, where it will be signed by the University’s Vice Chancellor and sent to the

Council for approval (top most decision makers)

e Finally, with the approval of the Council, we could proceed with the proposed framework

Individual responsibilities of University of Colombo employees Access to University infor-
mation assets will be granted to everyone (e.g. email, teaching and learning materials, staff/stu-
dent information, financial information, research information, and the systems used to process
these). Every user of the University responsible to ensure they are working according to the
framework. If an user fail to comply with the mandatory requirements of the framework could

result disciplinary action according to the University laws and regulations [12].

Everyone is responsible for protecting the Universitys information assets, systems and IT
infrastructure, and will protect likewise those belonging to third parties but used during their
work at the University. Protection of university or third party information and assets may be
required contractually, legally, ethically or out of respect for other individuals or organizations.
Users should immediately report any breach of the University’s security policies or threats to,
systems or services of the University. The first steps are to inform your Head of the Department

[12].
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Chapter 4

DESIGN AND IMPLEMENTATION

4.1 University of Colombo Internet and Email User Policy

Introduction

The University of Colombo understands that the staff of the University have the right to

access their emails and the Internet for limited personal use.

Purpose

This policy document will provide guidelines to the staff to use of computer systems and

networks to carry out day to day duties in their division or a branch.

Policy
The University of Colombo employees may use the Internet for:
e Any work or work-related matters

e Limited authorized personal use

Procedures
Limited authorized personal use

Limited authorized personal use acceptable if:

e It should not affect the duties of the division or the branch.
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e [t should not impede with operations of University of Colombo.

e It should not breach any security boundaries of the University of Colombo.

e [t should not affect on University of Colombo’s computer storage capacity.

e [t should not reduce University of Colombo’s network performance.

e [t should not result any additional expense for the University of Colombo.

e [t should not breach any laws or regulations of the Country or the University.

e It should not compromise any confidentiality or privacy requirements of the University of

Colombeo.

Unacceptable use

e To play computer games on your work time.
e To use official email accounts on internet for personal use.
e To use and send offensive, harassing or pornographic messages.

e To visit web sites containing pornographic or criminal material unless it is related to the

research or working area.
e To exchange or keep unauthorized sensitive information of the University of Colombo.
e To use internet for illegal activities such as gambling, gaming or conducting a business.

e To create or exchange advertisements using University of Colombo official email ac-

counts and internet. [14].

4.2 Risk Assessment

Risk assessment main idea is to identify threats and risk that could harm important assets to
the University. Risk assessment would analyze and evaluate those with the respective of the risk
factor and the likelihood of occurring threats. After the identification of harmful threats, risk
assessment would provide a threat, elimination or control criteria according to the University

needs.
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A risk assessment could be a thorough investigation at the organization to spot procedures,
processes. Which will cause damage to essential assets of the organization. When identification
method is completed, analyzing and evaluating ought to do consistent with however seemingly
and severe the risk is. Once analyzing and evaluating method is completed, decide what mea-
sures ought to be apply to effectively eliminate or manage any threat from occurring. [15].
Risk Analysis

e It provides how the risks are going to treat.

e Information could be any form of data, which is essential to the organization.

e Estimated level of risk.

Importance of risk assessment

e Identifying who may be at risk.

Identifying of validity of given security controls.

Identifying existing security controls are up to date or refine it if possible.

Ranking all threats and controlling those threats in critically order.

It should be comply with laws and regulations.

Risk assessment goal

Risk assessment is victimization to gauge threats, take away or cut back the risks by adding
management measures. That makes the organization’s risk level is low, and it ought to increase

the potency of the organization. [15].

Risk assessment should be done

e Before the begin of new processes.
e Before any changes applied to ongoing processes

e When new threats are identified.
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Risk assessment planning

e Scope identification
e Resources identification

Stakeholders identification

Risk analysis measurements

Government laws, regulations and University policies.

The risk assessment should be done by an expert team or a person who is experienced and
knowledgeable about such systems. On behalf of the University, Heads of departments and co-
workers who have knowledge about processes, would be ideal to deal with this risk assessment

[15].

To do an assessment:

Identify threats.

Impact of the threat.

Identify required controls to mitigate the risk.

Check whether the risk has been controlled.

Further monitoring to check controls are adequate or not.

Keep all essential information regarding risk assessment.

Identify Threats

Overall, the main objective is to identify possible threats in an organization that are vulnerable
and active. To arrange an identification of threats should need to have mix of experience and
new staff members of the University. Hazards identifying team should be able to do thorough
assessment on all threats which are exposed. The team should be able to list down all possible

threats which are exposed and threats which could occur in near future. [15].
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To ensure that all hazards are captured:

Check all processes and procedures for possible connection for any threat

It should include all departments and related activities.

Check all past security incidents.

Carefully check all working procedures to find any threat involvement presented.

Review all working processes of the organization annually or quarterly.

Consider outsider’s monitoring system. [15].

Identifying a risk

e The work environment.

Geographical area

The systems which are used to do desired work.

User awareness of staff and the students.

Capability and knowledge of users [15].

Responsibilities

e All members of the University of Colombo are responsible for reporting an information

security incident to the responsible person or department.
e [t is necessary to report all incidents immediately.

e The Vice Chancellor and senior management are responsible for information security of

the University.

e Deans of Faculties, Directors, Department Heads and other Line Managers are responsi-
ble for reporting, investigating and taking action in their respective departments following

an information security incident.

e The NOC Director is responsible for reporting, investigating and required controls and

actions taken.
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e The information security team responsible for security incident reporting and manage-
ment system for the University.
Prioritizing or ranking risks

The best way to determine which risk is the most vulnerable and needed to be monitored
immediately is to rank potential risks. Prioritization will be based on exposure, potential and

likelihood of such incidents. Risks will be ranked in ascending order through risk prioritization

[15].

This risk determination is not easy or simple, because there is plenty to consider when you
rank such threats. These threats must be discussed by the team or organization to determine
which actions they should use or which techniques are best suited for controlling the risk.
Ranking hazards require knowledge of activities, situations, important things, and perception of

goals.

By evaluating the work environment with workers * experiences, some situations could be
solved. Sometimes critical or highly technological hazards need to be solved, there should be a

knowledgeable team that is familiar with such cases.

Data classification is very important for any organization, where it could determine what kind
of data to protect and how valuable things are. Risk ranking should be carried out after all above

factors have been considered. [15].

Risk Ratings:
e High: Requires immediate reaction
e Medium: Need to be alert and further monitoring

e [Low: Need to monitor

Impact Ratings:
e High: Major Impact (It’s very hard to recover)

e Medium: Medium Impact (Damage is somewhat high, but in a certain period it can re-

cover)
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e Low: Minimal Impact (Damage is very low and could immediately recover)

Likelihood ratings:
e High: It’s likely to happen once or twice a year
e Medium: Can be experienced once two to five years

e [Low: Can occur once in a lifetime

Criticality Description Table

Description of Criticality Level | Level of Score Colour Code

Very High Score >25

High 25 >= Score >20

Medium 20 >= Score >15

Low 15 >=Score >10

Very Low 10 <= Score

Table 4.1: Criticality description table
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Criticality Level Table

Likelihood

Medium (7)

Risk Rating | Impact Criticality Level

Medium (7)
Medium (7)
Medium (7)

Medium (7)

20 Medium

20 Medium
16 Medium

Medium (7)

Medium (7)
Medium (7)
Medium (7)
Medium (7) | Medium (7)
Medium (7) | Medium (7)

Medium (7)
20 Medium

Medium (7)

Medium (7) | Medium (7) 17 Medium
Medium (7) 20 Medium
Medium (7) Medium (7) | 17 Medium

Medium (7)

20 Medium
16 Medium
20 Medium
17 Medium

Medium (7)

Medium (7)
Medium (7)
Medium (7)

Medium (7)

16 Medium

Medium (7)

Table 4.2: Criticality level table
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Criticality Ratings:
e Very high: Immediately stop the process and carry out necessary actions.
e High: Investigate the process and implement the necessary controls as soon as possible.

e Medium: Continue the process. But to prevent further damage, the control plan must be

implemented as soon as possible.

e Low: Could work on the process and should be adequately monitored to identify threats

and be alert.

e Very low: Continue monitoring the threat identification process [15].

Threat controlling methods

When prioritization is done, the organization or team responsible could decide how to control

these threats in order to eliminate or reduce the risks for each hazard [15].

There are some hazard control metrics:
e Elimination.
e Technical controls.
e Administrative controls.

e Personal protective equipment.

Importance of assessments reviewing and monitoring

It is very important to know whether the risk assessment is carried out efficiently and effec-
tively. It is also important to review the risk assessment periodically to ensure that your control

methods are effective and efficient in managing risks [15].

Important risk assessment documents

Records and risk assessment controls taken on these risk assessments are very important
for future activities. Therefore it should be stored securely and should be available whenever
necessary.

Documentation of records will depend on:
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e Risk level of threats.

e University’s legal requirements

e Any other managerial or governmental requirements (Government Acts.).
e [t should include records.

e Proper review of threats.

e Determined level of the risk.

e Controls used to manage risks.

e All reviewed 