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Abstract

The wireless sensor networks are collection of large numbers of tiny sensor devices with
wireless communication capabilities. The sensor devices autonomously form networks
through which sensor data is transported. The sensor devices are often severely resource
constrained. An on-board battery or solar panel can only supply limited amounts of power.
Moreover, the small physical size and low per-device cost limit the complexity of the system.

Wireless sensor network has issues compare with wired networking infrastructure. Among
them range, power, processing power, memory and cost are major concerns. If, considered
large nodes it is prone to failure, easy to be compromised, long term reliability cannot be
considered. Due to highly increases of nodes there is a limitation. The wireless Ad-hoc
network has list of challenges. For instance limited wireless transmission, routing overhead,
battery constrains, Asymmetric links, time varying wireless link characteristic, broadcast
nature of the wireless medium, packet losses due to transmission errors, Mobility-induced
route changes, Potentially frequent network partitions and Ease of snooping on wireless
transmissions (security issues).

In this project, the author proposes a solution to provide security in the route discovery
process of mobile ad hoc networks in terms of confidentiality, integrity and authenticity. The
proposed security solution is primarily designed for battle field surveillance systems
however, it can be applied to any MANET application which seeks for confidentiality,
integrity and authenticity.

The proposed solution is developed on top AODV; an existing MANET routing protocol by
using ‘Network Simulator 2 (NS2)’ simulation environment. The author has used several case
studies to perform a qualitative analysis on security achievements of the proposed solution
and performed a comparison between the existing AODV protocol and the proposed solution
in terms of security aspects. Furthermore, she has carried out a quantitative analysis to
measure the performance of both protocols and performed a comparison between both
protocols in terms of network performance.

The proposed solution has been succeeded in achieving its goal as a routing protocol which
provides confidentiality, integrity and authentication in route discovery process. It can be
used as a foundation to build a more secure and scalable routing protocol by improving and
adding new features.
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Chapter 1: Introduction

1.1. Mobile Ad-Hoc Networks

Wireless Sensor networks are collection of number of mobile nodes with wireless
communication capabilities. This is a special type of Ad Hoc Network [1]. They
forms a temporary network without rely on a per-existing infrastructure, where there
is absence of a central access point. This is an advancement of wireless technologies
like IEEE 802.11/Wi-Fi [2], Bluetooth [3] and etc. The mobile nodes autonomously
form network through which senor data is transported. These devices consider of
limited resources, with small size, limited battery power and etc. These type of
networks are useful in disaster management, emergency search and rescue, battlefield
surveillance and other communication application due advantages shown in these
network as easy installation and upgrade more flexibility, low cost and maintenance

[4].

Figure 1: Sample Wireless Sensor Network Topology



Compared with the other networks Wireless Sensor networks show distinct
characteristics such as [5]:-

= Dynamic Topology

= Node Mobility

= Distributed Operation

= Shared Media

= Multi-hop peer-to-peer routing

» Low bandwidth & low data rate

= Power consumption constrains for nodes using batteries or energy harvesting

= Communication failures and etc.

Due to this nature they have issues compared with the wired Network. Major issues
faced by Wireless Sensor Networks are Architecture, Security, Quality of Service,
Power, Memory, Range and Processing power.

And since the mobile nodes in a mobile ad-hoc network operates without a central
access point all the networking functions such as routing and packet forwarding are
done by the mobile nodes themselves. Therefore these kinds of networks are highly
vulnerable to attacks.

1.2. Brief overview of project

In this project, the author attempts to minimize these attacks by embedding a security
solution for an existing MANET routing protocol. This solution particularly targets
military surveillance like systems where confidentiality, integrity and authenticity of
the data are considered as the first priority. However, the proposed security solution
can be applied to any MANET based system which seeks for confidentiality, integrity
and authentication via MANETSs. The main deliverable of this project is “a secured
ad-hoc routing protocol for wireless sensor networks”.

The following timeline gives a snapshot of the progress of the project.



Table 1: Project timeline

Tasks

April

May

June

Project
Initialization

Prepare the
Project Proposal

Evaluating the
Existing
Solutions

Designing and
implementing
the Prototype

Evaluating the
Model

Improvisation

Prepare the
Final Model

Prepare the
Final Thesis

The project was initiated in late July of 2017. Prior commencing on the design,
existing work related to secure MANET routing was thoroughly investigated (refer
Chapter 2). Based on these investigations the requirements of security enhanced
routing protocol for MANETSs were identified and defined. Afterwards, the solution
was designed (refer Chapter 3) and implemented (refer Chapter 4). Finally, the
proposed solution was tested and evaluated (refer Chapter 5).

Since this is a research project, it does not follow the development pattern of a

conventional software development project.

1.3. Motivation

Wireless sensor networks are highly demanding as well as highly evolving area due to
its great usage in critical scenarios such as disaster management, military surveillance,
emergency search and rescue where typical communication methods are not

applicable.




However, these mobile ad-hoc networks are generally more prone to security threats
than wired networks due to the higher degree of flexibility [6]. Ordinary security
solutions used in wired networks are ineffective and inefficient for MANETS due to
its highly dynamic and resource constrained nature.

Since the mobile nodes in a mobile ad-hoc network operates without a central access
point all the networking functions such as routing and packet forwarding are done by
the mobile nodes themselves. Therefore these kinds of networks are highly vulnerable
for attacks.

When considering military surveillance systems, security of the data transmitted over
the medium is one of the major concerns. Such systems basically requires to ensure
that the information is available only for the intended/ authorized parties which is
known as °‘confidentiality’, ensure that the information being transferred is not
subjected to any unauthorized alterations referred as ‘integrity’ as well as ensure and
confirm a user’s identity, in other terms ‘authentication’.

The main reason that the author chose this project is to come up with a security
solution which basically provide confidentiality, integrity and authentication for data
transmission in mobile ad-hoc networks so that, it can be used in military surveillance
systems which will help greatly in reducing the costs involved in setting up a
traditional network, maintaining the network, training officers as well as to help in
reducing the time involved in setting up and maintaining the network.

Even though the author mainly targets military surveillance systems, this solution is
applicable for any commercial/non commercial system which interested in providing
confidentiality, integrity and authentication for data transmission process.

1.4. Goals of the project

The primary goal of this project, as stated in the project proposal is to “implement a
security solution for wireless sensor networks” so that it can be applied to battlefield
surveillance systems and any system which seeks for secure communication via
MANETS. This goal contains several sub-goals;

= To provide confidentiality in data transmission

= To provide integrity in data transmission

= To provide authentication in data transmission



1.5. Scope of the project and assumptions made

1.5.1.

1.5.2.

1.5.3.

1.5.4.

Security

This project only attempts at providing confidentiality, integrity and
authentication for the data transmission process of a specific MANET routing
protocol. This project is not a general investigation on security of MANETS.

Use of protocols and algorithms

Even though many algorithms and protocols such as AODV, AES, H-MAC
are used in this project, it does not intended to individually develop these
algorithms and protocols in a general way.

Behavior of the MANET routing

In this project the author will not consider all MANET routing protocols in
general, but restrict herself to a specific routing protocol which is, AODV.
AODV is a MANET routing protocol which is having least control overhead
and least complexity.

Establishing a shared secret

In this project the author has used a hard coded secret key as a shared secret.
However in real-world, an algorithm such as Diffie Hellman can be used to
establish a shared secret between two parties.

1.6. Overview of the report

Chapter 2 reviews the background and existing literature related to the project. First of
all it will brief the audience about existing MANET routing algorithms. After that the
chapter will highlight the reasons of selecting the base routing protocol for this
project. Then it will explain the route discovery process of the selected routing
protocol. Next objective of this chapter is to give the audience an idea about security

issues

in MANETSs. Finally the chapter ends with existing attempts at MANET

security.

Chapter 3 describes the design of the proposed solution. Chapter 4 describes the
implementation and usage of the simulation environment.



Chapter 5 describes the evaluation process of security aspects and evaluation process
of performance with the explanations of performance matrices.

Chapter 6 discusses certain topics related to the project such as security aspects and
performance of the proposed solution.

Chapter 7 states the problems faced and lessons learned during the project, deviations
from the original project plan as well as extensions and future work with critical
appraisal of the system.



Chapter 2: Literature Study

2.1. MANET routing algorithms

Because of the infrastructure-less nature of Mobile Ad-Hoc Networks, routing plays
an important role in it. There are different types of routing algorithms proposed for
MANETS to serve different types of network requirements. This section describes
these routing algorithms along with their advantages and disadvantages.

One of the famous MANET routing algorithm categorizations is based on the
information that particular algorithm collects in order to form the routing table. These
types of algorithms can be categorized into two categories;

A. Shortest path algorithms
B. Link state algorithms

Where shortest path algorithms use distance information to form the routing table
while link state algorithms use information relevant to connectivity to form the
routing table.

Another interesting categorization is based on when the routing tables are formed.
There are three main algorithm types under this category. They are;

A. Proactive routing algorithms
B. Reactive routing algorithms
C. Hybrid routing algorithms

2.1.1. Proactive routing algorithms

Proactive routing algorithms find and maintain routes for all source-
destination pairs in advance even if they are not required. Proactive routing
algorithms periodically send and receive routing information to maintain up-
to-date routing information on each and every node in the network.

Advantages of proactive routing algorithms:
= Fast connection establishment time since path is already available
Disadvantages of proactive routing algorithms:

= Large amount of control overhead
= Uses only bidirectional links
= Suffers from count to infinity problem



2.1.2.

2.1.3.

2.14.

Destination Sequenced Distance Vector (DSDV) [7] and Optimized Link State
Routing (OLSR) [8] are two well known proactive routing protocols.

Reactive routing algorithms

Also known as on-demand routing algorithms, because they establish routes
between nodes only when it is required by the source nodes to transfer data
packets to a specific destination. In reactive routing algorithms, routing table
is not periodically updating. It chooses the routes that are already being used
or setup. If it requires a route to a destination for which it does not have
routing information, it starts a route discovery process. Route discovery
process will be explained in the next section.

Advantages of reactive routing algorithms:
» Reduced control overhead
Disadvantages of reactive routing algorithms:
= Route setup latency

Ad-hoc On-demand Distance Vector (AODV) [9] is one of the famous and
widely used reactive routing protocols. Other than AODV, Dynamic Source
Routing (DSR) [10] and Temporally Ordered Routing Algorithm (TORA) [11]
are other examples for reactive routing protocols.

Hybrid routing algorithms

Hybrid routing algorithms combine features of both proactive and reactive
routing algorithms. These algorithms use proactive approaches to gather the
initial routing information. Afterwards they act according to the demand to
serve nodes.

Location Aided Routing (LAR) [12] and Zone Routing Protocol (ZRP) [13]
are such well known hybrid routing protocols.

Selection of the base routing protocol

Reactive routing protocols have a major advantage over proactive routing
protocols, which is less control overhead. Since reactive routing protocols



designed to find a rout on demand basis the control overhead in the network is
less compared to the proactive routing protocols. Since they generate a small
amount of control overhead, the usage of network bandwidth is again less
compared to the proactive routing protocols.

Therefore, in this research the author has selected AODV, a reactive routing
protocol as the base routing protocol to implement the security solution.
Furthermore, as listed below AODV has several advantages over other
reactive routing protocols.

= Simplicity

= Low computational complexity

= Less control and memory overhead
= Loop freedom

= Maturity of the protocol

2.2. AODV protocol and route discovery process

The Ad hoc On-demand Distance Vector (AODV) protocol is a reactive protocol
which allows dynamic, self starting multi hop routing between participating mobile
nodes who wants to establish and maintain an ad-hoc network.

There are three basic massage types in AODV;

1. Route Requests (RREQS)
Message format

a

1 2 3

2123456789812 34567 89812345687 85081
e T Tl e e S Ak TR S S Y
| Type
e e st Dt L R SR AL e i P R S S el

e

+ob-t-+

e

+-t-t-t

+--4-+

+-+-

+-%-

+-+-

+-4-

+

JIR|G|D|U| Reserved | Hop Count

RREQ ID |
Rt et S
Destination IP Address

s e e e e e O i St et IEE B EE e S e R T S ek T TR e
Destination Sequence Number

B T E S o ok T T S SR S

Originator IP Address |

B e T S o sEr T e e e o 2
Originator Sequence Number

Rt et S

Figure 2 : Message format of RREQ

Figure 2 shows the format of a RREQ packet. It contains following fields;

Type  : Type of the message



Flags : Five types of flags
Reserved: Ignored on reception

Hop count : Total number of hops from the originator to the node which
handles the request

RREQ ID : Sequence number which used to identify a specific RREQ
Destination IP address : IP address of the destination

Destination sequence number : The latest sequence number received by the
originator for any route towards the destination

Originator IP address . IP address of the originator/source

Originator sequence number  : The current sequence number to be used in
route entry which points towards the originator
of the RREQ

2. Route Replies (RREPS)
Message format

a 1 2 3
2123458789012 3456789812345678598l1
e T L T S A T S R S S S O
Type Rlal Reserved |Prefix 5z| Hop Count |
e e T T T e o T SR S S
Destination IP address |
S S S S T S S
Destination Sequence Number |
S S T S S
Originator IP address |
e T L T S e T Tt e e
Lifetime |
s o T T A T S R S S S O

e = =k — o —

Figure 3 : Message format of RREP

Figure 3 shows the format of a RREP packet. It contains following fields;
Type : Type of the message

Flags  : Two types of flags

Reserved: Ignored on reception

Prefix Sz: If set to non zero, this value specifies that the indicated next hop may
be used for any node with the same prefix

Hop count . Total number of hops from the originator to the node which
handles the request

10



Destination IP address : IP address of the destination

Destination sequence number : The latest sequence number received by the
originator for any route towards the destination

Originator IP address . IP address of the originator/source

Lifetime : Valid time of the RREP

3. Route Errors (RERRS)
Message format

a 1 2 3

2123458678901 234586789%9808123i45678981
s e e s St e e e
| Type M| Reserved | DestCount |
s T e e e el ot T S SoF SaE S S
| Unreachable Destination IP Address (1) |
T e T e o ok T T e S e S e B e s
| Unreachable Destination Sequence MNumber (1) |
s e St B L e e il
| Additional Unreachable Destination IP Addresses (if needed) |
s e e s St e e e
|additional Unreachable Destination Sequence Numbers (if needed)|
T e T e e T It ek Tt S S B e A . o o =

Figure 4 : Message format of RERR
Figure 4 shows the format of a RREQ packet. It contains following fields;
Type : Type of the message
Flags :one types of flags
Reserved: Ignored on reception
DestCount : Total number of unreachable destinations in the route
Unreachable destination IP address ~ : IP address of the unreachable host

Unreachable destination sequence number : The sequence number in the
routing table entry for the
unreachable host

When a source has a need to send packets to a destination whose route is unknown,
first of all it broadcasts a RREQ. Including all the fields mentioned in the previous
section. When a node receives a RREQ, it checks whether it is the destination if not, it
checks its routing table for a fresh enough route. If it has a fresh enough route it will
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reply to the RREQ with a RREP. If not, after incrementing the hop count it will
rebroadcast the RREQ. And it also maintains a route back to the source node for a
certain amount of time.

When a node receives a RREQ and it has a fresh enough route to the destination it
will send a RREP to the source. The intermediate node will increment the hop count
and forwards the RREP to the source via the reverse route.

RERR is sent to the neighbors when a link failure in an active route is detected.

2.3. Security attributes for MANETSs

There are several important requirements to achieve when providing security in
MANETS, which will be discussed in the following section.

2.3.1.

2.3.2.

2.3.3.

2.3.4.

2.3.5.

2.3.6.

Confidentiality

Confidentiality guarantees that a message cannot be viewed in its original
form by any unauthorized person. Most of the services which provide
confidentiality use encryption methods to provide confidentiality.

Integrity
Integrity guarantees that no modification, addition or deletion is done to the
message intentionally or accidentally.

Availability
Availability ensures that the network resources are available to the authorized
users regardless of the state of the network.

Authentication

Authentication ensures that the parties in a communication channel are
genuine not impersonators. In here, parties need to prove their identities to
access network resources.

Authorization
Authorization ensures that the different types of users are assigned with
different access rights.

Non repudiation
With non repudiation, sender cannot disavow about sending a message.
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2.4. Types of security attacks in MANETSs

Due to some distinct characteristics of mobile ad-hoc networks such as absence of
predefined infrastructure and boundary, no centralized control facility, resource
constrained nature, changing scale, etc. they are more prone to security attacks than
wired networks. These attacks can be external or internal.

2.4.1.

2.4.2.

2.4.3.

2.4.4.

Internal attacks

These types of attacks start from the nodes which are available inside the
network. As an example a node may broadcast bogus routing information to
other nodes in the network. Most of the time internal attacks are more difficult
to handle when compare to external attacks.

External attacks

These types of attacks usually generate from outside the network. They
prevent the network from carrying out normal communication and produce
additional overhead in the network.

Passive attacks

Passive attacks do not modify the data transmitted within the network. It rather
involves unauthorized users secretly listening to the network traffic. Passive
attacks do not modify the routing process and it does not generate additional
network overhead but attempts to achieve important information by looking at
the traffic. Since the network operations do not get affected, it is difficult to
detect passive attacks.

Active attacks

Active attacks are intended to interferes the flow of a network transmission
and hence prevent message flow between nodes. It can be internal or external.
As an example active external attack can be executed by a resource which
does not belongs to the network. And an active internal attack can be a
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malicious node which belongs to the network. Active attacks allow attackers
to modify the traffic, deny the network services or create network congestions.

Table 2 summarizes some of the common attacks faced by wireless sensor networks
with their attack type and the security attributes which are violating.

Table 2 : Common attacks in MANETS

Attack Description Attack Type Violated Security
Attribute
Denial of The attacker tries to flood | Internal/ External | Availability
service the victim network with a ]
Active
(DoS) large amount of packets.
Man-in-the- | Through a valid route the | Internal Confidentiality
middle attacker comes inside the ) ) ]
(MITM) network and tries to sniff Passive/ Active Integrity
packets going through it.
Wormhole The attacker tries to | External Availability
attack disrupt routing by short ) . o
circuiting the network. Active Confidentiality
Sybil attack | The attacker tries to fake | Internal Authentication
multiple identities at the )
same time by pretending to Passive
be consisted by multiple
nodes.
Eaves The attacker tries to obtain | Internal Confidentiality
Dropping some confidential )
information during the Passive

communication. These
information can be
passwords, locations, keys,
etc...
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Bogus
information

Attacker generates and
transmits  false  routing
information to other nodes.

Internal

Active

Integrity

Authentication

Blackhole
attack

The attacker tries to fool
the legitimate nodes saying
that it has the optimum
route to destination which
cause other nodes to send
their  traffic via the
attacker. The attacker can
misuse or drop the packets.

External

Passive/Active

Availability

SYN
flooding
attack

The attacker tries to create
a huge amount of half
opened TCP connections
with the victim node
without completing the
three way handshake.

External

Active

Availability

Session
hijacking
attack

The attacker tries to spoof
the IP  address of
destination node and get
the  correct  sequence
number which is expected
by the target node and
launch a DoS attack on the
victim.

External

Active

Availability

Sinkhole
Attack

Malicious node advertises
bogus routing information
and receives whole
network traffic. After that
it modifies the secret
information and tries to
attract the secure data from
neighboring nodes.

Internal

Active

Authentication
Integrity

Confidentiality
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2.4. Attempts at MANET security

Following section discussed the current and proposed research works done by the
researchers past few years. Mainly it discussed security issues of ad-hoc networks,
which is still a major challenge in MANET.

In Mobile Ad-hoc Networks (MANETS), providing security is a challenging task.
Many researches are taken place on ad-hoc networks at both the MAC and Routing
layers. Meanwhile, security issues are considered in both MAC and Routing layers
for ad-hoc networks.

In MANET many secure routing protocols were proposed during the past and recent
years. These protocols ensure various security aspects. They include various
strategies such as cryptography, trust models and etc. These strategies can improve
the security level of routing process in MANETS. However, they have their own pro
and cons.

2.4.1. Secure Ad-hoc On-Demand Distance Vector Routing

Secure Ad-hoc on Demand Distance Vector (SAODV) [14] is an extension to
AODV. It protects the route discovery process by providing authentication,
integrity and non-repudiation. SAODV uses asymmetric cryptography to
provide authentication and digital signatures to provide integrity as well as
non-repudiation. In SAODV, each mobile node has a public, private key pair
from a suitable asymmetric crypto system. Furthermore it uses hash chains to
authenticate the hop count of the AODV routing. However, simulation
experiment carried out [15] shows that SAODV is significantly more
expensive protocol because of the added asymmetric cryptography, increased
message size and inability of intermediate nodes to respond to RREQs.

2.4.2. A Trust Model Based Routing Protocol for Secure Ad hoc
Networks

Trusted Ad-hoc on Demand Distance Vector (TAODV) [16] uses trust
relationship among nodes which allows better routing decisions and detects
uncooperative nodes. Basically there are four modules in this trusted model;
basic routing protocol, trust model, trusted routing protocol and self-organized
key management mechanism. In TAODV nodes can flexibly choose whether
and how to apply cryptographic operations. Therefore computational can be
reduced without using certificates at every routing operation. However,
TAODV information itself in each packet is not secured. Furthermore, a
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2.4.3.

2.4.4.

2.4.5.

detailed simulation evaluation is required in terms of message overhead,
security analysis and tolerance to mobile attacks.

Prevention and Elimination of Gray Hole Attack in Mobile Ad
hoc Networks by Enhanced Multipath Approach

The authors of [17] suggested a mechanism to eliminate the gray hole affects
by finding all the malicious nodes which are present in the network and send
broadcast to whole network for elimination of malicious nodes. Black hole and
gray hole attacks are type of a DoS attacks which greatly affects the network
integrity as well as network availability. The proposed solution introduced a
packet update scheme in which it fetches information from the intermediate
nodes for the enquiry of the suspected nodes in the network. The simulation
results show that the proposed solution can improve the network performance
in terms of throughput around 234544 bits per second and in terms of end to
end delay around 45%. However, it will be more useful if the solution uses
unicasts instead of broadcasts which uses higher level of resources so that it
will save resources as malicious nodes will be only detected through partial
multicasting process.

A Framework for Detecting Malicious Nodes in Mobile Ad hoc
Network

In [18], the researchers proposed a technique which can be used to detect and
prevent the malicious nodes presence in a particular network. Malicious nodes
are the nodes which do not cooperate with other nodes and they act selfishly
by reserving the resource for its own use. This decreases the network
performance in terms of throughput and packet delivery ratio. In order to
prevent these malicious nodes has to be identified and that specific route has
to be prevented from routing. In this proposed solution the malicious nodes are
detected prior to the routing process using consensus based algorithm and then
that route is prevented from transferring data between nodes. Simulation
results show that this can increase the network performance in terms of
throughput.

Mitigation of Collaborative Black Hole Attack Using
TRACEROUTE Mechanism with Enhancement in AODV Protocol

The author of [19] proposed a solution to detect collaborative co-operative
black hole attacks in MANET. The existing AODV routing protocol has bben

modified by introducing a new field which allows finding the optimal, secure
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2.4.6.

2.4.7.

and reliable path to a destination. The proposed solution uses mechanism of
‘traceroute’ to detect the source of the collaborative black hole attack and
breaks the collaboration by eliminating the route between those malicious
nodes. The simulation results show that the proposed solution works more
efficiently when detecting malicious nodes with minimal false positives and
no true negatives. Thus increases the network performance in terms of packet
delivery ratio. However the proposed mechanism generates constant
overheads in route maintenance due to the improvements and cryptography.
Furthermore, it is required to introduce a mechanism which can be used to
identify and label all the nodes which are actively involved in co-operation for
the purpose of dropping packets.

Towards a Flexible Security Management Solution for Dynamic
MANETSs

The researchers of [20] proposed a scalable, flexible and application oriented
framework named Adaptive Secured Multipath for Ad hoc networks (ASMA)
which is able to manage security depending on the application requirement
and the network conditions. The solution is based on a structure known as
macrograph combining both dynamic trust management and multipath routing.
Whereas the macrograph structure is capable of estimating transmission
security to provide the assurance that communication is established only when
they satisfied the application’s security requirements. Simulation results show
that the proposed protocol outperforms AOMDYV, dividing by three the packet
loss rate in networks including 20% of malicious nodes, while causing only
3% of additional loss in safe networks.

Enhancing Security Features and Performance of AODV
Protocol under Attack for MANET

In [21], the authors proposed a security mechanism which integrates digital
signature and hash chain to protect the AODV routing protocol against both
malicious and untrusted nodes. Hash chains has been used to authenticate the
hop count of RREQ and RREP packets so that it allows each and every
receiver node to verify that the hop count has not been modified by the
attacker. Whereas digital signatures has been used to protect the integrity of
the data in the RREQ and RREP packets. Furthermore, the simulation results
show marginal performance difference under attack when compared with the
original AODV protocol.
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2.4.8.

2.4.9.

Enhancing MANET Security using Secret Public Keys

The authors of [22] present a secure way for MANET nodes to authenticate
each other and to secure data sent by each other using PKI scheme. The
solution assumes that each node is able to generate its own public/private key
pair using RSA algorithm and each node is equipped with a smart machine
which is capable of generating unforgeble identity information. The proposed
mechanism uses four keys security scheme. This scheme uses RSA to enhance
the speed of the network. And, it does not use distributed CA or TA services
in order to avoid the huge amount of control overhead. Currently, the research
IS going on to prove the efficiency of the proposed mechanism and to analyze
the overhead of its behavior by simulating it.

Improved PKI Solutions for Mobile Ad hoc Networks

In [23], the authors proposed an improved PKI solution for mobile ad hoc
networks which provides an intelligent way to identify a set of CA nodes and
distribute the system secret over those nodes using threshold cryptography.
These chosen nodes are responsible for collectively providing the CA
functionality for MANETs using threshold cryptography. In order to
minimize the usage of limited resources in mobile nodes, the researchers
employed a simple communication protocols for mobile nodes to receive
certification services. However the authors did not present a real world or
simulation results to support the theory.

2.4.10. A Hybrid Cryptography Model for Managing Security in

Dynamic Topology of MANET

The authors of [24] proposed security architecture for small-scale networks
utilizing a seniority-based trust model and PGP type certification service
building a specific PKI. In order to construct the model, the authors have made
the following main assumptions;
= Each node has a unique ID and is capable of discovering available
senior member nodes of the network
= Communication with senior member nodes is more reliable than that of
junior member nodes
= Mobility is centralized by using a maximum node moving speed
= Each senior node is capable in detecting misbehaving nodes locally
= All nodes are maintaining a seniority table
= Two nodes having offline certificate holder are used to centralized
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The simulation results show that the proposed mechanism is easy to deploy
and efficient for small networks. However the scalability issue and a
construction of certification revocation scheme are yet to be addressed.

2.4.11. A Guard Node (GN) based Technique against Misbehaving
Nodes in MANET

In [25], the authors proposed a solution based on assigning ‘guard nodes’,
which are responsible for overhearing and reporting misbehaving nodes. One
of the existing MANET routing protocols; DSR has been used as the base
protocol to implement the proposed solution. The idea behind this solution is
to delegate the responsibility of overhearing of a misbehaving node into an
independent node known as ‘guard node’ rather than the sender. The guard
node is capable of overhearing the data transmission from source to the
destination covering the entire path excluding the source and the destination
nodes. These special nodes are selected by the source node and the selection
process is based on the returned routes during the route discovery process and
the cached routes. The results show that the proposed solution performs better
than DSR when the nodes move in high speed. However, the packet delivery
ration for both protocols affected by almost the same rate when the percentage
of the malicious nodes increases. Furthermore, the proposed solution has a
higher amount of routing overhead because of the embedded security features.
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Chapter 3: Design
3.1. Overall architecture
In this project the author focused on implementing a secured routing protocol for

wireless sensor networks on top of NS-2 simulation environment. The author has
installed NS-2 on top of Ubuntu, a Linux based operating system.

T Ubuntu (OS)

O O
O

Test Bed

A

(NS-2)

Node

A

O

Figure 5: Testing environment

NS-2 is an open source simulation environment that runs on top of Linux/Windows
operating systems. It is a discreet event simulator targeted at network research
including wired and wireless areas. It supports simulation of routing, multicast
protocols and IP protocols such as TCP, UDP over wired and wireless networks. It
has many characteristics that make it a very useful tool. Some of those characteristics
are shown as follows;

= Support for a wide range of protocols

= Flexibility of the tool

= Capability of graphically detailing network traffic

= Support for various algorithms in routing and queuing

3.2. Simulation environment

NS-2 makes use of TCL scripts to create a network topology and uses a tool known as
NAM (Network Animator) to visualize the network topology. Another interesting
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feature is that it records information regarding packet transmission in a trace file
which greatly helps researchers to analyze the data transmission in depth.

In this project author has prepared the simulation environment using TCLSs to test and
validate the results. The author has simulated the proposed solution using 802.11
MAC protocol with 11Mbps bandwidth. For simulations the author has considered
10,20,30,40 and 50 mobile nodes separately in a mobility area of 1000 x 1000 meters.
The simulation time is 1000 seconds. Refer Table 3 for a detailed description of the
simulation parameters used.

Table 3 : Simulation parameters

Parameter Value
Topology 1000m x 1000m
Bandwidth 11 Mbps

MAC protocol 802.11

Number of nodes 10,20,30,40,50

Mobility model Propagation/ TwoRayGround
Pause time (s) 0.0
Routing protocol AODV

Queue type Queue/ DropTail/PriQueue
Radio transmission 100m

Simulation time (s) 1000

Traffic type CBR

Password assigned 123

3.3. Proposed security solution

3.3.1. Working mechanism of the proposed solution

All the known nodes in the network are assigned with a common key, using
AES symmetric key cryptographic algorithm. Node should be configured with
a key to provide Authentication. Nodes which aware of this key are consider
as authenticated nodes.
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When node requires a specific route to find, it sends a RREQ. In this proposed
algorithm, author plans to add a new field to RREQ packet. It will generate a
random string from the sequence number of the RREQ packet. And then, in a
table called string table the sequence number and random string generated will
be stored. After that, the source IP Address, sequence number and random
string will be encrypted using the common key, which will be called as
encrypted string, the encrypted string will put into the new field of the RREQ.
Then the node will broadcast the RREQ packet.

When a node receives a RREQ, it generally checks whether it’s the destination
or has the path to the destination. In the proposed algorithm, it will perform an
authentication. In order to decrypt the encrypted field node must know the
common key. If it doesn’t know, it is not an authenticated node it needs to
forward it to other nodes. Once decrypted by the key, node will check whether
the sender IP address is same with the decrypted field’s IP address. If they
match, node will be authenticated. The sender will be considered as
trustworthy and processes the RREQ. Else it will drop the packet. This Process
of dropping if RREQ is not authenticated will be able to prevent intruders
from going inside the network and will likely reduce the unwanted traffic in
the network.

Node sends a RREP if that node is a destination or has the specific path to the
destination. In the proposed algorithm, a new field will be added to RREP
packet. Received node IP address (source IP address) and random string from
the decrypted RREQ will input to H-MAC hashing algorithm. This process
will ensure that it knows the common key of the network. Then the hash value
and random string will be encrypted using the common key. This encrypted
value will put into the new field and sends back to the Sender of the RREQ.
Use of hashing will prevent the Man in the Middle attacks.

When a node receives a RREP, It will decrypt the encrypted field in the RREP
using the common key. Then it will check the string table to identify whether
it has generated any random string like the one in the received RREP. If so, it
will process the hashing and check whether the two hash values are same. If
so, accept the reply, which means the encrypted string is successfully
decrypted at the receiver node therefore that node know the common key and
it’s an authenticated node so the sender node of RREQ will update the routing
table. If not match, the packet will be dropped.

Diffie Hellman algorithm can be used to securely exchange the secret key
between nodes.
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3.3.2. Pseudo code of the proposed solution

= Assign a common secret key ‘K’ to all the intended nodes
= When a node needs to find a specific route to a destination
Generate a random string from the sequence number of RREQ
Save random string + sequence number in the table ‘string table’
Encrypt (source IP+ sequence number+ random string) using ‘K’
Add a new field to RREQ and insert the encrypted string into it
Broadcast the RREQ to network
= When a node receives a RREQ
If (it has the common secret ‘K”)
Decrypt the encrypted string using ‘K’
If (sender’s IP = decrypted field’s IP)
Node is authenticated
If ((receiver’s IP = destination IP) || (receiver has a route to the
destination))
Hash (receiver’s IP + random string of the decrypted

RREQ)
Encrypt (Hash value + random string) using ‘K’
Add a new field to RREP and insert the encrypted value
into it
Send the RREP to the sender of the RREQ
Else
Forward the RREQ to neighbor nodes
Else
Drop the packet

Else
Forward the RREQ to neighbor nodes

= When a node receives a RREP
If (it has the common secret ‘K”)
Decrypt the encrypted string using ‘K’
If (random string = any string in the ‘string table”)
Hash (sender’s IP + random string)
If (the new hash value = hash value in the RREP)
Accept the RREP
Receiver updates its routing table

Else
Drop the packet
Else
Drop the packet
Else
Drop the packet
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3.3.3. Flowchart for the security solution
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Chapter 4: Implementation — A Secured Ad hoc Routing
Protocol for Wireless Sensor Networks

4.1. Implementation on the simulation environment - NS2

The proposed security solution was developed on NS2, which allows researchers
testing and validating the solution on various scenarios with different number of
mobile nodes. The algorithm of the proposed solution was written in C++ by
modifying the existing AODV algorithm. The simulation environment has been
created using TCL scripts (refer Figure 6). Appendix A gives an overview of the TCL
scripts which has been used.

|7 aodv-10-ori.tcl &

1 Phy/WirelessPhy set freq_ 2.472e9

2 Phy/WirelessPhy set RXThresh_ 2.62861e-09; #100m radius
3 Phy/WirelessPhy set CSThresh_ [expr 0.9*[Phy/WirelessPhy set RXThresh_]]
4 Phy/WirelessPhy set bandwidth_ 11.0e6

5 Mac/802_11 set dataRate_ 11Mb

6 Mac/802_11 set basicRate_ 2Mb

7

8 set val(chan) Channel/WirelessChannel ;
9 set val(prop) Propagation/TwoRayGround ;
10 set val(netif) Phy/WirelessPhy ;

11 set val(mac) Mac/802_11 ;

12 set val(ifq) Queue/DropTail/PriQueue ;
13 set val(ll) LL ;

14 set val(ant) Antenna/OmniAntenna ;

15 set val(ifqlen) 30 ;

16 set val(nn) 10 ;

17 set val(rp) AODV ;

18 set val(x) 200 ;

19 set val(y) 200 ;

20 set val(stop) 50 ;

21

22 set ns [new Simulator]

23

24 set tracefd [open AODV_10.tr w]

25

%ﬂe [open CwMaodv_10 w]

Figure 6: Sample TCL Script

NS2 records information regarding packet transmission in a trace file (refer Figure 7).
Appendix B describes the format of a trace file in detail. Trace files are raw data files
which allows analyzing the data transmission in depth. In order to make that analysis
process more efficient, the author has used AWK scripts. AWK is an interpreted
programming language. It is a very powerful and specifically designed language for
text processing. In this project the author has used the GNU AWK which is written
and maintained by the Free Software Foundation (FSF). Appendix C gives an
overview of the AWK scripts which has been used in the project.
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r 0.100660094 2 RIR --- 0 RODV 48 [0 ffffffff 0 800] [energy 199.999584 ei 0.000 es 0.000 et 0.000 er 0.000] ------- [0:255 -1:255 30 0] [0x2 1 1 [2 0] [0 4]]
8 0.100660094 2 RIR --- 0 RODV 44 [0 0 0 0] [energy 199.999584 ei 0.000 es 0.000 et 0.000 er 0.000] ------- [2:255 0:255 30 0] [0x4 1 [2 4] 10.000000]) (REPLY)
r 0.100660197 1 RIR --- 0 RODV 48 [0 ffffffff 0 800] [energy 199.999584 ei 0.000 es 0.000 et 0.000 er 0.000] ------- [0:255 -1:255 30 0] [0x2 11 [2 0] [0 4]]
r 0.100660232 3 RIR --- 0 RODV 48 [0 ffffffff 0 800] [energy 199.999584 ei 0.000 es 0.000 et 0.000 er 0.000] ------- [0:255 -1:255 30 0] [0x2 1 1 [2 0] [0 4]]

Figure 7: Sample piece of a trace file

AODV source code which is used in this solution has been already developed
according to the RFC 3561: “Ad hoc On-Demand Distance Vector (AODV) Routing”
and as the RFC suggests, by default algorithm itself disables the use of hello packets.
And for the sake of simplicity, the author has left the default configuration as it is.

When creating the simulation environment all the nodes are pre-assigned with a
common key. In this project, in order to provide cryptographic functions such as
encryption, decryption, hashing, etc. the author has made use of Openssl 1.0.0.a
package.

4.1.1. Assigning a common secret key

The assignment of shared secret key has been achieved in NS2 via TCL
scripts. In the proposed solution each node is assigned with a common secret
key which has to be used to achieve privacy for their communication. As an
example, when two nodes needs to communicate with each other without
revealing the content to unintended nodes, first of all these two nodes need to
exchange a shared secret key which is only known to themselves. After that
the sender can use this shared secret key to encrypt the message. The receiver
can use the same key to decrypt it. Since the key is only known to these two
nodes, others cannot decrypt and see the content of the message and hence
confidentiality of the data transmitted can be achieved.

This goal has been achieved by assigning a key value to a variable which is
available in MobileNode.h file which is inside the ns2.35 configuration folder
as shown in Figure 8. This key value has been set through TCL script at run
time of the simulation.

inline void getPassword(double *pw){
*pw = password;

}

Figure 8: Assigning a key value to a variable
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4.1.2. Generating a random string

This is achieved through random.h file as shown in Figure 9. Random.h file
use a seed value to generate random strings. In this project the author uses the
seed value to ensure that a particular RREQ has been sent using the same
sequence number in a particular node will have the same random number in
the encrypted string.

static const char alphanum[] = "0123456789" "!@#$%~&*" "ABCDEFGHIJKLMNOPQRSTUVWXYZ" "abcdefghijklmnopgrstuvwxyz";
int stringLength = sizeof(alphanum) - 1;

char genRandom() {
return alphanum[rand() % stringlLength];
}

void genRandomString(char *newStr,const unsigned int size, int seed)

{
srand (seed);
for(unsigned int 1=0; 1 < size; i++) {
newStr[i]=genRandom();

}
void printRandomString (char str[], int len)
for (int 1 = 0; 1 < len; i++)
printf ("%c",str[i]);

}
printf ("\n");

Figure 9: Generating a random string

4.1.3. Creating the string table

This table stores sequence number and the random string generated for each
RREQ. Purpose of maintaining this table is to validate the RREP received for
a specific RREQ. When a node receives a RREP it will check the string table
to see whether it has ever generated a RREQ with such random string.

In order to achieve this goal, it is required to modify the aodv_packet.h file. In
NS2 this has been achieved by introducing Chal_Info class as shown in Figure
10, which belongs to the aodv.cc file. By default the Chal_Info class can store
up to twenty strings sent from a particular node. However it can be increased
or decreased according to the requirements.
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1++)

for(unsigned int j=0;
ch[i].chal[j]="\0";

ch = new Chal_Info[20];
for(int 1=0; 1<20;
{
ch[i].seqno = 0;
ch[i].chal
}
}
position =0;
prevSeq = seqno;

new char[20];
j < 20; j++)

Figure 10: Creating the sting table

4.1.4. Implementing cryptographic functions

In NS2 Security.h file is responsible for encryption and hashing functions as
shown in Figure 11, Figure 12 and Figure 13. It contains a set of methods
which required for encryption, decryption and hashing. It makes use of the
standard openssl library for that purpose.

int INITIALIZEAES{unsigned char *KeyData, int KeylLength,

{
int rc;
int Rounds = 10;
unsigned char aes_key[32], aes_iv[32];

/////////////////////////////f/////////////

/
// cipher Block chaining mode , SHA1
rc = EVP_BytesToKey(

unsigned char *Salt,

EVP_aes_256_cbc(), [/ Cryptographic mode

EVP shai(), // SHA1
Salt, // a fuzzifier
KeyData,

KeyLength,

Rounds, [/ more rounds
aes_key,

aes_iv

):; // return buffers

EVP_CIPHER_CTX_init(en_ctx);

EVP_EncryptInit_ex(en_ctx, EVP_aes_256_cbc(), NULL,

EVP_CIPHER_CTX_init(de_ctx);

EVP_DecryptInit_ex(de_ctx, EVP_aes_256_cbc(), NULL,

return 0;

aes_key, aes_iv);

aes_key, aes_iv);

EVP_CIPHER_CTX *en_ctx,

EVP_CIPHER_CTX *de_ctx)

Figure 11: Initialization of encryption and decryption
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char *AES_Encrypt(char *msgtoencrypt,char *key){

/1

/1l

EVP_CIPHER_CTX en_ctx;
EVP_CIPHER_CTX de_ctx;

unsigned int Salt[] = {12345, 54321};
unsigned char *KeyData;

char *ciphermsg;

int KeyDatalen;

KeyData = (unsigned char *)key;
KeyDataLen = strlen(key);
printf("Msg to be Encrypted : %s , Key : %s \n",(unsigned char *)msgtoencrypt,key);
if (INITIALIZEAES(KeyData, KeyDatalLen,(unsigned char *)&Salt, &en_ctx, &de_ctx))
{
printf("Couldn't initialize AES System\n");
return 0;

}

int inlen;
inlen = strlen(msgtoencrypt)+1;

ciphermsg =(char *)Encrypt(&en_ctx, (unsigned char *)msgtoencrypt, &inlen);
printf("\n [Encrypted Msg : %s", ciphermsg);

Figure 12: Sample code from encryption process

void calHash(char *key,const unsigned char ibuf[],unsigned char obuf[])

{

HMAC(EVP_sha1(),key,strlen(key),ibuf, strlen((const char*)ibuf),obuf,NULL);
return;

Figure 13: Sample code from hashing

4.1.5. Implementing the security solution in AODV

The proposed solution has been developed and implemented in route
discovery process of AODV protocol. The main configuration file which
modified is aodv.cc. Following functions has been modified in order to embed
the proposed solution.

= AODV::sendRequest(...) — responsible for sending RREQ
=  AODV::rrecvRequest(...) — responsible for receiving RREQ
= AODV::sendReply(...) - responsible for sending RREP

=  AODV:rrecvReply(...) - responsible for receiving RREP

The modifications which have been done in the above functions are presented
in Apendix D.
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4.1.6.

4.1.7.

In addition to that, the author has defined several variables in aodv.h file
which supports the implementation of the security solution.

Compiling source code

After doing required modifications in the source code files it is necessary to
run the following commands in the terminal to apply the modifications.

=  Make clean
=  Make
=  Make install

All the above commands are required to execute with super user privileges to
apply the changes.

Simulating and analyzing

If there are no errors present during the compilation process next step is to
start the simulation process using the TCL scripts. In order to run the tcl script
in NS2 it is required to issue the following command in the terminal;

= Ns <<simulation_file.tcI>> <<number_of nodes>>

After the simulation, NS2 generates a trace file which contains information
about the packet transmission. In this project the author has used these trrace
files to measure the performance of the solution. To achieve this goal AWK
scripts has been used. AWK script can extract only the required data from a
given trace file to perform calculations. The following command has to be
issued in order to run an AWK script against a trace file;

= Awk —f <<awk_script_file.awk>> <<trace_file.tr>>
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Chapter 5: Testing, Evaluation and Validation

5.1. The plan

As the first step, the author has implemented the existing AODV routing protocol on
top of NS2. It has been subjected to testing, evaluation and validation as bellow;

Simulations have been carried out separately for a MANET which has
10, 20, 30, 40 and 50 mobile nodes in it.

A qualitative analysis has been carried out to evaluate the security of
the existing AODV protocol.

Performance of the existing protocol has been measured as a
quantitative analysis process to evaluate the current level of
performance.

The proposed security solution has been tested, evaluated and validated as the second

step.

As previous section, simulations have been carried out for 10, 20, 30,
40 and 50 mobile nodes.

A qualitative analysis has been performed to evaluate the security
aspects of the proposed solution.

Performance of the proposed solution has also been measured as a
quantitative analysis to evaluate the adoptability of the solution.

5.2. Evaluation of security aspects

When considering the evaluation process of security aspects, it is not practical to carry
out a quantitative analysis to measure the security or on the other hand insecurity.
Therefore, according to the supervisor’s guidance it has been decided to perform a
qualitative analysis on both existing AODV protocol and proposed solution to
evaluate the security aspects.

To achieve this, the author makes use of several case studies and explains how each
protocol (existing AODV and proposed solution) behaves on a particular scenario so
that evaluation can be done based on the behavior of the protocol.
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5.2.1. Case Studies

The author has used real-world case studies with imaginary characters. Each
case study addresses a unique information security related threat. In order to
make it understandable for audience, the author has made the case studies
simple as possible without damaging to its purpose. As an example even
though the solution is applicable for MANETS which has more than 2-3 nodes,
case studies has been designed with 2-3 mobile nodes to maintain the
simplicity. The same case studies can be applied to MANETs with large
amount of nodes.

In the case studies, the author has used imaginary names and each name
represents his/her mobile node. As an example, “Alice sends a RREQ” can be
interpreted as “the mobile node used by Alice sends a RREQ”. The case
studies are presented in Chapter 6: General Discussion under the sub heading
6.1. On the security aspects of the proposed solution.

5.3. Evaluation of performance

A quantitative analysis has also been performed on both AODV protocol and
proposed solution to measure the performance of each protocol. Afterwards, a
comparison will be carried out between performance matrices of each protocol.

To achieve this goal, the author has used four performance matrices. The results are
represented in the next chapter using graphs. In addition to that, the author has
compared these results which received for both protocols in terms of the four
performance matrices which are described in the next section.

5.3.1. Performance matrices

The following performance matrices have been used in this project to evaluate
and get an idea about the performance of both AODV protocol and the
proposed solution.

End to end delay : The total amount of time taken by a data packet
to reach its destination.

Packet delivery fraction . The ratio of the total number of packets
received at the destination and the total number
of packets sent by the source.

35



Normalized routing overhead : The ratio of control packets sent and the
number of packets delivered at the destination.

Throughput : The total amount of packets transfer through a
link for a given period of time.
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Chapter 6: General discussion

6.1. On the security aspects of the proposed solution

6.1.1.

6.1.2.

Case Study 1: Eavesdropping

With AODV protocol without a security solution:

Alice and Bob want to communicate with each other secretly. Alice broadcasts
a RREQ to the network to find Bob. Eve is a third party who interests about
Alice and Bob’s conversation. She listens into this communication to obtain
some sensitive information which can be wused to intercept future
communications between them.

With the proposed security solution:

Alice and Bob exchange a shared secret key “K” between them. Alice
encrypts her IP address, sequence number and a random string using “K” and
broadcasts the RREQ with the encrypted string to the network. Upon receiving
the RREQ, Bob decrypts it using “K”. Even though Eve wants to obtain the
information in the encrypted string, she is unable to decrypt it because the
shared secret “K” is known to Alice and Bob only.

Therefore, it can be observed that the proposed security solution provides
confidentiality in route discovery process as expected.

Case Study 2: Man-in-the-Middle

With AODV protocol without a security solution:

Alice and Bob want a secret communication channel between them. Eve is a
third party who interests about this communication and wants to pretend to be
Alice hence wants to remove Alice from the conversation. Therefore, after
receiving Alice’s RREQ, Eve changes the source IP address to her IP address
and sends it to Bob. Bob continues the communication with Eve thinking that
it is Alice.

With the proposed security solution:

Even though Eve modifies the source IP address she cannot modify the source
IP address which is inside the encrypted string without the shared secret “K”.
Therefore, when Bob receives the RREQ he decrypts it, then he checks
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whether the source IP address is equal to the decrypted field’s source IP
address. If they do not match, Bob drops the RREQ.

This case study proves that the proposed solution provides confidentiality and
authentication to the route discovery process.

6.1.3. Case Study 3: Bogus Information

With AODV protocol without a security solution:

Alice and Bob want to communicate secretly. As an initial step Alice sends a
RREQ to Bob. Eve is a third party who wants to disturb the communication.
After receiving the RREQ, Eve creates a RREP with the encrypted string
stolen from the Alice’s RREQ and tries to pretend that she is the requested
destination. Upon receiving this RREP, Alice updates her routing table with
this wrong information.

With the proposed security solution:

Alice receives the RREP sent by Eve (as Bob) and decrypts the encrypted
string using the shared secret “K”. She checks whether the random string in
the encrypted sting is available in her string table. In this case yes, because
Eve did not change it. Then Alice hashes the sender’s IP address and random
string and checks whether its equal to the hash value in the RREP. At this
point they are not equal. Because the hash value presented in the RREP has
been created by Eve’s end and she does not have any idea about the correct
random string. Because Eve is unaware of the shared secret “K”. If this
happens Alice drops the RREP of Eve.

Therefore, it can be observed that this solution achieved the goal of providing
integrity to the route discovery process.

6.2. On the performance of the proposed solution

After implementing the existing AODV protocol and the proposed solution in the
simulator, number of simulations has been carried out in order to measure the
performance of both AODV and the proposed solution. Readings of the performance
matrices are included in Appendix E. The following section illustrates the results in a
graphical manner.
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6.2.1. End to End Delay

Figure 14 shows that end to end delay increased (as an average case) as the
number of nodes increased in both protocols. The reason is the bandwidth
reduction with the increment of nodes in the network. The proposed
mechanism achieve slightly less end to end delay compare to AODV in the
first three scenarios with number of nodes changing as 10, 20, 30. However, in
last two scenarios with number of nodes changing as 40, 50, end to end delay
of the proposed solution increased in a considerable amount.

End to end delay
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Figure 14: End to end delay vs. number of nodes

6.2.2. End to End Delay

Figure 15 shows a decrement of the packet delivery ratio with increment of the
number of nodes in both protocols. The reason behind this is unsuccessful
route repairs as the number of nodes increases. The simulation results show
that the proposed algorithm has the ability to achieve very much similar result
to that of the AODV algorithm in average cases (hnumber of nodes 10, 20, 50).
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Figure 15: Packet delivery ratio vs. number of nodes

6.2.3. Normalized Routing Overhead

Results in the Figure 16 show that the normalized routing overhead of AODV
protocol is slightly equal throughout the entire graph. In the proposed
algorithm, normalized routing overhead of first two cases with number of
nodes 10 and 20, are slightly equal to that of the AODV protocol. However,
with the increase of the number of nodes as 30, 40 it gradually increases. This
is due to the high amount of control overhead in the proposed security solution
as the number of nodes increases.
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Figure 16: Normalized routing overhead vs. number of nodes
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6.2.4. Average Throughput

According to the results in Figure 17, it can be observed that in both AODV
and the proposed solution the average throughput decreases as the number of
nodes increases. The reason is high control overhead as the number of nodes
increases. And also the results show that the average throughput of the
proposed algorithm is comparatively lower than that of the AODV protocol.
The reason is the increment of the control overhead with the security
implementation.
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Figure 17: Average throughput vs. number of nodes
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Chapter 7: Conclusion and future work

7.1. Problems faced

7.1.1.

7.1.2.

7.1.3.

Defining a boundary

Both “Mobile Ad hoc Networks” and “Information Security” are topics which
expanded in a vast area. The idea behind “A Secured Ad hoc Routing Protocol
for Wireless Sensor Networks” is highly abstract and high-level. Even though
the idea of embedding security attributes like confidentiality, integrity and
authentication seems fairly simple task, implementing such attributes in a
wireless network which tends to frequently change its network topology, does
not contain a central coordination point, has comparably less network
bandwidth due the shared medium and suffers from limited battery power was
a very exciting but a challenging task.

Maintaining a tradeoff between security and performance

The most difficult part was to maintaining the main job of a MANET, which is
providing data transmission while providing confidentiality, integrity and
authentication to the data transmitted over the network. However, by trial and
error the author has come up with the final solution described in this project.

Evaluation

Coming up with an evaluation method which can be used to evaluate security
aspects was another challenging task. Because a quantitative analysis process
may not be the best idea to measure the security or the insecurity of the
solution. However, the author was advised by the project supervisor as well as
the project evaluation penal (during the interim presentation), to carry out a
qualitative analysis using case studies to support the project outcomes.
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7.2. Lessons learned

7.2.1.

7.2.2.

7.2.3.

Understanding MANET operations

Unlike conventional wired and wireless networks mobile ad hoc networks
have unique and distinct characteristics which on the other hand make it one
of the hottest topics in research community. While conducting this project the
author has gained vast amount of knowledge in MANETS.

Understanding concepts of information security

Even though the author is familiar with the information security concepts in
general, this was her first attempt at applying security attributes into “mobile
ad hoc networks” which enables her to get a more realistic and in depth
understanding about it. Furthermore, it allows her to understand the limitations
of embedding security into MANETS and how they can be improved.

Getting familiar with new technologies

The author has gained lot of knowledge and experience in new computer
technologies and their applications. As an example she has gained vast amount
of experience in NS2 simulation environment. Furthermore, she had the
opportunity to learn programming/ scripting languages such as C++, TCL
scripting and AWK scripting.

7.3. Deviations from original project plan

7.3.1. Evaluation techniques

The original project proposal only included the quantitative analysis process
which can be used to measure the performance. However it was later decided
that it will be more practical to perform a qualitative analysis to evaluate the
security of the solution.
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7.3.2.

Software version changes

The author’s original plan was to install and configure the latest release of
NS2 which is version 2.35. But during the installation process it was unable to
run the simulator and it has been found out that this particular version is not
compatible with the operating system in use which is Ubuntu 12.04.
Therefore, the author has installed and configured NS2 version 2.34 on the
same operating system.

7.4. Extensions and future work

7.4.1.

7.4.2.

Introducing more security attributes

This project is focused on embedding confidentiality, integrity and
authentication into the route discovery process of AODV protocol. It can be
extended by introducing other important security attributes such as
availability, authorization, non repudiation, etc...

Improving network performance

According to the simulation results it can be observed that the proposed
solution does not have a significant impact on the network performance when
applied to a network with small amount of nodes. However, when the number
of nodes increases the network performance significantly degrades. Therefore,
research work can be carried out to improve the proposed solution to serve
networks with large amount of nodes.

7.5. Conclusion

This project presented a modified version of an existing AODV routing protocol. The
proposed solution has been specifically designed for military surveillance systems or
any system which seeks for confidentiality, integrity and authentication in their
communication channel.

The proposed solution has been succeeded in achieving its goal as a routing protocol
which provides confidentiality, integrity and authentication in route discovery
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process. It can be used as a foundation to build a more secure and scalable routing
protocol by improving and adding new features.
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Appendix A: TCL Scripting

A.l.

A.2.

Brief Overview of TCL

TCL stands for Tool Command Language. It is a combination of a scripting language
and its own interpreter which gets embedded to the application. TCL was originally
designed by John Ousterhout of the University of California.

TCL was originally developed for Unix systems. Later, instances were created to
serve Windows, DOS and OSX. TCL is very much similar to other Unix shell
languages such as Bourne Shell (Sh), Korn Shell (sh) and C Shell (csh).

It allows programs to interact with other programs and also it act as an embeddable
interpreter. The following section lists down its features;

= |tis a free and opensource tool

= It supports Windows, Mac OS X, and almost every Unix platform
= It helps in reducing the development time

= Simple language which makes it easy to learn

= [tincludes a powerful set of networking functions

TCL Script Used - explanation

Defining the environmental settings;

Phy/WirelessPhy set freq_ 2.472e9

Phy/WirelessPhy set RXThresh_ 2.62861e-09; #100m radius
Phy/WirelessPhy set CSThresh_ [expr 0.9*[Phy/WirelessPhy set RXThresh_]]
Phy/WirelessPhy set bandwidth_ 11.0e6

Mac/802_11 set dataRate_ 11Mb

Mac/802_11 set basicRate_ 2Mb

Setting up values for the environment variables;

set val(chan) Channel/WirelessChannel ;
set val(prop) Propagation/TwoRayGround ;
set val(netif) Phy/WirelessPhy ;

set val(mac) Mac/802_11 ;

set val(ifq) Queue/DropTail/PriQueue ;

set val(ll) LL ;
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set val(ant) Antenna/OmniAntenna ;
set val(ifglen) 30 ;

set val(nn) 10 ;

set val(rp) AODV ;

set val(x) 200 ;

set val(y) 200 ;

set val(stop) 50 ;

set ns [new Simulator]

set tracefd [open AODV_10.tr w]
set winFile [open CwMaodv_10 w]
set namtracefd [open namwrls.nam w]

Node Configurations;

$ns node-config -adhocRouting $val(rp) \
-lIType $val(ll) \

-macType $val(mac) \

-ifgType $val(ifg) \

-ifgLen $val(ifglen) \

-antType $val(ant) \

-propType $val(prop) \
-phyType $val(netif) \
-channelType $val(chan) \
-topolnstance $topo \
-agentTrace ON \

-routerTrace ON \

-macTrace OFF \
-movementTrace OFF \
-energyModel "EnergyModel" \
-initialEnergy 200

Creating nodes and assigning them with a shared secret;

for {set i 0} {$i < $val(nn) } {incr i} {
set node_($i) [$ns node]

}

for {set i 0} {$i < $val(nn) } {incri}{
$ns at 0.0 "$node_($i) password 123"

}

Assigning starting locations for the nodes;

$node_(0) set X_1.0
$node_(0) set Y_50.0
$node_(0) set Z_ 0.0
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$node_ (1) set X_60.0
$node_(1) set Y_50.0
$node (1) setZ_ 0.0

$node_(2) set X_25.0
$node_(2) set Y_65.0
$node (2) set Z_ 0.0

$node_(9) set X_130.0
$node _(9) set Y_5.0
$node (9) set Z_ 0.0

Initializing communication;

$ns at 10.0 "$node_(2) setdest 135.0 65.0 8.0"
$ns at 10.0 "$node_(4) setdest 140.0 70.0 8.0"
$ns at 10.0 "$node_(8) setdest 125.0 100.0 8.0"

Finalizing communication;

proc stop {} {
global ns tracefd namtracefd

$ns flush-trace

close $tracefd

close $namtracefd

exec nam namwrls.nam &
exit 0

}

$ns run
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Appendix B: Trace Files

B.1. Brief Overview of Trace Files

B.2.

Trace file is a file written by an application, in this case NS2 to store overall network
information. In order to create a trace file it is required to define it in the relevant TCL
script as follows;

set tracefd [open AODV_10.tr w]
There are two types of trace files;

I.  New trace file format
II. Old trace file format

In this project, the author will generate old trace file format.

0Old Trace File Format

Figure 10 is a snap shot of a trace file created according to the old trace file format.

411

411
411
411
411

411

EA0DV_10 B3|
i b 0.100000000 _O_ AGT --- 0 tcp 40 [0 0 0 O] [energy 200.000000 ei 0.000 es 0.000 et 0.000 er 0.000] [0:0 2:0 32 0] [00] OO
2 r 0.100000000 0_RTR --- 0 tcp 40 [0 0 0 0] [energy 200.000000 ei 0.000 es 0.000 et 0.000 er 0.000] [0:0 2:0 32 0] [0 0] 00
3 5 0.100000000 0_ RTR =--- 0 AODV 48 [0 0 0 0] [energy 200.000000 ei 0.000 es 0.000 et 0.000 er 0.000] =------ [0:255 -1:255 30 0] [0x2 1 1 [2 0] [0 4]] (REQUEST;
4 N -t 0.100115 -n 2 -e 199.999584
5 N -t 0.100115 -n 1 -e 199.999584
6 N -t 0.100115 -n 3 -e 199.999584
7 N -t 0.100115 -n 4 -e 199.999584
N -t 0.100115 -n 5 -e 199.999584
r 0.100660094 2 RTR --- 0 AODV 48 [0 EEFEEfff 0 800] [energy 199.999584 ei 0.000 es 0.000 et 0.000 er 0.000] —------ [0:255 -1:255 30 0] [0x2 1 1 [2 0] ([0
8 0.100660094 _2_ RTR --- 0 AODV 44 [0 0 0 O] [energy 199.999584 ei 0.000 es 0.000 et 0.000 er 0.000] ------- [2:255 0:255 30 0] [0x4 1 [2 4] 10.000000] (REPLY)
r 0.100660197 _1_ RTR --- 0 AODV 48 [0 ffffffff O 800] [energy 199.999584 ei 0.000 es 0.000 et 0.000 er 0.000] —----——- [0:255 -1:255 30 0] [0x2 1 1 [2 O] [O
r 0.100660232 _3_ RTR --- 0 AODV 48 [0 EEfffff O 800] [energy 199.999584 ei 0.000 es 0.000 et O. - [0:255 -1:255 30 0] [0x2 1 1 [2 0] [0
r 0.100660272 _4_ RTR --- 0 AODV 48 [0 ffffffff O 800] [energy 199.999584 ei 0.000 es 0.000 et O. - [0:255 -1:255 30 0] [0x2 1 1 [2 O] [O
r 0.100660313 _5_ RTR --- 0 AODV 48 [0 ffffffff O 800] [energy 199.999584 ei 0.000 es 0.000 et 0.000 er 0.000] —----——- [0:255 -1:255 30 0] [0x2 1 1 [2 O] [O
N -t 0.100915 -n 0 -e 199.999180
N -t 0.100915 -n 1 -e 199.999232
N -t 0.100915 -n 3 -e 199.999232
N -t 0.100915 -n 4 -e 199.999232
N -t 0.100915 -n 5 —e 199.999232
N -t 0.100915 -n 7 -e 199.999648
N -t 0.100915 -n 6 -e 199.999648
5 0.101541423 1 RTR -—- 0 AODV 48 [0 £EFEEfff 0 800] [energy 199.999232 ei 0.000 es 0.000 et 0.000 er 0.001] —------ [1:255 -1:255 29 0] [0x2 2 1 [2 0] ([0
N -t 0.101745 -n 2 -e 199.998970
N -t 0.101745 -n 1 -e 199.999014
N -t 0.101745 -n 3 -e 199.999014
N -t 0.101745 -n 4 -e 199.999014
N -t 0.101746 -n 5 -e 199.999014
N -t 0.102027 -n 0 -e 199.998737
N -t 0.102027 -n 1 -e 199.998816
N -t 0.102027 -n 3 -e 199.998816
N -t 0.102028 -n 4 -e 199.998816
N -t 0.102028 -n 5 —e 199.998816
N -t 0.102028 -n 7 -e 199.999450
N -t 0.102028 -n 6 -e 199.999450
N -t 0.102285 -n 2 -e 199.998558
N -t 0.102286 -n 1 -e 199.998626
N -t 0.102286 -n 3 -e 199.998626

Figure 18: Snap shot of an old format trace file

There are twelve data fields in this trace file. The following table gives a brief idea about the
fields in this trace file.
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Table 4: Description of the fields

Column No. | Description
1 States whether this is a sent (s), received (r) or dropped (d) packet
2 Relative time the event has taken place
3 Node ID
4 States the layer which the event occurred;
AGT — Application layer
RTR — Routing layer
MAC — MAC layer
LL — Link layer
IFQ — Interface Queue
PHY — Physical layer
5 Delay over the underlying wireless channel
6 States the protocol type
7 Packet size
8 Duration of the packet, destination’s MAC address, source’s MAC address,
MAC type
9 Energy level of the node
10 States information about the source node
11 Flag set
12 States the packet type
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Appendix C: AWK Files

C.1. AWK Scripting Overview

C.2.

AWK is a powerful method of processing or analyzing raw text files. AWK can be
used in two ways;

I. AWK command can be executed from the command line
Il. AWK can be executed as a program which known as AWK scripts

AWK Scripts to Analyze Performance

This section explains the methods of calculating the network performance in terms of
end to end delay, packet delivery ratio, normalized routing overhead and average
throughput using AWK scripts.

End to end delay:

BEGIN {

seqho=-1;

dp=0;

rp=0;

cnt=0;

}

{

if(S4=="AGT" && $1=="s" && seqno<$6)
{

seqno=56;

}

else if(($4=="AGT")&&(S$1=="r"))
{

rp++,

}

else if($1=="D"&&S7=="tcp")

{

dp++;

}

#end_end delay
if(S4=="AGT"&&S1=="s")

{

start_time[$6]=52;

}

else if(($4=="AGT")&&($1=="r"))
{

end_time[$6]=52;

}
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else if(($1=="D")&&(S7="tcp"))
{

end_time[$6]=-1;

}

}
END{

for(i=0;i<=seqno;i++)

{

if(end_time[i]>0)

{
delay[i]=end_timel[i]-start_timel[il;
cnt++;

}

else

{

delay[i]=-1;

}

}
for(i=0;i<=seqno;i++)
{

if(delayl[i]>0)

{
ssdelay=ssdelay+delay[i];
}

}
ssdelay=ssdelay/(cnt+1);

printf( "average end to end delay= %.2f" ,ssdelay*1000 " ms");
print "\n";
}

Packet delivery ratio:

BEGIN {
sendLine = 0;
recvLine = 0;
fowardLine = 0;

}

$0 ~/"s.* AGT/ {
sendLine ++ ;

}

$0 ~/~r.* AGT/ {
recvLine ++ ;

}

$0 ~/M.* RTR/ {
fowardLine ++ ;
}

END {
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printf "cbr s:%d r:%d, r/s Ratio:%.4f, f:%d \n", sendLine, recvLine,
(recvLine/sendLine),fowardLine;

¥

Normalized routing overhead:

BEGIN{

recvd = O;##HHHHHHHEHIHIHIHH to calculate total number of data packets received
rt_pkts = O;##H#HH#HHHEHHHH##H 1o calculate total number of routing packets
received

ks

{
##### Check if it is a data packet

if (($1=="r") && ($7 == "cbr" || $7 =="tep" ) && ( $4=="AGT")) recvd-++;

###### Check if it is a routing packet

if ($1=="5"| $1 =="f") && $4 == "RTR" && ($7 =="AODV" || $7 =="message" ||
$7 =="DSR" || $7 =="OLSR")) rt_pkts++;

}

END{

O NtT( B R
HHHHHHHAHIHEN);

printf("\n");

printf(" Normalized Routing Load = %.3Rn", rt_pkts/recvd);
printf("\n");

PriNtf( SRR
HHHHHHHAHIHEN);

¥

Average throughput:

BEGIN {
recvdSize =0
startTime = 400
stopTime =0
}

{

event = $1
time = $2
node_id = $3
pkt_size = $8
level = $4

# Store start time
if (level =="AGT" && event =="s" && pkt_size >=512) {
if (time < startTime) {
startTime = time

¥
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¥

# Update total received packets' size and store packets arrival time
if (level == "AGT" && event == "r" && pkt_size >=512) {
if (time > stopTime) {
stopTime = time

hy

# Rip off the header

hdr_size = pkt_size % 512
pkt_size -= hdr_size

# Store received packet's size
recvdSize += pkt_size

¥

END {
printf("Average Throughput[kbps] = %.2f\t\t
StartTime=%.2\tStopTime=%.2f\n",(recvdSize/(stopTime-
startTime))*(8/1000),startTime,stopTime)
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Appendix D: AODV Modifications

D.1. AODV:sendRequest(...) Modifications

int size = 10;

char newStr[ size |;

for(int i=0; 1 < 50; i++) {
newsStr[i]="0";

}

memset(newsStr,0,size);

genRandomString (newsStr,size,seqno);

if(seqno !'= prevSeq )

{
setChal(seqno,newsStr,size,position,index);
prevSeq = seqno;

if(position <19)
position++;
else
position =0;
}
CurrentNode = (MobileNode*) (Node::get_node_by address(index));
((MobileNode *) CurrentNode)-> getPassword(&password);
int intPassword = (int)password;
char key[20];
sprintf(key,"%d",intPassword);
char ChallengeToEncrypt[50];
char *keyp = key;
for(int i=0; i < 50; i++) {
ChallengeToEncrypt[i]="0";
}
sprintf(ChallengeToEncrypt,"%d %d %s",index,seqno,newstr);
char *EncryptedChallenge;
EncryptedChallenge = AES_Encrypt(ChallengeToEncrypt,keyp);
char *finalMsg;
finalMsg = AES_Decrypt(EncryptedChallenge,key);
for(int i=0; i<50; i++)
{
rg->challenge[i]=EncryptedChallenge[i];
}
printf("\n System Common Key is %s Unencrypted Encrypted String is %s
Encrypted String is %s Request send from node %i " keyp,
ChallengeToEncrypt, rq->challenge,index);
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D.2.

AODV:recvRequest(...) Modifications

printf("Encrypte String Received : %s from node %d \n",rg->challenge,rg->rq_src);
CurrentNode = (MobileNode*) (Node::get_node_by address(index));
((MobileNode *) CurrentNode)-> getPassword(&password);

char key[20];

int intPassword = (int)password;
sprintf(key,"%d",intPassword);

char *finalMsg=NULL;

char *MsgToDecrypt = rg->challenge;
finalMsg = AES_Decrypt(MsgToDecrypt,key);

printf("Encrypted String Received to Node %d from %d. Once Decrypted the Encrypted
String is %s \n",index,rg->rq_src,finalMsg);

char *sourcelnChal = NULL;
sourcelnChal= strtok(finalMsg," ");
char *seqInChal = NULL;
seqInChal = strtok(NULL," ");

char *randInChal = NULL;
randInChal = strtok(NULL," ");

int ChalSeq = 0;

if(seqInChal != NULL)

ChalSeq = atoi(seqglnChal);

char sourcelnMsg[20];
for(int i=0; i<20; i++)
{
sourcelnMsg[i]=NULL;

}

sprintf(sourcelnMsg,"%d",rg->rqg_src);

if(sourcelnMsg[0] != NULL && sourcelnChal != NULL)

{

if(strcmp(sourcelnMsg,sourcelnChal)!=0)

{
printf("Authentication failed from node %d at node %d . Request Ignored
\n", rg->rg_src,index);
Packet::free(p);
return;

}

else

{
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D.3.

e

Ise

printf("Received Request Successfully Authenticated for node %d at node
%d Request Accepted \n",rg->rq_src,index);

printf("\n Critical Error Packet Droped");
Packet::free(p);
return;

AODV:sendReply(...) Modifications

printf("\n This is the received Encrypted String to be Hashed using H-MAC = %s Seq No =
%d",recvdChal,SeqNo);

if(recvdChal != NULL)

{

else

rp->seqno = SeqNo;

CurrentNode = (MobileNode*) (Node::get_node_by_address(index));
((MobileNode *) CurrentNode)-> getPassword(&password);

int intPassword = (int)password;

char key[20];

sprintf(key,"%d",intPassword);

char *keyp = key;

calHash(keyp,reinterpret_cast< const unsigned char*>(recvdChal),(unsigned

char*)rp->responce);

printf("\n Hash (H-MAC) Calculating Error When sending Responce");
return;

printf("\n This is the Responce to be sent : ");
for (inti=0;i<20;i++){

printf("%02x ", rp->responcelil);

printf("\n");
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D.4. AODV:recvReply(...) Modifications

if (ih->daddr() == index)

{

printf("Reply Received from node %d with seq No : %d , Hash (H-MAC) : ",rp-
>rp_src,rp->seqno);

for (inti=0;i<20;i++) {
printf("%02x ", rp->responceli]);

}

printf("\n");

for(int i=0; i<20;i++)

{

if(ch[i].seqno==rp->seqno)

{

printf("\n Sequence Number exists");
char *chalHash;
chalHash = new char[20];
for(unsigned int j=0; j < 20; j++)
{
// chlil.chal[j]="\0";

chalHash[j] ='\0";

CurrentNode = (MobileNode*)
(Node::get_node_by_ address(index));
((MobileNode *) CurrentNode)-> getPassword(&password);
int intPassword = (int)password;
char key[20];
sprintf(key,"%d",intPassword);
char *keyp = key;
calHash(keyp,reinterpret_cast< const unsigned
char*>(chl[i].chal),(unsigned char*)chalHash);
printf("\n This is our entry in the String Table : ");
for(inti=0;i< 20;i++) {

printf("%02x ", rp->responceli]);
}
printf("\n");

if(strcmp((const char*)chalHash,(const char*)rp->responce)==0)

{

printf("Encrypted String is Successfully Authenticated RREP

Accepted\n");
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break;

}
else
{
printf("\n Authentication Failed for Reply doesn't match Encrypted
String");
Packet::free(p);
return;
}
}
if(ch[i].seqno == 19)
{
printf("\n Authentication Failed for Reply Sequance Number not in String
Table");
Packet::free(p);
return;
}
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E.1. End to End Delay

Appendix E: Readings of the Performance Matrices

Table 5: End to end delay simulation results

Security enhanced
No. of Nodes | AODV AODV
10 49.15 36.41
20 71.84 74.37
30 77.92 73.68
40 95.41 125.19
50 75.99 106.28

E.2. Packet Delivery Ratio

Table 6: Packet delivery ration simulation results

Security enhanced
No. of Nodes | AODV AODV
10 0.9961 0.9936
20 0.9937 0.994
30 0.9714 0.9143
40 0.949 0.8838
50 0.9476 0.9068

Table 7: Normalized routing overhead simulation results

E.3. Normalized Routing Overhead

Security enhanced
No. of Nodes | AODV | AODV
10 0.008 0.382
20 0.038 1.726
30 0.343 141.803
40 0.65 153.653
50 0.778 143.987




E.4. Average Throughput

Table 8: Average throughput simulation results

Security enhanced
No. of Nodes | AODV | AODV
10 1590.23 | 1004.31
20 1025.79 | 807.21
30 693.47 | 146.33
40 493.23 | 20.65
50 579.3 60.35
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