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Abstract

In the past reason years, there are several research studies have been conducted to

analyze the Darknet market network by using different approaches. However, from

this research study, the novel approach has been presented to analyze the Darknet

market network in order to investigate the dynamic behavior of the Darknet market

network and the Darknet market users. The novel approach has been presented by

introducing the analysis for the Darknet market network by using Bitcoin transaction

data. The analysis has been presented in three phases by exploiting the graph models

that have been constructed from the Bitcoin transaction data of the seven Darknet

markets. Those seven Darknet markets are Abraxas Darknet market, Bluesky Darknet

market, Cannabis Darknet market, Middle Earth Darknet market, Nucleus Darknet

market, Pandora Darknet market, Sheep Darknet market.

In the first analysis phase, the overall Darknet markets behavior has been ad-

dressed by analyzing the transaction flow and the money flow of all Darknet mar-

kets. In this phase, the properties like inactiveness of the darknet markets have been

discussed and derived conclusions based on overall Darknet markets behaviors.

In the second analysis phase, the analysis of the Darknet market has been ad-

dressed by exploiting the two graph models (Transaction graphs and User graphs)

which constructed from Darknet market Bitcoin transaction data. The analysis has

been conducted by measuring the connectivity in each Darknet market network and

addressing the centrality measurements. In this phase, the conclusions based on

scale-free networks and rich-get-richer properties have been addressed based on the

graph models.

In the final phase, the main concern will be addressing the traceability analysis of

the Darknet market users. In this phase, our approach has been succeeded to trace

1203 user entities inside the Darknet market networks. Additionally, the behavior of

those user entities have been addressed according to the Darknet market transactions.
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Preface

The existing approaches for analyzing the Darknet market network was unable

to address the intended static and dynamic properties of the Darknet market net-

works due to several limitations. Therefore, our study has been introduced the novel

approach for analyzing the static and dynamic properties of the Darknet market net-

work by using the transactions that used Bitcoin Cryptocurrency.

There are seven Darknet markets that have been used to address the properties

and behavior of the Darknet market network. At the end of this analysis, our work

was able to introduce the novel approach to trace the Darknet market users and their

behaviors using the surface web Bitcoin information. There are two types of data re-

source has been collected. The first resource is from www.walletexplorer.com which

is used to collect the Darknet market transaction data and the second resource is from

www.blockchain.com which was used to collect surface web Bitcoin information.
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Chapter 1

Introduction

This chapter provides a detailed introduction to this research study. The background

to this research study has discussed in section 1.1 and section 1.2 will be discussed

the corresponding research problem and research questions. The relevant research

aim and research objectives have discussed in section 1.3 and section 1.4 will be pre-

sented the justification for the identified research gap. The research methodology

has addresses in section 1.5 and the outline of this dissertation has presented in sec-

tion 1.6. Finally, the delimitations of the scope of this research have been addressed

in section 1.7.

1.1 Background to the Research

As a result of the illegal merchandise on online Darknet marketplaces, the user of

these illicit sites tends to trade illegal goods including drugs, hitman services, weapons,

etc. In 2011, the darknet site called Silk Road has impacted to pioneer the illicit sites

to the world via Dark web [1] and it has gained a huge amount of impact on the public

society to attract on using Darknet markets to exchange illicit goods and services [1].

When considering the illegal merchandising, the vendors and the buyers in these

markets always focus on protecting their anonymity within transactions. To provide

the feasible anonymity to it’s users, there are two main factors have been taken into

consideration By the Darknet market itself. First, the transaction mechanism em-

ployed by the Darknet market and second, the Cryptocurrency that used in the Dark-

net market transactions. Concerning the transaction mechanism, there are three

available transaction mechanisms that employed in the Darknet market have been

identified. The detailed descriptions of those three approaches will be discussed in

section 2.3. Aside from the transaction mechanisms, second main factor to be consid-

ered regarding the anonymity is the Cryptocurrency. Cryptocurrency has identified

as one of the main anonymity providing factors inside the Darknet market [2]. In re-
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cently, there are several popular Cryptocurrencies have been used inside the Darknet

market transactions such as Bitcoin [3], Monero coin [4] and Etherum [5]. After sev-

eral research studies, the Bitcoin has identified as the most trending and most widely

used cryptocurrency among the Darknet markets [6,7]. However, the Bitcoin-related

transactions have been considered as pseudonymous since the transactions occur via

public key addresses of the involved parties without mentioning the real-world in-

formation of the involved parties [8, 9]. Further details about the usage of Bitcoin

cryptocurrency on Bitcoin transactions have discussed in Section 2.4.

Along with those aspects of the Darknet market transactions and the Bitcoin cryp-

tocurrency, this research study has been focused on address the data-driven analysis

of the Darknet market network using the Bitcoin transaction data.

1.2 Research Problem and Research Questions

1.2.1 Research Problem

As mentioned in the section 1.1, after the huge publicity that gained from SilkRoad

Darknet market, the user community and the income of the Darknet markets have

been increased day by day with the help of nature in the Darkweb [10]. As a result,

there are several analyses have been conducted to investigate this illicit merchan-

dising and illicit users in the Darknet market networks. Those analyses have been

discussed in the Chapter 2. However, there are several constraints and limitations

have been identified in the existing approaches of analyzing the Darknet market net-

work. Those constraints and limitations will be discussed in section 2.2. Therefore,

the primary motivation for this research is to introduce proper analysis to mitigate

those limitations and introduce a proper analysis of the Darknet market network

in order to investigate properties and the dynamic behavior of the Darknet market

network and investigate the Darknet market users who involved with the Darknet

market tradings.

1.2.2 Research Questions

Considering the research problem, there are several research questions can be iden-

tified. Those research questions are as follows:

• What are the existing approaches for analyzing the Darknet market network?

• What are the existing analysis techniques based on the Bitcoin transaction data?

• How to construct the transaction graphs and user graphs using the Bitcoin

transaction data of Darknet markets?
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• How to analyze the Darknet market network by exploiting graph models (trans-

action graphs and user graphs)?

• How to trace the Darknet market users from using the Bitcoin data?

1.3 Research Aim and Objectives

1.3.1 Research Aim

There are two main research aims have been identified. First, presenting the analysis

of the Darknet market network by addressing the several graph properties based on

the constructed graph models. Second, presenting the traceability analysis of the

Darknet market users by using the Bitcoin data.

1.3.2 Research Objectives

The objectives of this research study have defined to achieve the research aims by

providing the solutions to the research questions that have discussed in section 1.2.2.

The following objectives will be achieved throughout this research study,

• Identifying the existing approaches for analyzing the Darknet market network.

• Identifying the existing analysis techniques based on the Bitcoin transaction

data.

• Constructing the graph models (transaction graphs and user graphs) using the

Bitcoin transaction data of Darknet markets.

• Analyzing the Darknet market network by exploiting graph models (transaction

graphs and user graphs) that have constructed using the Bitcoin transaction

data from the Darknet markets.

• Identifying the Darknet market users by using the traceability analysis based

on the Bitcoin data.
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1.4 Justification for the research

When justifying the first research question, section 2.2 justified that analyzing the

Darknet market network by using transaction data might be the proper approach

for analyzing the Darknet market rather than the existing approaches such as ana-

lyzing using the drug-related listings [11–13], analyzing using the Darknet market

discussion forums data [1,14], and analyzing using the product-related photos [15].

According to the justifying the second research question, section 2.5 has provided

the justification by stating that graph-based analysis will be a proper approach of

analyzing when using the Bitcoin transaction data rather than non-graph based ap-

proaches [16,17]. Further, section 2.5 has provided that a non-graph based approach

will not be a proper approach when analyzing the dynamic and topological behaviors

in the network by using the Bitcoin transaction data.

The third research question investigates the proper approach of constructing the

transaction graphs and user graphs by using the Bitcoin transactions. Further, this re-

search question helps to justify the choice of optimal and scalable address clustering

tools and algorithms to generate the clusters of addresses. The details of construct-

ing the graph models will be discussed in section 3.2.1. According to the justification

of the fourth research question, section 3.2.2.1 and section 3.2.2.2 justified by pro-

viding the proper approach of analyzing the Darknet market network by exploiting

the constructed graph models. In addition, this research question helps to justify the

appropriateness of addressing the graph properties on the Darknet market network

in order to investigate the behavior and the users of the network. Finally, when jus-

tifying the fifth research question, section 3.2.2.3 justified that the choice of the path

to trace the Darknet market users will be possible with using the Bitcoin data.

1.5 Methodology

1.5.1 Research Approach

Since this research study relies on analyzing the existing data of the Bitcoin transac-

tions in the Darknet markets, the quantitative research approach has been recognized

as a suitable approach for this study. In addition, the quantitative approach will be

provided feasible solutions to the research questions in order to obtain the results

from evaluating the graph properties from the graph models and to obtain the re-

sults from traceability analysis over the Darknet market users.
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1.5.2 Method of Data collecting

In this research study, the process of data collection was done using two main re-

sources. First, Blockchain.com [18] and Second, WalletExplorer.com [19]. The pur-

pose of collecting the data from [18] is to gather the real-world information of the

Bitcoin users that are available on the surface web in order to use for the traceability

analysis studies. In other hand, the purpose of collecting data from [19] is to gather

the Bitcoin transaction data from the Darknet markets in order to use for graph mod-

els analysis. When considering the data collection from [19], the most active Dark-

net markets have been focused. The detailed description of the Data gathering and

Dataset will be discussed in section 3.1.

1.5.3 Method of Analyzing

Before step into the analysis phase, the constructing of graph models has been done

by modeling the two types of graph models namely, transaction graphs and using

graphs. After the process of graph modeling, the three phases of analysis have been

done using the quantitative approach. The first phase of analysis relies on the overall

analysis of the all Darknet markets, second phase of analysis relies on addressing

graph properties by using the constructed graph models and the third phase relies on

traceability analysis over the Darknet market users. The detailed description of the

analysis phase will be discussed in section 3.2.2.

1.6 Outline of the Dissertation

This dissertation has consisted of 6 chapters as mentioned below.

1. Introduction

This chapter comprises the specific introduction to the research by describing

several aspects of this research study.

2. Literature Review

This chapter provides the details of the related works on existing analysis ap-

proaches of the Darknet markets, existing techniques for analyzing using Bit-

coin transaction data and existing studies of analysis on Bitcoin graph models.

3. Research Design

the chapter provides the details of the overall research design of this research

study.
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4. Implementation

This chapter provides the overall implementation of this research study. This

will includes the implementation of the web crawling, web scraping and anal-

ysis phases.

5. Results and Evaluation

This chapter will provide the results and evaluation of this research study and

it has been presented in three analysis phases.

6. Conclusion

This chapter will discuss the overall derived conclusions from this research

study. It consists the conclusions about research questions, conclusions about

the research problem, limitations of this research study and future research

works from this research

1.7 Delimitations of Scope

In this research study, there are three delimitations have been considered in the scope

of the research. Those delimitations have mentioned below.

• Implementing the clustering algorithm in order to construct the user graphs.

the research study does not consider implementing a clustering algorithm since

the clustering technique provided from the BlockSci [20] tool has recognized

as the more optimal and scalable approach.

• Analysis of other complex networks such as Banks and Social networks.

analysis has only focused on the Darknet market network and it has not ex-

tended for other complex networks such as Banks and Social networks.

• Analysis of using other cryptocurrencies such as Monerocoin [4] and Ethereum

[5].

section 2.4 provides the justification to choose only the Bitcoin cryptocurrency

among other cryptocurrencies that used in the Darknet market. Therefore, this

research study has not focused to use the other cryptocurrency such as Mone-

rocoin [4] and Ethereum [5].

1.8 Summary

This chapter has provided a precise introduction of the research using several sub-

sections. Initially, the Background concepts of this research study have been dis-

cussed in section 1.1. Then in section 1.2, the research problem was defined, and
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research questions have been introduced accordingly. Hereafter, the research aim and

research objectives have been presented according to the research question. Then in

section 1.4, the justification has been addressed in order to identify the research gaps.

After the justification section, the research methodology has been introduced and in

section 1.6 the outline of the dissertation has been presented. In the final section,

the delimitation of the research scope has been discussed.
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Chapter 2

Literature Review

In this chapter, a review of related work on data-driven analysis of Darknet markets

using Bitcoin transactions has discussed. Section 2.1 provides a brief introduction

to the Darknet market and its properties. Then, the existing analysis approaches to

Darknet markets were discussed in section 2.2. Section 2.3 will be discussing the

abvailable transaction mechanisms that used in the current Darknet market. Here-

after, the section 2.4 will be discussed the Cryptocurrency involvement in the Darknet

markets and the importance of analyzing the Darknet market using the Bitcoin Cryp-

tocurrency. Section 2.5 and section 2.6 will discuss the existing analysis approaches

using the Bitcoin transaction data and the existing studies related to the graph-based

analysis using the Bitcoin transactions respectively.

2.1 Introduction to Darknet Market

In terms of content accessibility, the web can be divided into three layers such as Sur-

face web, Deep web and Dark web [21].The Surface web is the top layer that compro-

mised web content that can be accessible (indexable) using a search engine [10]. On

the other hand, the second layer is the Deep web which comprises web content that

has not been indexed by search engines such as Google and Yahoo and constitutes of

all information that resides in autonomous databases [10]. Therefore, the Deep web

requires an additional layer of encryption to be visited. Besides the Surface web and

Deep web, the bottom layer considers as the Dark web which intentionally conceals

the web content. Furthermore, the Dark web requires special software such as “The

Onion Router (Tor)” to be visited [16]. The Dark web has linked to Darknet markets

(also known as Crypto markets) which are commercial websites that Dark web users

have involved in trading legal as well as illegal goods such as weapons, drugs and

hitman services. Figure 2.1 illustrates the abstract view between the Surface web,

Deep Web and Dark Web.
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Figure 2.1: Abstract view between three layers of Webs using a picture of Iceberg

In 2011, the Darknet market called Silk Road has impacted to pioneer the illicit

sites to the world via the Dark web. However, the Silk Road Darknet market has

been shut down in late 2013 by the US Federal Bureau of Investigation (FBI) due

to illicit drug trafficking, computer hacking and money laundering [1]. Shortly after

the Silk Road shutdown, there was a huge amount of impact to increase the rapid

activity on the other Darknet marketplaces. Therefore, there are more than 15 dark-

net marketplaces that are still active on the Dark web with highly operational on

the illegal merchandising [22]. When concerning this illegal tradings, the vendors

and the buyers of these markets always focus on protecting anonymity within their

transactions on tradings over Darknet markets. From the Darknet market users per-

spective, the anonymity has been achieved by the two main network properties of the

Darknet market [16, 23].First factor is the Tor hidden services which makes the IP

addresses of both the client and the server unknown to each other and second factor

is the cryptocurrency electronic payment system which is Bitcoin [3] that protects the

true identity of the users (vendors and buyers) from the law enforcement agencies to

trace users of the Darknet markets. Along with the anonymity and other properties

of the Darknet markets, many researchers have been focused on addressing many

aspects of the Darknet market and came up with several research studies based on

many approaches for analyzing the Darknet Markets which will be further discussed

in section 2.2.
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2.2 Approaches for analyzing the Darknet Market Net-

work

In the past recent years, there are several researchers have been focused to address

different aspects of the Darknet market network by analyzing various properties such

as communication between vendors and buyers, correlation and behaviors between

the intra-market as well as inter-markets and most importantly, the anonymity of the

market users. To address those properties, few approaches have been investigated

by the researchers to analyze the Darknet market network.

One of the approaches used to analyze the Darknet market was based on the in-

formation of product-related listings1 on the Darknet market websites such as Title

of the product listings, shipping information, product prices, and product descrip-

tions. Accordingly, several research studies have been conducted based on product

listings. For instance, in 2016 one of the research studies was conducted to investi-

gate illicit drug traffickings2 from the Canadian perspective through the analysis of

3685 product-related listings on eight cryptomarkets [12]. Moreover, in 2017 there

was a research study on geographical analysis over 11 countries on 92,980 product

listings of cryptomarket called “Evolution” [13]. Similarly, in 2018 the researcher

called ‘Ben R. Lane’ has introduced activities analysis called "EAST (Event Analysis

of Systematic Teamwork)" and applied it to illicit trading on a Darknet market called

“Dream Market” by using the 97,000 product listings [11]. However, some major

limitations have been discussed by some researchers regarding the approach of ana-

lyzing the Darknet market network based on Darknet market product-related listings.

One of the major limitations was that, the knowledge gathered through this kind of

approach of analyzing was invaluable to design efficient policy for monitoring or re-

pressive purposes against Darknet markets [12]. As a result of this limitation, this

kind of approach cannot be used as the best approach for discussing the anonymity

of the users (vendors and buyers) and their behaviors in the Darknet marketplaces.

Besides analyzing the Darknet market based on the product-related listings, some

of the researchers have been introduced another approach for analyzing the Darknet

markets which were based on the classification on product photos of the Darknet

markets’ websites that vendors have posted [15]. For instance, there was a novel ap-

proach that has been introduced with deep neural networks to model photography

styles and to link the multiple accounts of the same vendors in the Darknet mar-

ket by using the product photos of 3 main darknet markets [10]. Even though this

1Product listings : lists of multiple products within a category, with each product represented by a
photo, a price, and product name

2Drug trafficking : Illicit trade that involving sale of substances which are subject to drug prohibi-
tion laws
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approach has demonstrated the feasibility of tracing markets’ vendors’ information,

some limitations have been identified regarding the approach of analyzing based on

the product photos of the Darknet markets. One of the main limitations was that, this

photography style based analysis have drawbacks when there was intrinsic ambiguity

arising from resale or photo plagiarizing [24].

To analyze the communication and behaviors between the vendors and the buy-

ers, another alternative approach has been used to analyze the Darknet market net-

work using the discussion forum data between vendors and buyers on the Darknet

markets. For instance, one of the research studies has been proposed a classification

method for analyzing the identities of the market users using the discussion forums

data of the Darknet market [14]. Further, a researcher called T. Reksna has pro-

posed a model to investigate the patterns in the Darknet market network based on

discussion forums data of 26 darknet markets within the 4 years [1]. However, the

limitations have been discussed according to the approach of analyzing the Darknet

market network based on the discussion forum data. One of the main limitations is

that this approach mainly focused on analyzing the internal behavior of the network

rather than analyzing the external behavior between Darknet markets [25]. There-

fore, there is a lack of analysis of the external correlation between Darknet markets.

Further, one of the research studies has been identified that this kind of approach not

sufficient for describing the network formation of Darknet markets [1].

Due to the aforementioned limitations in the approaches of analyzing the Dark-

net markets, this research study has been focused in to propose a novel approach to

analyze the Darknet market network which is based on the transaction data of the

Darknet market between vendors and buyers. The transaction data of the Darknet

market has relied on several transaction mechanisms employed by the Darknet mar-

ket itself. The behavior of those transaction mechanisms in the Darknet market will

be discussed in section 2.3.

2.3 Transaction Mechanisms in the Darknet Market

The transactions of the Darknet market rely on different types of transaction mecha-

nisms between vendors, buyers, and the Darknet market’s platform administrators in

order to maintain the success and durability of the Darknet markets [26]. The Dark-

net markets have employed different types of transaction mechanisms to provide an

efficient and trusted environment to their users (vendors and buyers) to maintain

higher reputation [2]. However, vendors and buyers always tend to prevent tradi-

tional ways of conducting illegal trades by getting advantages from the transaction

mechanisms [16].
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Among those transaction mechanisms, “Escrow Mechanism” is one of the widely

used transaction mechanism which relies on the use of third-party escrow system.

Escrow mechanism is a transaction arrangement that a trusted third party holds the

funds to be transferred to the seller until the buyer receives the order, or the payment

will be refunded to the buyer if the transaction is incorrect due to the failures on the

vendor’s side [16,26]. The Escrow transaction mechanism is depicted in Figure 2.2.

Figure 2.2: Escrow Transaction Mechanism in the Darknet Market

However, there were some major drawbacks that have been introduced by the

escrow mechanism since it relies on a third-party trusted system. Because the Darknet

market administrators can simply steal the money that held temporary in the third-

party escrow system which his/her under control and leave the Darknet market [26].

Therefore, to mitigate this drawback in escrow mechanism, an alternative mechanism

has introduced which is called a “Multi-signature” mechanism.

In a multi-signature mechanism, multiple parties (vendors, buyers, and the Dark-

net market platform) which involved in the trade have to agree to release the funds

to the third party escrow system to hold until the shipping is complete [2,26]. There-

fore, two out of three multi-signatures (cryptographic signatures of vendors, buyers

and Darknet market administrators) should need to sign to release the funds to the

escrow system [26]. However, this mechanism has provided a difficult experience

for the buyers and the darknet market itself due to the difficulties of setting up the

procedure in the correct manner [26]. As a result, some of the Darknet markets have

followed a novel mechanism called the “Finalized Early” mechanism which is a di-

rect and fast transaction processing approach without the use of third party escrow

mechanisms [26].

Along with those transaction mechanisms, darknet markets tend to provide the

expected efficiency to their users (vendors and buyers) for gaining a better reputation

for the Darknet market itself [2]. In addition to the Darknet market transaction

mechanism, there is another major existing factor called “Cryptocurrency” which is

12



a part of the payment system in the Darknet market and the main factor to secure

the anonymity (secure the real identity from the outside observers) of the Darknet

market users. The Cryptocurrency involvement in the Darknet market transaction

will be discussed in section 2.4.

2.4 Cryptocurrency involvement in the Darknet mar-

ket transaction and Bitcoin cryptocurrency

The cryptocurrency is a part of the Darknet market transaction mechanism which is

a medium of payment between the vendors and the buyers. The major usage of the

cryptocurrency is that ensuring the expected anonymity of the Darknet market users

[2]. There are several cryptocurrencies that have been used in the Darknet market

transactions as the currency of payment such as Bitcoin [3], Monerocoin [4] and

Etheruem [5]. As a result of the analysis between those major cryptocurrencies, a few

studies have stated that Bitcoin is the most popular and the most used cryptocurrency

on the Darknet market in the day-to-day transactions [6, 7]. Therefore, this reason

leads this research study to focus on analyzing the Darknet market network using the

transaction data based on the Bitcoin cryptocurrency.

Bitcoin is a decentralized digital cryptocurrency that relies on a cryptography

algorithm and a peer to peer network [3]. Unlike a traditional banking system, a

transaction using Bitcoin cryptocurrency occurs without the help of central author-

ity and under the pseudonym3 (public key address) of the involved parties in the

transactions [3]. The transactions using the Bitcoin cryptocurrency can be catego-

rized into two part as single-input transactions and multi-input transactions. In the

single-input transactions, the transactions occurred using the single public key ad-

dress (pseudonym) as an input and while in multi-input transactions, the transactions

occur using a multiple public-key addresses as an input [8]. However, there is a ma-

jor risk that has occurred in both types of transactions relevant to the user identity

since Bitcoin transactions considered pseudonymous. Considering the single-input

transactions,there is a main observation that, if there are any public-key addresses

(pseudonym) in the particular transaction ever link to his/her real identity then ev-

ery transaction that belongs to the particular user can be traced [27]. In contrast,

according to the multi-input transactions, multiple public key addresses (as inputs to

the transactions) can be linked to the single entity called wallets [9]. As a result, if

there is a possibility to link the particular user’s identity to any of the addresses in the

input of the transaction, then none of the addresses in the input of transaction will

be remained as anonymous since the wallet belongs to the single user/entity [27].

3https://www.buybitcoinworldwide.com/anonymity/
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Therefore, this research study has focused on the traceability analysis of Darknet

market users and addressing the Darknet market network behavior that involved the

Bitcoin transactions by using those pseudonymous observations as aforementioned.

However, to obtain this analysis over the Darknet market network over Bitcoin trans-

actions, there is a need for a proper approach of analysis that needs to be conducted

using the Bitcoin transaction data. The approaches of analysis by using the Bitcoin

transaction data will be discussed in section 2.5.

2.5 Approaches of analysis by using the Bitcoin trans-

action data

Based on several studies [16, 17, 28–30] there are two main approaches have been

identified in the literature regarding the analysis using the Bitcoin transaction data.First,

Non-graph based analysis and Second, Graph-based analysis.

In the non-graph based analysis, the analysis has been based on the statistical data

on the Bitcoin network such as the number of Bitcoin transactions and the number

of long-chain transactions [16,17]. Therefore this approach has derived conclusions

by evaluating the data on the statistical operations [16,17]. Since the Bitcoin trans-

action network is always evolving with the time , the statistical analysis will not be

a proper approach to be used to analyze for investigate the topological behaviors of

the network [17]. Therefore, the graph-based analysis has recognized as a better ap-

proach to analysis the network structure to investigate behaviors of the network [17].

Therefore, this approach has been chosen in this research study for analyzing the be-

haviors of the Darknet market network using the Bitcoin transaction data. In the

past few years, there are some research studies that have been conducted regarding

the graph-based analysis using the Bitcoin transaction data. Those studies will be

discussed in section 2.6.

2.6 Studies regarding the Graph-based analysis with

using the Bitcoin transaction data

In recent years, several research studies [17, 28–30] have been conducted accord-

ing to the graph-based analysis using the Bitcoin transaction data to address many

aspects. Those analyses have been conducted through deriving the two graph struc-

tures namely, the transaction graphs and the user graphs. The transaction graph is

the directed multigraph that can directly model using the Bitcoin network [28]. Fur-

ther, the vertices of the transaction graph represent the public key addresses in the
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transaction and edges of the transaction graph represented a particular transaction

from a source address to target address [29]. Consequently, there are several recent

analyses that have been introduced [28,30–32] which is relevant to constructing the

Bitcoin transaction graphs to find the interesting properties of the Bitcoin economy.

Furthermore, there were research studies which are regarding the analysis of the

Bitcoin transaction graph by measuring network characteristics (e.g.: degree distri-

bution and degree correlation) [23,28,32]. Moreover, in [33], the Bitcoin transaction

graph has extracted to evaluate the privacy provision in the Bitcoin blockchain net-

work to address the security vulnerabilities in real-world transactions.

Aside from the transaction graph-based research studies, there are several stud-

ies [28, 30] that have been conducted through evaluating the user graph of Bitcoin

users. The user graph is a directed multigraph where the vertices represent the clus-

ters of multiple public-key addresses that belong to the same user/entity and edges

represent that the particular transaction between one cluster to another cluster; if

there exists a transaction from one address in a particular cluster to another address

in another particular cluster [30]. To derive the user graphs, there is a need for a

clustering approach to preparing the vertices (collection of public key addresses that

belongs to the same user/entity). For this concern, “Meiklejohn” has been introduced

two heuristics to construct clusters of Bitcoin public addresses that belong to the same

users [28]. Those two heuristics has mentioned below,

• Heuristic one: If two (or more) addresses are inputs to the same transaction,

they are controlled by the same user; i.e., for any transaction t, all public keys

∈ inputs(t) are controlled by the same user.

• Heuristic one: The one-time change address4 (the bitcoin addresses that used

to send the remaining change money back to the sender in bitcoin transac-

tion) [34] is controlled by the same user as the input addresses; i.e., for any

transaction t, the controller of inputs(t) also controls the one-time change ad-

dress public key ∈ outputs(t) (if such an address exists).

Using the above heuristics, there are few studies have been conducted by analyz-

ing the topological behaviors by constructing Bitcoin user graphs [28,30]. Using this

graph-based analysis approach, this research study has been focused into data driven

analysis of Darknet market network based on the Bitcoin transaction data.

4https://support.bitpay.com/hc/en-us/articles/115003063823-What-is-a-bitcoin-change-address-
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2.7 Summary

This chapter focused on providing an extensive review of the existing analysis of the

Darknet market network and analysis based on Bitcoin transaction data. Initially,

it discussed the Darknet market and existing approaches of analysis such as anal-

ysis based on product-related listings, analysis based on product photographs and

analysis based Darknet markets discussion forums. Next it has done the comparison

between those approaches and transaction data-based analysis. Then discussed the

cryptocurrency usage in the Darknet market transaction and the importance of us-

ing Bitcoin cryptocurrency in the analysis. Finally, the approaches of analyzing using

the Bitcoin transaction data were discussed and compared the effectiveness of the

graph-based analysis using several research studies.
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Chapter 3

Design

3.1 Dataset

There are two datasets have used in this research study. First, dataset used in this re-

search study was the publicly available resource named “Blockchain.com” [18]which

consists the real-world Bitcoin information of the Bitcoin users that were available in

the surface web such as tagged Bitcoin addresses [35] (the Bitcoin address that label

with the short name and external link),the URLs for the Bitcoin Talk profiles [36],etc.

In [18], the information was available in four categories. Namely, submitted links (all

tagged Bitcoin addresses that are submitted to the [18]) , signed messages (all tagged

Bitcoin addresses that are submitted to the [18] by signing a particular message using

the private key of the submitter) , “BitcoinTalk” profile [37] (The list of Bitcoin ad-

dresses that belongs to “BitcoinTalk” forum users) and “Bitcoin - OTC” profiles [36]

(The list of Bitcoin addresses that belongs to the Bitcoin Over-The-Counter (OTC)

marketplace). The Table 3.1 depicted the number of Bitcoin addresses consists in the

dataset of “Blockchain.com” that collected in four categories.

Table 3.1: The Number of Bitcoin addresses that crawled according to several cate-
gories from Blockchain.com

Category Number of Bitcoin Addresses crawled

Submitted Links 3,650

Signed Messages 26,700

Bitcoin Talk Profiles 2,550

Bitcoin OTC Profiles 4,700

Second dataset used in this research study was the publicly available resource

named “walletexplorer.com” [19]which contains the Bitcoin transactions of the Dark-

net markets. The Bitcoin transactions from the seven Darknet markets have been col-
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lected and information such as transaction ids, timestamp of the transactions, trans-

action fees, input addresses of the transactions and output addresses of the trans-

actions, the relevant tags1 for Bitcoin addresses(Market Tags and User Tags) have

included in the dataset. The Table 3.2 depicted the number of Bitcoin transactions

have collected in each Darknet market from the “walletexplorer.com”.

Table 3.2: Number of Bitcoin Transactions crawled from the WalletExplorer.com

Darknet Market Number of Transaction crawled

Abaraxas Market 119,065

Bluesky Market 55,106

Cannabis Market 2,829

Middle Earth Market 34,149

Nuclues Market 146,381

Pandora Market 55,757

Sheep Market 53,639

3.2 Research Design

The research design encompasses four main steps: Web crawling process, Data ex-

tracting process, Graph modeling process, and analysis. 3.1 depicted the detailed

diagram of the proposed research design.

1Tags : Short name for the given Bitcoin addresses. In [19], there is a two types
of tags such as Market tags i.e:"SheepMarketPlace","CannabisMarketPlace" and User Tags i.e:
"046576b9af","00000014ea". These tags can be use to identify the given Bitcoin address either
User/service or market itself.
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Figure 3.1: Overall Research Design

Initially, the web pages have been crawled from sources blockchain.com [18] and

walletexplorer.com [19] by using the implemented web crawlers. As mentioned in

Section 3.1, the crawled web pages have contained the real-world Bitcoin informa-

tion of the Bitcoin users and Bitcoin transactions of the seven Darknet markets. In
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the second step, the crawled web pages have been used to extract the Bitcoin data

in the data extracting process. In the data extracting process, the real-world Bit-

coin information of the Bitcoin users such as Bitcoin addresses along with the tags,

URLs for Bitcoin Talk forum profiles and URLs for Bitcoin OTC profiles has been ex-

tracted from the web pages of [18]. Similarly, the Bitcoin transaction data has been

extracted from the web pages of [20]. In the third step, there were two types of

graphs have been created as Transaction graphs and User graphs using the extracted

Bitcoin transaction data from [19]. The graph modeling process will be discussed in

Section 3.2.1. In the final step, the analysis has been done using the extracted real-

world Bitcoin information of the Bitcoin users from the data extracting process and

the created graphs models from the graph building process. The process of analysis

has been discussed in section 3.2.2.

3.2.1 Graph modeling process

In the graph modeling process, there are two types of graphs have been created.

First, the Transaction graphs ( directed multigraph that can directly model using

the Bitcoin network ) and second, User graphs (directed multigraph where the ver-

tices represent the clusters of multiple public-key addresses that belong to the same

user/entity and edges represent that the particular transaction between one cluster

to another cluster) with using the extracted Bitcoin transactions from the [19]. In

the Transaction graphs modeling, the edges have been represented as the particular

transaction between the input and output Bitcoin addresses and the vertices have

been represented the input and output Bitcoin addresses in the particular transac-

tion. Considering the Transaction graph modeling, there are two scenarios that have

been taken into consideration.

• Single-input transactions: The transactions that occur using the single input

Bitcoin address. The creation of vertices and edges in the single-input transac-

tion has shown in Figure 3.2.

– Consider the example of Bitcoin transaction as follows. Note that the

transaction’s format in the example is

{<timestamp of the transaction >, <input addresses of transaction >,<(output ad-

dresses of transactions, amount)>}

20



∗ Transaction 1: {t1; a1 ; (a2,10),(a3,30)}

Figure 3.2: Example transaction graph for the single-input transaction

• Multi-input transactions: The transactions that occur using the multiple in-

put Bitcoin addresses. The creation of vertices and edges in the multi-input

transaction has shown in 3.3.

– Consider the example of Bitcoin transaction as follows. Note that the

transaction’s format in the example is

{<timestamp of the transaction >, <input addresses of transaction >,<(output ad-

dresses of transactions, amount)>}

∗ Transaction 1: {t1; a1 ; (a2,10),(a3,30)}

Figure 3.3: Example Transaction graph for the multi-input transactions
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Besides the transaction graph modeling, the second graph model that has created

in the graph modeling process is User graphs. In order to create user graphs, there is

a clustering approach has been conducted as a preprocessing step. Therefore, the Bit-

coin addresses in the transactions have used to obtain the clusters of Bitcoin addresses

in order to derive the vertices of the user graphs. The process of clustering has been

done using the BlockSci Kalodner2017 tool which is the well-known Bitcoin analy-

sis tool available with many features such as address clustering and address tagging

(the process of labeling the Bitcoin addresses with the proper names and external

links). The clustering algorithm in the BlockSci tool has relied on the two heuristics

that have discussed in section 2.6. According to those well-known heuristics, a single

cluster can be considered as a single user since the cryptographic nature of the Bitcoin

cryptocurrency [28]. Therefore, the particular cluster of Bitcoin addresses has been

considered as the single vertex in the user graph and the single edge of the user graph

will be represented as the transactions between two clusters if there exists a transac-

tion between the Bitcoin addresses inside those particular clusters. The example of

deriving the user graph from the Bitcoin transaction will be depicted in Figure 3.4.

– Consider the example of three Bitcoin transactions as follows. Note that

the transaction’s format in the example is

{<timestamp of the transaction >, <input addresses of transaction >,<(output ad-

dresses of transactions, amount)>}

∗ Transaction 1: {t1; a3,a5 ; (a3,10)}

∗ Transaction 2: {t2; a5 ; (a2,20),(a1,10)}

∗ Transaction 3: {t2; a2 ; (a1,40),(a4,10)}

Figure 3.4: Example user graph for the given Transaction data
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– Note that cluster C1 contains the address a1, Cluster C2 contains the ad-

dress a2 , Cluster C3 contains the address a3 and a5, and Cluster C4 con-

tains the address a4.

Section 3.2.2 will be discussed the work of analysis doing by exploiting those

constructed graph models.

3.2.2 The Analysis Phase

The analyzing has been done in three phases. First, analyzing the overall Darknet

markets. Second, the analyzing of transaction graphs and user graphs of each darknet

markets by addressing the graph properties and third, the traceability analysis of

Darknet market users by using the information of the Bitcoin users in the surface

web. Section 3.2.2.1 will be discussed in the first phase of the analysis, section 3.2.2.2

will be discussed in the second phase of analysis and 3.2.2.3 will be discussed in the

second phase of analysis.

3.2.2.1 Analysis Phase I: Overall market analysis

In this analysis phase, the overall analysis of all Darknet markets will be addressed.

The overall analysis includes several factors to be addressed. First factor that consider

is the transaction flow of the overall Darknet markets. The transaction flow of the

overall Darknet markets will be analyzed to find the hyper operation phases and their

significant properties in the overall transaction flow of the Darknet markets. Second

factor that consider is the money flow of the overall Darknet markets. Apart from the

overall transaction flow, the analysis of the money flow in the overall Darknet market

will address the incoming and outgoing payments in the overall Darknet markets and

the comparison between them (incoming payments and outgoing payments). The

results and the evaluation of the analysis phase I will be discussed in Section 5.1

3.2.2.2 Analysis Phase II: Analyze the graph models by addressing graph prop-

erties

There are several graph properties that have been addressed by applying to both

transaction graphs and user graphs in each Darknet market.Those graph properties

have been addressed in two different categories. Namely,Graph connectivity analysis

and centrality analysis. Densification measures, Degree Distribution measures and

Clustering Coefficient measures will be addressed under the connectivity analysis and

centrality measures will be addressed under centrality analysis. The graph properties

that consider for the analysis phase II have described below.
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• Densification : The densification property has been used to observe the eval-

uation of graphs and to obtain whether the Darknet market network will be

dense over time [38]. In this research study, there are three measurements have

been obtained according to the densification analysis of Transaction graphs and

User graphs. The First measurment is the observing evaluation of the number

of nodes and edges over time. Second measurment is observing the evalua-

tion of the average in-degree and out-degree over time (sum of the in or out

degrees of the nodes divided by the number of nodes in the particular times-

tamp) [39]. Third is observing the evaluation of the percentage of nodes in the

giant strongly connected component over time [39].

• Degree Distribution :The degree distribution property has been used to ob-

serve the connectivity of Bitcoin addresses and clusters of Bitcoin addresses

over time [40]. In this research study, there are three types of degree distribu-

tions have been measured from the transaction graphs and user graphs. First,

In-degree distribution. Second, Out-degree distribution and Third, the Degree

distribution of the undirected graph that converted from the multi directed

graph.

• Centrality Measures :The Centrality measure has been used to obtain the most

central and most active vertices in the Darknet market network [41]. In this

study, there are four types of centrality measures have been obtained from the

Transaction graphs and User graphs.

– Normalized Degree Centrality which is a fraction of nodes that particular

node connected to [41]. Normalized Degree centrality (C D(v)) of a node

v in a simple graph that has N number of nodes can be retrieved from the

equation 3.1:

CD(v) =
degree(v)
(N − 1)

(3.1)

– Normalized in-degree centrality which is a fraction of nodes that partic-

ular node’s incoming edges are connected to [39]. Normalized in-degree

centrality (C I(v)) of a node v in a simple graph that has N number of

nodes can be retrieved from the equation 3.2:

C I(v) =
In_degree(v)
(N − 1)

(3.2)
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– Normalized out-degree centrality which is a fraction of nodes that par-

ticular node’s outgoing edges are connected to [39]. Normalized Out-

degree centrality (C O(v)) of a node v in a simple graph that has N number

of nodes can be obtained from the equation 3.3:

CO(v) =
Out_degree(v)
(N − 1)

(3.3)

– PageRank centrality is a centrality measure that normalizing the number

and quality of links to a particular node and evaluate the importance of

that particular node in the network [42]. The PageRank of node v (PR(v))

can be obtained as follows:

∗ Assume that nodes T1 . . . Tn have links to the node v. Then the

PageRank of node v can be obtained from the equation 3.4:

PR(v) = (1− d) + d(
PR(T 1)
C(T 1)

+ ·+
PR(T n)
C(T n)

) (3.4)

∗ Note that the d is the damping factor which can be set between 0 and

1(usually 0.85) and C(T1) can be defined as the number of outgoing

links from the node T1.

• Clustering Coefficient: The Clustering Coefficient has been used to observe

the degree of nodes in the Darknet market which tends to cluster together [].

In this research study, the clustering coefficient of the nodes has been measured

from the simple undirected graph which was converted from the original multi

directed graph. The clustering coefficient (C(u)) of the node u can be obtained

from the equation 3.5:

C(u) =
2T (u)

degree(u)(degree(u)− 1)
(3.5)

– Note that T(u) is the number of triplets (three nodes that are connected

by the two edges or three edges) through the node u and deg(u) is the

degree of u.

The details of the results and conclusions have made from the analysis of trans-

action graphs and user graphs by using the aforementioned graph properties will be

discussed in Chapter 5.

25



3.2.2.3 Analysis Phase III: Traceability Analysis between Darknet market users

and Surface web Bitcoin users

The traceability analysis has done in three steps. In the First step, the Bitcoin ad-

dresses of the surface web users that have collected from the Blockchain.com [18]

have used. In this step, the clusters of Bitcoin addresses have obtained from those sur-

face web Bitcoin addresses. In order to obtain those clusters, the BlockSci [20] tool

has been used which is discussed in section 3.2.1. In the second step of the traceabil-

ity analysis has been done by comparing the vertices(known to be clusters of Bitcoin

addresses) of the user graphs in each Darknet market and the clusters obtained from

the surface web Bitcoin addresses in the first step. Therefore, the investigation has

been done to check whether there is one or more Bitcoin addresses of the Darknet

markets have been clustered inside the clusters of surface web users(obtained from

the first step). In another word, there should need to have the same clusters in the list

of vertices of the user graphs and list of clusters in the surface web users. Since those

trace clusters can be recognized as the users(or single entity) inside the Darknet mar-

ket networks, those behaviors of traced clusters can be considered as the behaviors

of the users in the Darknet market network (refer section 3.2.1). Therefore, in the

final step, the investigation and analysis have been done for obtaining the behaviors

and information about those traced users inside the Darknet markets.

3.3 Summary

This chapter has provided a detailed description of the research design. In section

3.1, the detailed description of the Dataset has been provided. After that chapter

comprised a detailed description of the research design in section 3.2. In that section

research design has presented in four phases namely web crawling process, Data

extracting process, Graph modeling process which was based on building transac-

tion graphs and user graphs, and analysis phase which is based on addressing graph

properties and traceability analysis of the Darknet market users.
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Chapter 4

Implementation

This chapter consists of the overall implementation details of the analysis process. Be-

ginning with the introduction to the software tools used in this implementation(refer

section 4.1) this chapter shows the overall implementation details in five sections. In

section 4.2.1 discussed the implementation details of the web crawling and data ex-

tracting process. In section 4.2.2 discussed the implementation details of the graph

model building process. Then section 4.2.3, section 4.2.4 and section 4.2.5 will show

the overall description of implementation details of the analysis phase I, analysis

phase II and analysis phase II respectively.

4.1 Software Tools

All the implementation has been done by using the Python 3.5 version. Python [43]

has provided numerous libraries which convenient in the implementation of the web

crawling process, data extracting process and graph analysis process. Due to that rea-

son, Python has been chosen as a programming language to implement the intended

solution.

In the web crawling process, the Urllib2 [44] was the main library used in the

implementation. Urllib2 library has provided the solution to fetching the URLs and

open the web pages that intended to crawled. In the data extracting process, the

Lxml [45] was the main library used in the implementation which has provided a

convenient way for handling the HTML files and extracting the data from the crawled

web pages. In the graph building and Darknet market network analysis process, there

were two main libraries have been used namely, NetworkX [46] and BlockSci [20].

The NetworkX library used in several scenarios. First, it has used for the building pro-

cess of transaction graphs and user graphs using Bitcoin transaction data and then

NetworkX has used for the graph analysis process by addressing the several graph

properties which were provided by the NetworkX library itself such as degree distri-
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bution, centrality analysis, and densification analysis. Specifically, the NetworkX has

been provided as an efficient graph analysis library for the complex network with a

high number of vertices and edges. Apart from the NetworkX library, the second main

library which was used in the graph building process is the BlockSci. The BlockSci is

the open-source software platform for Blockchain analysis and it has consisted of

several functionalities such as address tagging, address clustering, and Blockchain

transaction analysis. The implementation of the vertices in the user graphs of the

Darknet market network has been done by using the address clustering feature of the

BlockSci library. According to this user graph building scenario, Addressing clustering

functionality has provided the clusters of addresses for the given Bitcoin addresses of

Darknet market transaction and those clusters have used as the vertices for the user

graphs. Besides the process of building user graphs, BlockSci library has used for the

traceability analysis of the Darknet market users as well. In the process of traceabil-

ity analysis, the BlockSci module has been used to get the clusters of addresses of

the given Bitcoin addresses which were available on the surface web (refer section

3.2.2.3).

Apart from the main implementations, there was another software tool has been

used for graph visualization called Gephi [47] which were recognized as a high-

performance open-source graph visualization tool for complex network.

4.2 Implementation Details

The overall implementation of this research can be categorized into five main cate-

gorized regarding the research design that has discussed in chapter 3.

1. Web crawling and data extracting process.

2. Graph Models Building from Darknet market transaction data.

3. Analysis Phase I: Overall market analysis.

4. Analysis Phase II: Analyze the graph models by addressing graph properties.

5. Analysis Phase III: Traceability Analyzing between Dark web market users and

Surface web Bitcoin users.
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4.2.1 Web crawling and web scraping

As mentioned in Section 3.1, the web crawling and the data extracting process has

been done from two different sources namely, Blockchain.info [18] and Walletex-

plorer.com [19]. Therefore separate implementations have been done to crawled and

extracted the data from each data resource. In the implementation of web crawlers,

all the HTML files are fetched according to the given URL using FETCH() function.

As mentioned in Algorithm 1, the URL will be updated sequentially until exceeding

the limit URL parameter and each HTML file will be saved in the local file system in

each iteration using the SAVE() function.

Algorithm 1: Algorithm for Web Crawlerling Process

WebCRawler (URL, l imit)
inputs : The Website URL; limit value that indicate the limit of the web

pages that need to crawled
output: None
for i=0 to offset do

Page = FETCH(URL+i);
SAVE(Page);

end

Apart from the web crawling process, the data extracting process has been used

to extract the relevant data such as Darknet market transaction data (from [19]) and

Bitcoin user data (from [18] ).Then after the data extracting process, it will return

the JSON files which contains the extracted data. As mentioned in Algorithm 2,

data will be extracted from the EXTRACT_DATA() function using the crawled HTML

files. Then each extracted records will be saved as a JSON file to a local file system.

Specifically, there are separate functionalities that have been implemented for adding

data to the JSON files according to both sources. For an instance, if the records from

source [19] then the data that added to the JSON file are “Input address”, “output

address”, “input value”, “output value” and “timestamp”.
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Algorithm 2: Algorithm for Data Extracting Process

WebScraper File_Path
inputs : Directory Path that inclused HTML files

output: JSON Files

HT M L_F iles = GET_LIST (F ileP ath);

foreach f ∈ HTML_Files do

Records = EX TRAC T_TRANSAC T IONS( f );

foreach r ∈ Records do

JSON = ADD(r[”...”]);

return JSON ;

4.2.2 Graph Building from Darknet market transaction data

Two types of graphs have been implemented based on Darknet markets transaction

data. First graph model is the Transaction graph.The transaction graphs have been

implemented by using the NetworkX [46] library. The edges and the vertices of the

transaction graph have been implemented by considering the scenarios that have

mentioned in section 3.2.1. However, there was a separate Python script has been

implemented to prepare the vertices and edges for the implementation of the transac-

tion graph by using the extracted data from the data extracting process. This python

script has created separate JSON files for both edges and vertices for each Darknet

market. The implementation of this Python script has mentioned in Code 4.1 and

Code 4.2. The code 4.1 shows the implementation of obtaining the vertices in the

transaction graph. The vertices will have some seperate attributes. Therefore vertices

will be in the combination of either input transaction address and its label or output

transaction address and its label. Code 4.2 shows the implementation of the edges in

the transaction graph and the edges have included the data of transactions such as in-

put address, output address, input value, the output value, and timestamp.Consider

that input value,output value and timestamp will be setting as edge attributes.

30



1 import json
2

3 vertices = []
4 def create_vertices(path ,market_name):
5 chdir(path)
6 with open(’extracted_tx_data ’+market_name +.json’) as

json_file:
7 data = json.load(json_file)
8 for key ,value in data.items ():
9 input_label = value[’tx_sender’]

10 tx_inputs = value[" tx_inputs "]
11 tx_outputs = value[" tx_outputs "]
12

13 for input_addr in tx_inputs:
14 if input_addr[’input_addr’] not in addresses:
15 label_in = {’label ’:input_label} vertices.

append(list([ input_addr[’input_addr’],label_in ]))
16

17 for output_addr in tx_outputs:
18

19 if output_addr[’output_addr’] not in addresses
:

20

21 if output_addr[’output_tag ’] == ’(change
address)’:

22 label_out = {’label’:input_label}
23 else:
24 label_out = {’label’:output_addr[’

output_tag ’]}
25 vertices.append(list([ output_addr[’

output_addr’],label_out ]))
26

27 with open(’vertices_ ’+market_name +.json’, ’w’) as
file_handler:

28 file_handler.write(json.dumps(vertices))

Listing 4.1: Python Code for Implementation of the vertices in one transaction graph
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1 import json
2

3 edges = []
4 def create_edges(path ,market_name):
5 chdir(path)
6 with open(’extracted_tx_data_of_ ’+market_name +.json’) as

json_file:
7 data = json.load(json_file)
8 for key ,value in data.items ():
9 input_label = value[’tx_sender’]

10 tx_fee = value[’tx_fee ’]
11 tx_timestamp = str(value [" tx_date "])+’ ’+str(value

[" tx_time "])
12 tx_inputs = value[" tx_inputs "]
13 tx_outputs = value[" tx_outputs "]
14

15 for input_addr in tx_inputs:
16 input_val = input_addr [" input_val "]
17 for output_addr in tx_outputs:
18 output_val = output_addr [" output_val "]
19 val = {’input_val ’:input_val ,’output_val ’:

output_val}
20 ts = {’timestamp ’:tx_timestamp}
21 edges.append(list([ input_addr[’input_addr’

],output_addr[’output_addr’],ts,val]))
22 with open(’edges_ ’+market_name.json’, ’w’) as

file_handler:
23 file_handler.write(json.dumps(edges))

Listing 4.2: Python Code for Implementation of the edges in one transaction graph

After preparing the vertices and edges for the transaction graphs, Code 4.3 shows

the implementation procedure of the transaction graph using another Python script.

According to Code 4.3, the edges and the vertices will be loaded from the JSON

files which were created from the previously mentioned Python script (Code 4.1 and

Code 4.2) for implementing edges and vertices for each Darknet market. Accordingly,

the transaction graphs have been created using the NetworkX library function called

NetworkX.MultiDiGraph().
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1 import networkx as nx
2 import json
3

4 market_vertices = json.load(open(".../ vertices_example_market.
json"))

5 market_edges = json.load(open(".../ edges_example_market.json")
)

6 // function for creating graphs
7 def create_multigraph(vertices_list ,edges_list ,market_name):
8 tx_MultiDigraph = nx.MultiDiGraph ()
9 tx_MultiDigraph.add_nodes_from(vertices_list)

10 tx_MultiDigraph.add_edges_from(edges_list)
11 print(market_name+ " market Multi Directed graph created")
12 return tx_MultiDigraph

Listing 4.3: Python Code for Implementation of transaction graph using JSON Files

previously created as Vertices and Edges

The second type of graph is the User graph which has implemented using the Net-

workX [46] and BlockSci [20] libraries. As mentioned in section 3.2.1, the vertices of

these graphs represent the set of Bitcoin addresses that can cluster together using the

BlockSci library. However, a separate Python script has been implemented to obtain

the JSON files of edges and vertices of each user graph prior to the graph building

process. Code 4.4 shows the implementation of vertices in the user graph and Code

4.5 shows the implementation of the edges in the user graph. In code 4.4, the ad-

dress list of the transaction has been converted to the particular cluster IDs using the

BlockSci library in two steps. First, the transaction addresses converted to the BlockSci

compatible string format by using the CHAIN.ADDRESSES_FROM_STRING() func-

tion and second, get the particular cluster IDs for a given transaction address by using

the CLUSTER_MANAGER.CLUSTER_WITH_ADDRESSES() function.Finally, the ver-

tices will be saved as the JSON format. In code 4.5 shows that the input addresses

and output addresses will be converted to the particular cluster IDs the same as men-

tioned in the code 4.4. Then those transactions with cluster IDs saved as a JSON file

for user graph building process.
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1

2 import json
3 import pandas as pd
4 import numpy as np
5 from tqdm import tqdm_notebook as tqdm
6 from collections import defaultdict
7 import networkx as nx
8 from forex_python.bitcoin import BtcConverter
9 import blocksci

10

11

12 chain = blocksci.Blockchain("/root/blocksci -data/")
13 cm = blocksci.cluster.ClusterManager("/root/blocksci -data/

clusters -h1/", chain)
14

15 market_vertices = json.load(open(".../ vertices_example_market.
json"))

16 market_edges = json.load(open(".../ edges_example_market.json")
)

17

18 // create the cluster IDs for the given addresses
19 def get_node_list(addr_list ,market_name):
20 cluster_id_list = []
21 for addr in addr_list:
22 address = chain.address_from_string(str(addr [0]))
23 cluster = cm.cluster_with_address(address)
24 cluster_id_list.append(cluster.index)
25 with open(’vertices_for_usr_graph ’+market_name.json’, ’w’)

as file_handler:
26 file_handler.write(json.dumps(cluster_id_list)

)

Listing 4.4: Python Code for Implementation of vertices in one user graph
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1

2 import json
3 import pandas as pd
4 import numpy as np
5 import networkx as nx
6 import blocksci
7

8 chain = blocksci.Blockchain("/root/blocksci -data/")
9 cm = blocksci.cluster.ClusterManager("/root/blocksci -data/

clusters -h1/", chain)
10 // create the cluster IDs for the given addresses
11 def get_edges_for_user_graph(edges_list ,market_name):
12 edges = []
13 for edge in edges_list:
14

15 input_address = chain.address_from_string(str(edge[’
input_addr ’]))

16 output_address = chain.address_from_string(str(edge[’
output_addr ’]))

17 input_cluster = cm.cluster_with_address(input_address)
18 output_cluster = cm.cluster_with_address(

output_address)
19

20 // additional attributes like timestamp will be added
as a Edge attributes

21 row ={
22 ’input_addr ’:edge[’input_addr ’],
23 ’input_cluster ’:input_cluster.index ,
24 ’input_val ’:edge[’input_val ’],
25 ’output_addr ’:edge[’output_addr ’],
26 ’output_cluster ’:output_cluster.index ,
27 ’output_val ’:edge[’output_val ’],
28 ’timestamp ’:edge[’timestamp ’]
29

30 }
31 edges.append(list([row[’input_cluster ’],row[’

output_cluster ’],{’output_val ’:row[’output_val ’],’timestamp
’:row[’timestamp ’]}]))

32

33 with open(’edges_for_usr_graph ’+market_name.json’, ’w’) as
file_handler:

34 file_handler.write(json.dumps(edges))

Listing 4.5: Python Code for Implementation of edges in one user graph
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After preparing the vertices and edges for the transaction graphs, the user graphs

has been build using the same procedure as mentioned in the code 4.3.

4.2.3 Analysis Phase I: Overall markets analysis

In the analysis phase I, the implementation has been done by considering two fac-

tors. First, the transaction flow in the overall Darknet markets and money flow in the

overall Darknet markets. The implementation for analyzing the transaction flow of

the overall Darknet markets has done by implementing the python script for calcu-

lating the number of transactions against the timestamps. For calculating the trans-

actions against timestamps from the Darknet markets, the data extracted from the

web scrapping process in each Darknet market has been used. Code 4.6 shows that

the transactions count in the each timestamp will be counted in particular Darknet

market. Code 4.7 shows that after calculating those transactions in each Darknet

market, then those each transaction counts that calculated in each Darknet market

will be joined according to the timestamps.

1 from os import chdir
2 import json
3

4 tx_count_with_date= {}
5 def counting_tx_in_one_market(path ,market_name):
6 chdir(path)
7 with open(’extracted_tx_+market_name +.json’) as json_file:
8 data = json.load(json_file)
9 for key ,value in data.items ():

10 date = value[’tx_date ’]
11 if date in s:
12 tx_count_with_date[date] += 1
13 else:
14 tx_count_with_date[date] = 1
15 final_txs_count = []
16 for key ,value in tx_count_with_date.items():
17 if key not in final_txs_count:
18 txs ={"date": key ,"number of txs":value}
19

20 final_txs_count.append(txs)
21 with open(’final_transaction_count+market_name +.json’,

’w’) as file_handler:
22 file_handler.write(json.dumps(final_txs_count))

Listing 4.6: Python Code for counting the transactions against timestamp in one

Market
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The implementation for analyzing the money flow of the overall Darknet markets

has done by calculating the incoming money and the outgoing money of each Darknet

market. This calculation was done by using the constructed transaction graphs (re-

fer section 4.2) of each Darknet market. Firstly, identify the market’s nodes from the

attributes of vertices by using the address tags (refer section 4.2). Then identify the

incoming edges and outgoing edges for particular market’s nodes in each Darknet

market transaction graphs. Then total incoming payment and total outgoing pay-

ment from the markets will be calculated against the timestamp by using the edge

attributes called “input_val” and “timestamp”. Code 4.8 shows the aforementioned

functionality for calculating the incoming money flow of the Darknet market.The

implementation for the outgoing money flow same as the Code 4.8.

1 from os import chdir
2 from os import listdir
3 from os.path import isfile , join
4 import json
5

6 def counting_tx_in_one_market(path ,market_name):
7 chdir(path)
8 json_files = [f for f in listdir(path) if isfile(join(path

, f)) and f.endswith(’.json’)]
9 records = []

10 tx_count_with_date= {}
11 for file_name in json_files:
12 with open(file_name) as json_file:
13 data = json.load(json_file)
14 for key ,value in data.items ():
15 date = key
16 if date in s:
17 tx_count_with_date[date] += value["txs"]
18 else:
19 tx_count_with_date[date] = value["txs"]
20 all_txs_count = []
21 for key ,value in tx_count_with_date.items():
22 if key not in all_txs_count:
23 txs={"date":key ,"txs":value}
24 all_txs_count.append(txs)
25

26 with open(’final_all_transaction_count.json’, ’w’) as
file_handler:

27 file_handler.write(json.dumps(all_txs_count))

Listing 4.7: Python Code for counting the transactions against timestamp in all

Market
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1

2 def get_incoming_edges(G,tag):
3

4 receieve_tx_list = []
5 for u,v,data in G.edges(data=True):
6 if G.nodes[v][’label ’] == tag:
7 receieve_tx_list.append(list([u,v,{’label’:G.nodes

[v][’label’],’output_val ’:data[’output_val ’],’timestamp ’:
data[’timestamp ’]}]))

8 return receieve_list
9

10 def get_incoming_money_flow(receive_list):
11 recieve_flow ={}
12 final_recieve_flow = []
13 for tx in receive_list:
14 date = tx[2][’timestamp ’]
15 if date in recieve_flow:
16 recieve_flow[date] += float(tx[2][’output_val ’])
17 if date not in recieve_flow:
18 recieve_flow[date] = float(tx[2][’output_val ’])
19

20 for key ,value in recieve_flow.items():
21 if key not in final_recieve_flow:
22 tx={
23 "date":key ,
24 "money":value
25 }
26

27 final_recieve_flow.append(tx)
28 return final_recieve_flow

Listing 4.8: Python Code for calculate the incoming money values against timestamp

in one Darknet market

4.2.4 Analysis Phase II: Analyze the graph models by addressing

graph properties

In the analysis Phase II, all the analysis has been done by using the transaction graphs

and user graphs of each Darknet markets in order to address graph properties. The

graph properties include the centrality analysis like normalized in-degree centrality,

normalized out-degree centrality, and Page-rank centrality and connectivity analysis

properties like densification, degree distribution, and clustering coefficients. Specif-

ically, the connectivity analysis has been done by using the equal range timestamps
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according to each Darknet market transaction’s duration. For instance, if the trans-

action duration for the “Cannabis” Darknet market is from 2014/04/01 06:36:53 to

2014/08/25 11:01:28, then this duration has been divided into equal twenty times-

tamp instances. Code 4.9 will describe the implementation of this division of times-

tamps. The various connectivity analysis functions have been calculated according

to this each timestamp in each darknet market. The functions such as calculating the

number of edges and vertices over time, average in-degree over time and percentage

of nodes in the maximum strongly connected component .

1 from datetime import datetime
2

3 #get the date ranges and divided into equal space timestamp
4 def get_equally_timestamp(start , end , intv):
5 start = datetime.strptime(start ,"%Y-%m-%d %H:%M:%S")
6 end = datetime.strptime(end ,"%Y-%m-%d %H:%M:%S")
7 diff = (end - start ) / intv
8

9 for i in range(intv):
10 yield (start + diff * i).strftime("%Y-%m-%d %H:%M:%S")
11 yield end.strftime("%Y-%m-%d %H:%M:%S")

Listing 4.9: Python Code for dividing the equal timestamp instances for particular

transaction flow

Apart from the connectivity analysis, the centrality analysis has addressed us-

ing the transaction and user graphs in each Darknet market. The centrality measures

like normalized in-degree centrality, normalized out-degree centrality, and Page-rank

centrality have been addresses in each darknet market’s transaction graphs and user

graphs by using the NetworkX functions such as NETWORKX.PAGERANK(), NET-

WORKX.GRAPH.OUT_DEGREE() and NETWORKX.GRAPH.IN_DEGREE().

4.2.5 Analysis Phase III: Traceability Analyzing between Dark web

market users and Surface web Bitcoin users

In the traceability analysis, the implementation has been done for tracing the Darknet

market users from the Surface web Bitcoin users. This analysis has been done using

the vertices list of the user graphs and the newly clustered list of Bitcoin users from

the surface web. The implementation process for clustering the surface web Bitcoin

users has been done by using the same clustering process which has done for creat-

ing vertices in user graphs of Darknet markets and it’s done by using the extracted

data from source [18]. Code 4.10 shows the implementation of traceability analy-

sis between Darknet market users and surface web Bitcoin users. In Code 4.10, the
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clusters of Darknet market users and clusters of surface web Bitcoin users have been

compared using the CLUSTER_COMPARE() function and return all trace cluster IDs

of the surface web Bitcoin users. Then using those tracing clusters, all the informa-

tion has been obtained relevant to the particular cluster IDs such as Bitcoin tags and

URLs for the Bitcoin talk and Bitcoin OTC profiles which mentioned in section 3.1.

1

2 def cluster_compare(user_graph_cluster_list ,
surface_web_cluster_list):

3

4 for m_name ,market_data in user_graph_cluster_list.items():
5 for b_name ,surfaceWeb_info_data in

surface_web_cluster_list.items ():
6 matching_clusters =[]
7 m =[]
8 for market_cluster ,value in market_data:
9 if any(market_cluster in s for s in

surfaceWeb_info_data):
10 // check_in_list : comparing function for

given clusters with labels
11 if(check_in_list(matching_clusters ,

market_cluster ,value[’label ’])):
12

13 matching_clusters.append ({’cluster ’:
market_cluster ,’label’:value[’label’]})

14 m.append(market_cluster)
15 c = unique(m)
16 print(c)

Listing 4.10: Python Code for comparing the clusters of User graphs and Cluster of

surface web Bitcoin users

4.3 Summary

In this chapter, the overall implementation of this research study has addressed. The

overall implementation has described in two sections. The first section discussed the

software tools used in the implementation process and in the second section, the

overall implementation process has described in five sub-sections. In section 4.2.1

has discussed the implementation process of data collection. In the section 4.2.2 has

discussed the implementation process of graph modeling. In section 4.2.3, section

4.2,4 and 4.2.5 has discussed the implementation process done for the each analysis

phases.
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Chapter 5

Results and Evaluation

This chapter will be given the results and evaluation of this research study. The

results and evaluation will be presented in three analysis phase. Section 5.1 will

be discussed the results and evaluation of the analysis phase I which regarding the

overall market analysis. Section 5.2 will be discussed the results and evaluation of

the analysis phase II and the analysis of the transaction graph models and user graph

models using different graph properties will be addressed in that section. In Section

5.3, the traceability analysis of the Darknet market will be addressed. Additionally,

the behavior of the traced nodes in the user graph models will be addressed under

the traceability analysis work.

5.1 Analysis Phase I: Overall market analysis

In the analysis Phase I, the overall analysis has done considering the transactions of

all seven Darknet markets. As mentioned in section 3.2.2, this analysis was done by

addressing two factors. First, the overall transaction flow of all Darknet markets and

second, overall money flow of all Darknet markets. Accordingly, section 5.1.1 will

be present the results and evaluation of the analysis in the overall transaction flow

of all Darknet markets and section 5.1.2 will be present the results and evaluation of

the analysis in the overall money flow of all Darknet markets.
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5.1.1 Results and evaluation of the analysis in the overall trans-

action flow

Figure 5.1: Overall Transaction Flow of all seven Darknet Markets

Figure 5.1 shows that most of the transactions have occurred during the period of

October 2013 to November 2015. This indicates that all majority transactions are

occurring in the 2 years duration.However, the timestamp for all duration was nearly

Th 5 years(2013 to 2018).Therefore, this behavior of all these transactions will show

that some of the markets have remained inactive after the particular timestamp.The

inactiveness of the market will occur due to many reasons such as due to the exit

scams(confidence trick where an established business stops shipping orders while

continue to receive payments for new orders ), due to the raids, due to the market

shutdowns by the law enforcement agencies and due to the voluntarily shutdowns

[16].

Apart from the inactiveness of the transactions, Figure 5.1 shows that another

observation regarding the hyper operation phases in the transactions of all Darknet

markets. According to the results shown in Figure 5.1, There are three main hyper

operation periods that can be identified. The first hyper operation period can be

identified during the period of 16th of October 2013 to 01st of December 2013 and

it consists of a peak of 2612 transactions. The second hyper operation period can
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be identified during the period of 01st of January 2015 to 19th of March 2015 and it

consists of the second most peak with 4357 transactions. The last hyper operation

period occurred in the duration of 23rd of August 2015 to 06th of November 2015

and is consists of the highest peak with the 5431 transactions. Therefore, the results

of these hyper operational phases indicate that the most active transaction period is

the third hyper operational period among all of the seven Darknet markets.

5.1.2 Results and evaluation of the analysis in the overall Money

flow

As mentioned in section 3.2.2 The overall money flow of all the seven markets can

be categorized into two factors. First, the incoming money flow of the markets and

second, the outgoing money flow of the markets. Figure 5.2 shows that the incom-

ing money flow of all seven Darknet markets against the timestamps and Figure 5.3

shows that the outgoing money flow of all seven Darknet markets against the times-

tamps.

Figure 5.2: Overall Incoming Money Flow of all seven Darknet Markets

According to Figure 5.2, it shows that most of the Darknet markets are tends to

have a low-income status during their transactions period. However, there are few

spikes(highest incomings) that can be identified mainly in Pandora, Middle Earth,

Sheep and Nucleus Darknet markets. The Darknet market like Pandora and Bluesky

keeps a low level of incoming rate and it indicates that The Darknet market users

are not usually having a good interaction with those Darknet markets when their

tradings. The incoming flow of the Nucleus Darknet market shows that the tradings
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of the Nucleus market remain a more static manner during its transaction period and

it can be categorized as the most wealthy market among seven Darknet markets.

Figure 5.3: Overall Outgoing Money Flow of all seven Darknet Markets

According to Figure 5.3, it shows that outgoing money flow has a similar behavior

as the incoming money flow of the Darknet markets. Additionally, it shows that the

Darknet markets that have the most incoming money flow have the most outgoing

money flow as well. It indicates that Darknet users tend to do their tradings with

some popular Darknet markets like Nucleus, Middle Earth market rather than small

unpopular Darknet markets.

Figure 5.4: Overall comparison between Incoming and Outgoing money flow of all
seven Darknet Markets
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When comparing the outgoing and incoming money rate of the overall money

flow, Figure 5.4 shows that the overall income rate is higher than the overall outcome

rate. Therefore we can identify that all seven Darknet markets have success tradings

when considering the overall money flow among all seven Darknet markets.

5.2 Analysis Phase II: Analyze the graph models by ad-

dressing graph properties

In this phase, the analysis has been done by addressing several graph properties for

constructed two graph models namely, Transaction graph models and User graph

models. As mentioned in section 3.2.2.2, graph properties have been addressed in

three different categories for each constructed graph model(transaction graph model

and user graph model). The three different sections are,

• Graph connectivity analysis

– Densification analysis over time

– Degree distribution analysis

– Clustering coefficient analysis

• Centrality analysis

– Normalized degree centrality analysis

– Normalized In-degree centrality analysis

– Normalized Out-degree centrality analysis

– Page-rank centrality analysis

5.2.1 Graph connectivity analysis

The analysis of the connectivity of graph models has addressed by using three ways.

First, the densification analysis of both transaction graphs and user graphs in each

Darknet market network. Second, the degree distributions of the transaction graphs

and User graphs. Third, the clustering coefficients of both graph models. Since the

interest of this section relies on the connectivity of the network, all the measure-

ments for analyzing the graph connectivity has obtained by the graph models after

converting from default Multi Directed Graphs (refer section 4.2.2) to simple graphs

(Graphs that have no self-loops and parallel edges).
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5.2.1.1 Densification Analysis over time

The densification analysis of the graph models has been measured by using the three

measurements. First, the number of vertices and edges of the graph over time. Sec-

ond, average out-degree of the graph over time. Third, the Percentage of vertices

in the maximum strongly connected component in the graph over time. Specifically,

these three measurements have been measured in twenty equal timestamp instances

in each Darknet market. These timestamp instances are relevant to each Darknet

market transaction duration.

The results of the densification analysis have depicted in the bellow figures. Note

that there are only a few significant results have been mentioned and the rest of

the results have mentioned in Appendix A. Additionally, The results and evaluation

of each measurement will be described according to the two graph models namely

Transaction graphs and User graphs.

• Results and evaluation for the number of vertices and edges in the graph

over time

Transaction Graphs

According to Figure 5.5 and Figure A.1 (refer to Appendix A), the overall trans-

action graphs show that the number of edges and the number of vertices (Node) in-

creases when time increased. Additionally, those plots have shown that the increase

in the number of edges and vertices is slightly more than linear. As an exception,

Figure 5.5b highlights that after the eleventh timestamp, the number of edges and

Nodes was constant over time. It highlights that transactions have stopped and that

particular Darknet market has become inactive after the particular timestamp. Ac-

cording to Figure A.7, it highlights that This inactive behavior has occurred in the

Middle Earth, Bluesky, Abraxas, Sheep and Pandora Darknet markets after particular

timestamp instances. Therefore, this observation has been verified the results that

discussed in the section 5.1.1 regarding the inactiveness of the Darknet market.

User Graphs

Figure 5.6 and Figure A.2 (refer to Appendix A) show that the number of ver-

tices and the number of edges has increased when time increased in overall user

graphs. Additionally, those plots have highlighted that this measurement gets the

same behavior in both Transaction graphs and User graphs in each particular Dark-

net market. Therefore, it stated that the property of increasing the number of edges

and the number of vertices over time inherited from the Transaction graph to the User

graphs. Specifically, the inactiveness property of the market network also inherited

to the User graphs which have mentioned in the results of Transaction graphs.
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(a) Cannabis Market (b) Middle Earth Market

(c) Nuclues Market

Figure 5.5: Number of vertices and edges growth against time in the Transaction
graph
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(a) Cannabis Market (b) Middle Earth Market

(c) Nuclues Market

Figure 5.6: Number of vertices and edges growth against time in the User graph
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(a) Cannabis Market (b) Middle Earth Market

Figure 5.7: Average Out-degree against time in Transaction graphs

• Results and evaluation for the average out-degree over time

Transaction Graphs

In Figure 5.7a shows that the average out-degree(or in-degree) of the transac-

tion graph is increasing over time. This highlights that the number of edges in-

creased much faster than the number of vertices that represent the densification

power law [48] of the particular network. Therefore, this behavior has occurred

in both the Cannabis Darknet market network and the Sheep Darknet market (refer

Figure A.3). However, in Figure 5.7b shows that the increase of the out-degree only

limited to the particular timestamps and the out-degree will be constant after the

eleventh timestamp. This behavior represents that the market network has not been

dense over time due to the aforementioned inactiveness of the market network. This

behavior has occurred in Middle Earth, Bluesky, Abraxas, Sheep and Pandora Dark-

net markets which interpreted the inactiveness of the market network as mentioned

before.

User Graphs

Unlike in the transaction graphs, Figure 5.8 shows that the user graphs have

shown that out-degree(or in-degree) of the graph is increasing over time in all the

Darknet market networks (refer Figure A.10). This means that the results of the in-

creasing out-degree (or in-degree) in the user graphs of each Darknet market has

shown that the number of edges is increasing much faster than the number of ver-

tices. Therefore, this behavior stated that each user graph of the seven Darknet mar-

kets followed the densification power law [48]. However, user graphs of the Middle

Earth, Bluesky, Abraxas, Sheep and Pandora Darknet markets have interpreted the

inactiveness property after the particular timestamp as aforementioned.
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(a) Cannabis Market (b) Middle Earth Market

Figure 5.8: Average Out-degree against time in User graphs

• Results and evaluation of the Percentage of vertices in the maximum strongly

connected component in the graph over time

Transaction Graphs

Figure 5.9 shows that the percentage of the vertices in the maximum strongly

connected component is slightly increasing over time in each transaction graph of

the Darknet market. Therefore, it shows that even though the number of vertices

increases fast (refer Figure A.1) over time, the number of vertices in the maximum

strongly connected component is increased much faster over time by providing much

more robust to the particular Darknet market network. Specifically, Figure 5.9c shows

that the time spend to increase the percentage of the nodes in the maximum strongly

connected component is much higher than the other Darknet market network which

stated that the network is not very active (Transaction of the Nucleus market was

not growing very fastly) and network tends to have a slow growth to be robust.

Additionally, the results of this measurement also interpret the inactiveness of the

few darknet markets as mentioned in section 5.1.1.

User Graphs

Figure 5.10 and Figure A.6 (Refer Appendix A) show that similar behavior as men-

tioned in the transaction graphs which means that the percentage of the vertices in

the maximum strongly connected component increases over time. Additionally, the

inactiveness property of the market has inherited to the User graphs from the trans-

action graphs and that inactiveness has occurred in the same timestamp instances

which relevant to the particular Darknet markets as mentioned in the section 5.1.1.
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(a) Cannabis Market (b) Middle Earth Market

(c) Nuclues Market

Figure 5.9: Percentage of vertices in the maximum strongly connected component in
the Transaction graph over time
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(a) Cannabis Market (b) Middle Earth Market

(c) Nuclues Market

Figure 5.10: Percentage of vertices in the maximum strongly connected component
in the User graph over time
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(a) Transaction Graph (b) User Graph

Figure 5.11: Degree Distribution in the Transaction graph and User graph of the
Nuclues Market

5.2.1.2 Degree Distribution Analysis

The degree distribution of the graph models has addressed in three measurements.

Namely, the degree distribution of the undirected graph models, in-degree distribu-

tion of the directed graph models and out-degree distribution of the directed graph

models (refer section 3.2.2.2). Note that all the degree distributions have plotted

in the log-log scale in order to identify where the degree distribution gets normal

distribution or power-law distribution [49].

The results and the evaluation of the degree distribution have presented in both

Transaction graph models and user graph models. However, there are only a few

significant results have been mentioned and the rest of the results have mentioned

in Appendix A.

• Results and evaluation of the degree distribution

Figure 5.9 and Appendix A shows that all the degree distributions including the

in-degree and out-degree distribution of the directed transaction graphs and degree

distribution of the undirected transaction graphs in each Darknet market show that

they follow the power-law distribution [49]. Therefore, those distributions indicate

that few vertices having higher edges and many vertices having few edges [49]. Since

each Darknet market network follows the power-law distribution, these Darknet mar-

ket networks consider as the scale-free networks [49]. Therefore, these results stated

that the evolution of each Darknet market network over time assume to be follows

the preferential attachment or rich-get-richer principle [49] which means that ver-

tices of the network that already have a high number of edges more likely to estab-

lish new edges to them compare to the vertices with a low number of edges when

the evaluation of the network occurs over time. Therefore, it indicates that the Bit-
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(a) Transaction Graph (b) User Graph

Figure 5.12: Degree Distribution in the Transaction graph and User graph of the
Nuclues Market

coin addresses that have involved in a high number of transactions are more likely

to involves in many transactions in the future as well. Apart from the power-law

distributions, there is another observation can be obtained from the degree distribu-

tion which has shown in Figure A.7 and Appendix A. It can be noticed that there are

some outliers (spikes) that can be observed in the convergence area of the degree

distribution. Those spikes have shown to be related to the particular topological pat-

tern which more likely due to the unexpected user behaviors rather than the natural

economy in the Darknet market network [30]. As shown in Figure A.8 and Appendix

A, we can observe that all the degree distributions in the user graphs have a similar

pattern which that has previously observed from the transaction graphs. Therefore

those results of the user graphs show that the patterns and principles that have de-

rived from the degree distribution of transaction graphs are valid for the user graphs

as well.

5.2.1.3 Clustering Coefficient Analysis

In the clustering coefficient analysis, the local clustering coefficient of a vertex has

been considered. Therefore, the local clustering coefficient has been measured in

each Darknet market with respect to both graph models. The results and the evalua-

tion of the clustering coefficient measurement have presented in both graph models

(Transaction graph and User graph). However, there are only a few significant results

have been mentioned and the rest of the results have mentioned in Appendix A.

• Results and evaluation for the Clustering Coefficient analysis

Figure 5.12a and Appendix A shows the local clustering coefficient of the degree

distribution results according to the transaction graphs of Darknet markets. Those

results show that most of the vertices have zero local clustering coefficients and only

a few have higher values of the clustering coefficient. According to equation 3.5(re-

fer section 3.2.2.2), the value of zero in the local clustering coefficient indicates that
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the vertices with a degree less than two. Since there is a majority number of ver-

tices get zero value, it states that the value of the average local clustering coefficient

(global clustering coefficient) will be close to the value zero. Therefore it interprets

that these kinds of scale-free networks tends (refer section 5.2.1.2) to have a low

global clustering coefficient and this finding also verified in [50]. Further, these re-

sults interpret that there are only a few numbers of transaction hubs (addresses that

involve in a higher number of transactions) in the Darknet market networks. Apart

from the local clustering coefficient measures from the transaction graphs, Figure

5.12b and Figure A.14(refer Appendix A) show that the local clustering coefficient

measurements from the User graphs show the same results as the transaction graphs.

Therefore those derived conclusions from the results of transaction graphs are also

valid for the results from User graphs.

5.2.2 Centrality analysis

The centrality analysis of the Darknet market networks has been addressed by using

the four centrality measures (refer section 3.2.2.2) namely, normalized degree cen-

trality, normalized in-degree centrality normalized out-degree centrality and Page-

rank centrality. The results and evaluation of these three measurements have pre-

sented using both constructed graph models (Transaction graphs and User Graphs.).

However, there are only a few significant results have been mentioned.

• Results and evaluation for the centrality analysis from the Transaction

graphs

Table 5.1: Highest Centrality Measurement values Obtained from the each Darknet
market Transaction graph

Market Name

Degree In-Degree Out-Degree Page Rank

Label Value Label Value Label Value Label Value

Cannabis f5ed660882 0.169155 f5ed660882 0.169155 6f717b2883 0.043297 f5ed660882 0.055061

Middle Earth 123b335398 0.035630 00e52be96b 0.003737 123b335398 0.035611 123b335398 0.020923

Bluesky c9dffbdf04 0.060969 LocalBitcoins.com-old 0.008339 c9dffbdf04 0.060963 c9dffbdf04 0.024817

Nuclues MoonBit.co.in 0.014787 Paymium.com 0.001375 MoonBit.co.in 18565 MoonBit.co.in 0.011186

Sheep 15323043d4 0.024109 15323043d4 0.024109 ad0b75d50e 0.021623 ad0b75d50e 0.005085

Pandora c9dffbdf04 0.228177 CoinJoinMess 0.010914 c9dffbdf04 0.228175 c9dffbdf04 0.032897

Abaraxas MoonBit.co.in 0.025958 0232c8ec20 0.002898 MoonBit.co.in 0.014786 MoonBit.co.in 0.019090

Table 5.1 shows that there are two types of labels that can be obtained from

the centrality measures. As mentioned in section 3.1, the labels that can be either

user/service labels labels (eg: f 5ed660882, 123b335398,MoonBit.Co.In) or mar-

ket labels (eg: CannabisRoadMarket,MiddleEarthMarketplace). According to Table

5.1, most of the central nodes in the transaction graphs of each Darknet market was
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labeled as a User label. For an instance, in the Cannabis Darknet market, the node

f 5ed660882 is considered as the most central node in the market network when con-

sidering the local connectivity, i.e the degree centrality and considering the whole

network, i.e the Page-rank centrality. This behavior can be obtained in the Middle

Earth, Bluesky, Abraxas, Sheep and Pandora Darknet market as well. However, in Nu-

cleus and Abraxas Darknet markets shows that their most central node was labeled as

a Service label and it is MoonBit.Co.In (One of the popular Bitcoin faucet1 service).

According to the degree centrality measures, it is known to measure the nodes that

have involved in most transactions (either receive or send payments). Specifically,

In out-degree centrality, it is known to measure that nodes that have sent most pay-

ments in the network and in in-degree centrality, it is known to measure that nodes

that have received most of the payments. Therefore, we can observe that the majority

of nodes that previously considered as most central in the network are more likely to

send than receiving payments. As an exception in the Cannabis market, the most cen-

tral node, i.e f 5ed660882 is more likely to receive than sending payments. Further,

when considering the degree centrality measures and Page-rank centrality measures,

Table 5.1 highlights that there is a big correlation between two measures. Addition-

ally, Table 5.1 shows that the Page-rank centrality value of most central nodes likely

has low values when in the large size of Networks.

• Results and evaluation for the centrality analysis from the User graphs

Table 5.2: Highest Centrality Measurement values Obtained from the each Darknet
market User graph

Market Name

Degree In-Degree Out-Degree Page Rank

Label Value Label Value Label Value Label Value

Cannabis CannabisRoadMarket 0.946751 CannabisRoadMarket 0.441733 CannabisRoadMarket 0.505018 CannabisRoadMarket 0.223361

Middle Earth MiddleEarthMarketplace 0.312905 MiddleEarthMarketplace 0.261359 MiddleEarthMarketplace 0.051546 MiddleEarthMarketplace 0.090787

Bluesky BlueSkyMarketplace 0.401400 BlueSkyMarketplace 0.277215 c9dffbdf04 0.161148 BlueSkyMarketplace 0.100709

Nuclues NucleusMarket 0.450751 NucleusMarket 0.286366 NucleusMarket 0.164385 NucleusMarket 0.109862

Sheep SheepMarketplace 0.385191 SheepMarketplace 0.327027 SheepMarketplace 0.058165 SheepMarketplace 0.124455

Pandora c9dffbdf04 0.419557 PandoraOpenMarket 0.162153 c9dffbdf04 0.419553 PandoraOpenMarket 0.066245

Abaraxas AbraxasMarket 0.452724 AbraxasMarket 0.370422 AbraxasMarket 0.082302 AbraxasMarket 0.120151

Like in transaction graphs, Table 5.2 shows that the vertices with the highest

centrality values in each centrality measure in each Darknet market along with it’s

labeled. Unlike in the transaction graphs, the user graphs have shown that the most

central node( when considering the degree centrality and Page-rand centrality) in

each Darknet market can be labeled as itself. For instance, in the Cannabis Road

Darknet market, the most central node is the node with label “CannabiRoadMar-

ket”. This behavior can be observed in six out of seven Darknet market User graphs

1https://thecoinshark.net/en/bitcoin-faucets-what-is-it-and-how-much-you-can-earn/
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namely,“Cannabis”, Bluesky, Middle Earth, “Nucleus”, Sheep, Abraxas Darknet market

user graphs. Further, when considering the most central node in those six Dark-

net market, it shows that those central nodes are equally central when consider-

ing receive and send payments. Because those central nodes have the highest value

in each Darknet market when considering the in-degree and out-degree centrality

measure (refer Table 5.2). However, in “Pandora” Darknet market it shows that the

node with label “PandoraOpenMarket”(self-market label) is more likely to receive

payments than send payments and Pandora user graph shows exceptional behavior

among other Darknet markets’ User graphs.

5.3 Analysis Phase III: Traceability Analysis between

Dark web market users and Surface web Bitcoin

users.

In the Analysis Phase III, the main concern is to trace the Darknet market users by

using the extracted Bitcoin information from the surface web(refer section 3.2.2.3).

As mentioned in section 3.1, this Bitcoin information has been collected from [19]

and there are 37600 records have used for this analysis. However, this number of

records has been reduced to 9881, after the clustering process that has done from

these records (refer section 3.2.2.3). These 9881 clusters have used to trace whether

the Bitcoin addresses used in Darknet markets are inside those clusters. Therefore,

those 9881 clusters have been compared with the clusters of addresses from the Dark-

net markets(the vertices of the User graphs). As a result of that process, there are

1203 clusters have been identified and those 1203 clusters have consisted of at least

one Bitcoin address which is used in the Darknet markets transaction. In another

word, those 1203 clusters can be recognized as traced vertices in the user graphs

which constructed from the Darknet markets transaction data. Since the vertices of

the Darknet market user graphs are recognized as the single entity or the user in the

Darknet market (refer section 3.2.2.3), those 1203 clusters can be identified as the

single users or single entities in the Darknet market.
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Table 5.3: Top 10 nodes that have most transactions in all Darknet markets

Traced Cluster IDs Number of Transactions Tag

2560366 52706 LocalBitcoins.com-old

262134758 43986 MoonBit.co.in

261 38679 CoinJoinMess

1381240 13964 Bitstamp.net-old

2250106 12752 BitBargain.co.uk

137821 11571 [00000014ea]

14809960 10736 [046576b9af]

18168070 5983 BTC-e.com

421008 5164 VirWoX.com

7024680 4354 CoinBox.me

The resultant 1203 clusters were used to analyze their behaviors in the Darknet

market networks and there are several findings have been observed. First, the active-

ness inside the Darknet market network of those 1203 entities(or clusters) has been

analyzed. Table 5.3 shows that top 10 clusters that have most transactions inside all

seven Darknet markets networks. According to Table 5.3, cluster ID 2560366 has

the most transactions and it can be recognized as the most active node among the

traced entities from the surface web. Further, when considering the “tags” among

those top 10 entities, it shows that the most active nodes are some Bitcoin services,

i.e: “LocalBitcoins.com-old”, “Bitbargain.co.uk”, “MoonBit.co.in”. Among those Bit-

coin services, “LocalBitcoins.com” well known Bitcoin exchange service and “Moon-

Bit.co.in” is a popular Bitcoin faucet. Therefore, it can be stated that there is a high

probability that has, those Bitcoin services are interacting within both the surface

web and Darkweb in a highly active manner. However there some user nodes such

as 00000014ea and 046576b9af also have the average transaction rate among the

Darknet markets. In Figure 6.2 shows how those transactions were evaluated against

the timestamp and significantly, It shows that cluster ID 261 shows some static be-

havior from its transactions instead of being inactive over time.

Apart from the transaction rate and the activeness of the traced entities, the 1203

clusters have been used to analyze the total income of those clusters inside all seven

Darknet markets. Table 5.4 shows that the top 10 clusters that have the most total

income from the transactions among Darknet markets. It indicates that the entities

like 261 and 2560366 have become the frontrunners in the total income. Notably,

those frontrunners in the total income also become the frontrunners when consider-

ing the most active nodes inside the Darknet markets. However, significantly cluster
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ID 18168070 has some more total income despite being inactive up to some context.

Table 5.4: Top 10 nodes that have most income in all Darknet markets

Traced Cluster IDs Money(BTC) Tag

261 22798.154766 CoinJoinMess

2560366 20121.908885 LocalBitcoins.com-old

18168070 16807.989293 BTC-e.com

1381240 16312.749904 Bitstamp.net-old

2250106 8607.526904 BitBargain.co.uk

137821 5722.159051 [00000014ea]

421008 5535.616270 VirWoX.com

1310890 3938.946484 [000f5614ea]

263048303 3756.819557 [0545f5614f5]

1479481 2554.440044 [789040f576fa]

5.4 Summary

In this chapter, the results and evaluation of the research study have presented in

three sections. In section 5.1, the results and evaluation of the overall market analysis

have been presented. In section 5.2 the results and evaluation of the analysis phase II

have presented. Further, the results and the evaluation of the graph properties have

been addressed. In the final section, the results of the traceability analysis have been

presented and it shows that the possibility of tracing the Darknet market users using

the surface web Bitcoin information.
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Chapter 6

Conclusions

This chapter presents the overall conclusions about the research questions and re-

search problems. Then, the chapter will examine the limitation of this research study

and finally, the chapter will conclude by giving the future implications from this re-

search study.

6.1 Conclusions about research questions

Research Question 1: What are the existing approaches for analyzing the Dark-

net market network?

There were several approaches have identified through the literature review for

analyzing the Darknet market network. The main approaches that identified were

analyzing the Darknet market through product-related listings, analyzing through the

classification of product photos of the Darknet markets, analyzing through the dis-

cussion forum data between vendors and the buyers on the Darknet market network

and analyzing through the Bitcoin transaction data. The limitations and advantages

have been identified and described in Chapter 2.

Research Question 2: What are the existing analysis techniques based on the

Bitcoin transaction data?

The existing analysis techniques based on the Bitcoin transaction data have ad-

dressed in the Literature review(refer Chapter 2) and those identified techniques

have categorized into two main techniques such as graph-based analysis and non-

graph-based techniques. The limitations and advantages of these techniques have

identifies and described in Chapter 2.
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Research Question 3: How to construct the transaction graphs and user graphs

using the Bitcoin transaction data of Darknet markets?

As mentioned in section 3.2.1, there two types of graph models have constructed

within this research study. First, the transaction graph models and second, the user

graph models. In transaction graph models, the vertices represent the Bitcoin pub-

lic key addresses of the Bitcoin transactions and the edges represent the particular

transaction between the two or more Bitcoin transaction addresses (refer section

3.2.1). In user graph models, the vertices have been constructed by using a cluster-

ing technique in order to represent clusters of addresses and the edges have been

constructed by considering the transaction occurring between the addresses inside

those clusters (refer section 3.2.1). The detailed description of the construction pro-

cess of the Transaction graphs and User graphs has been mentioned in Chapter 3.

Research Question 4: How to analyze the Darknet market network by exploiting

graph models (transaction graphs and user graphs)?

As mentioned in Chapter 5, the analysis of the Darknet market has done in three

analysis phases. The first and second analysis phases have obtained the analysis of the

properties and behaviors of the Darknet market network. Specifically, in the second

analysis phase, the topological patterns and behaviors of the Darknet market network

have addressed by exploiting the constructed graph models (Transaction graphs and

User graphs). Further, there were seven Darknet markets have used and Both graph

models have constructed according to each Darknet market transaction data. The

conclusions derived from the first and second analysis phases have mentioned below.

• Conclusions from the Analysis Phase I

– Results with analysis of overall transaction flow among the Darknet mar-

ket shows that all the Darknet markets that used in this analysis have

maintained their transactions mostly in a short period of time.

– Results with analysis of overall money flow among the Darknet markets

shows that Darknet market users are used to doing their tradings with

popular Darknet markets rather than small unpopular Darknet markets.

• Conclusions from the Analysis Phase II

– The results of connectivity analysis from the graph models have obtained

that some of the Darknet markets have shown inactiveness behavior in

the transactions after the particular timestamp. The reasons for the inac-

tiveness of the darknet market network have described in section 5.1.1.
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– The results of the densification analysis from both transactions and user

graph models stated that all seven Darknet markets’ networks have keen

to follow the densification power law [48] (The number of edges grows

faster than the number of vertices) (refer section 5.2.1.1). Further, it

stated that over the time all the networks are likely to be more dense

until those Darknet markets start to behave inactive.

– The results of the degree distribution from both graph models stated that

degree distribution of these Darknet markets networks have followed the

power-law distribution [49] and the majority out of the seven Darknet

markets can be recognized as scale-free networks. Therefore, we came

to the conclusion that the majority of the Darknet market networks have

high probability to obey the rich get richer property when the network

grows over time (refer section 5.2.1.2).

– The results of the clustering coefficient stated that every Darknet market

have few numbers of transaction hubs (the nodes that involve for most

of the transactions in the market network) and a high number of nodes

that have less than the degree two (refer section 5.2.1.3).This stated that

the most of users in the Darknet markets more used to interact with the

popular nodes and most of the users were act as a isolated entities in the

market with doing few transactions.

– The results of the centrality analysis stated that most of the central and

active nodes in the network are the Darknet market itself and other nodes

that involves the transactions have low centrality values than the market

network it self (refer section 5.2.2). Therefore this finding verified the

conclusions that derived from the section 5.2.1.3.

Research Question 5: How to trace the Darknet market users from using the

Bitcoin data?

As mentioned in section 5.3, it shows that the approach this research study fol-

lows for tracing the Darknet market entities (or users) has succeeded and the results

of the traceability analysis in the third phase of analysis show that there are 1203

entities(Darknet market users) have identified in the Darknet market network. Fur-

ther, the results of this analysis show that most of the traced entities are well-known

Bitcoin services,i.e: “LocalBitcoins.com-old” and“MoonBit.co.in”, and there is a high

probability that those Bitcoin services are interact within both the Darkweb and sur-

face web highly active manner. Additionally, the results of the traceability analysis

have observed that those traced Bitcoin services are keen to have more income with

a high number of transactions inside the Darknet markets.
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6.2 Conclusions about research problem

Section 1.2.1, discussed that there is a need for proper analysis over Darknet market

networks in order to investigate the properties and dynamic behaviors of the Darknet

market network and trace the users of the Darknet markets with the Bitcoin users in

the surface web. Section 3.2 explained the proposed research design for the proper

analysis over the Darknet market networks and chapter 5 has explained the derived

conclusions from the results of analysis by using the three phases of analysis. Accord-

ing to those results of the analysis, it concluded that this research has been provide

a precise approach to investigate the properties and dynamic behavior inside the

Darknet markets network and provide a proper approach to investigate the Darknet

market users and their behavior inside the Darknet markets.

6.3 Limitations

The main limitation of this research study is that this analysis work only limited to the

seven Darknet markets. Therefore, it can be investigated more topological patterns

and behaviors around the Darknet market if there is more number of Darknet market

networks available for analyzing. Apart from the limitation in the number of Darknet

markets, there is another limitation can be identified in the process of traceability

analysis. Since the process of traceability analysis relies on the crawled data set

from the Blockchain.info [18] , it has a limited number of few Bitcoin transactions.

Therefore, the results of the traceability analysis have limited to this few numbers of

Bitcoin transaction data from the Blockchain.info [18].

6.4 Implication for further research

This research study can be extended to several areas. As mentioned in section 6.3,

this analysis work can be extended with more number of Darknet market networks

and analyze more properties in the Darknet market network. Apart from that, this

research study also can be extended using a developed novel clustering approach for

constructing the user graphs. Since this research study addressed the properties and

dynamic behaviors of the Darknet market network, another research study can be

proposed for generalizing these network findings with other large networks such as

social networks, food networks, etc. Since the process of traceability analysis of the

Darknet market users based on the clustering approach, there can be another further

research implication that can be done to improve this process of traceability analysis

using another approach like tracing users by identifying their IP addresses.
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6.5 Summary

This chapter has discussed the overall conclusions for this research study. It begins

by presenting the conclusions about the research questions and research problems.

Then the chapter has provided the limitation of this research study and then finally

concluded by presenting the future implications.
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Appendix A

Diagrams

A.1 Evaluation of Vertices and Edges over time

Figure A.1: Evaluation of Vertices and Edges of the Transaction Graph Over Time in
each Darknet market
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Figure A.2: Evaluation of Vertices and Edges of the User Graph Over Time in each
Darknet market
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A.2 Evaluation of Vertices and Edges Average Outdegreeover

time

Figure A.3: Evalution of Average Out Degree of the Transaction Graph Over Time in
each Darknet market
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Figure A.4: Evalution of Average Out Degree of the User Graph Over Time in each
Darknet market
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A.3 Percentage of vertices in the maximum strongly

connected component in the over time

Figure A.5: Percentage of vertices in the maximum strongly connected component in
the Transaction graph over time in each Darknet market
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Figure A.6: Percentage of vertices in the maximum strongly connected component in
the User graph over time in each Darknet market
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A.4 Degree Distribution

Figure A.7: Degree Distribution in Transaction Graph for each Darknet market
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Figure A.8: Degree Distribution in User Graph for each Darknet market
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A.5 InDegree Distribution

Figure A.9: InDegree Distribution in Transaction Graph for each Darknet market
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Figure A.10: InDegree Distribution in User Graph for each Darknet market
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A.6 OutDegree Distribution

Figure A.11: OutDegree Distribution in Transaction Graph for each Darknet market
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Figure A.12: OutDegree Distribution in User Graph for each Darknet market
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Figure A.13: Clustering Coefficient in Transaction Graph for each Darknet market
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Figure A.14: Clustering Coefficient in User Graph for each Darknet market
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